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Workshop Summary
Biosecurity 2026: New Challenges, New Opportunities?

Center for Global Security Research
Livermore, California, March 18-19, 2026

Prepared By: Ross Buchanan, Monica Graham, Celine Lee, Caroline
Kearney, Lesley Kucharski, Phoebe Pham, Caroline Wesson'

On March 18-19, the Center for Global Security Research (CGSR) at Lawrence Livermore National
Laboratory (LLNL) hosted a workshop titled “Biosecurity 2026: New Challenges, New
Opportunities?” This session brought together participants drawn across the policy, military,
academic, and public and private sector technical communities. The workshop aimed to examine
the emerging challenges to biosecurity, focusing on the role of technological convergence, and take
stock of the U.S. approach to addressing these challenges domestically and internationally.

The discussion was guided by the following key questions:

e What are the main challenges to biosecurity?

e How does technological change contribute to the problem and the solutions?

e Where do we stand today in meeting these challenges?

e How can strategies to mitigate or eliminate threats or risks be strengthened in the context of
fewer resources and authorities?

e How can essential partnerships be strengthened?

Key takeaways:

1. Relative to two years ago, when CGSR last convened a workshop on biosecurity, both the
challenges and the opportunities seem to have grown.

2. Two years ago, there was relative clarity about the dangers emanating from state-run
biological weapons programs, accidental releases, and malicious non-state actors. Today,
those dangers remain but there is an increased appreciation of the uncertainties attached

1 The views and opinions of authors expressed herein do not necessarily state or reflect those of the United
States government or Lawrence Livermore National Security, LLC, and shall not be used for advertising or
product endorsement purposes.

Prepared by LLNL under Contract DE-AC52-07NA27344.



UNCLASSIFIED

to what we think we know about state and state sponsored programs. There is also an
increased appreciation of the ways in which biotechnologies and Al are accelerating
change, empowering new actors, and creating new threat vectors. There is also a growing
recognition of the increasing frequency of pandemics. The community of interest has a
clearer sense of risk and danger than of extant threat.

The near total absence of the use of biological agents for military or terrorist purposes has
no good explanation. Technical barriers seem low. Bio-deterrence seems to operate
weakly. Other means may look more promising of success (kinetic or chemical). The taboo
may operate more strongly than often presumed. There is something here requiring an
explanation. Adversary intentions remain poorly understood. Whether they are secrets or
mysteries is also a question.

Two years ago, the national governance system for biosecurity had a clear sense of direction
and momentum, as policymakers responded to the COVID pandemic and its lessons.
Today, policy is moving in an entirely different direction, as reflected in the stand down of
various national biosecurity institutions and biodefense capacities, including the White
House level central coordinating function. U.S. leaders have also disengaged from multiple
supporting multilateral institutions (e.g., withdrawal from the World Health Organization).
The erosion of U.S. public and political trust in, and support for public health appears to
have accelerated. Many experts see an America more vulnerable to biothreats than ever
before.

Two years ago, Al-bio convergence was a hew boutique issue. Today, it is center stage. The
public health opportunities are nearly unimaginable. The dangers are all too imaginable.
One participant drew a compelling analogy to the state of thinking about the future of
computation in 1975—a moment when mainframes still dominating thinking and personal
computing was just launching. What came next completely changed the way the global
economy works, the way humans gather information and interact, and modern ways of war.
Today, we stand at a similar cusp on biotechnology. We must adapt our ways of thinking to
the emerging landscape. Rather than pursue a single biosecurity strategy, we will need
diverse strategies tailored to different sectors. Rather than pursue deterrence of bio-
attacks by the usual deterrence means, we will need deterrence strategies tailored to
particular types and modes of attack and to particular actors. Rather than pursue
biosecurity as a fixed goal, we will need to learn to accept some bio-insecurities and to
manage technological risks as opposed to eliminate dangers.

Two years ago, there was little evident concern about the effectiveness of U.S. deterrence
strategy for the bio problem. “Integrated deterrence” promised a “whole of government”
response to emergent threats, buttressed by a strong taboo against the use of bioweapons.
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Today, there is renewed interest in the Pentagon in better aligning deterrence strategy with
the particular features of the biothreat. The widespread expectation that biological agents
would be employed covertly implies a central place for detection and attribution in a timely
manner. Al can be helpful with both—and in rapidly generating the needed medical
therapeutics. The technologies needed for a robust deterrence and defense posture are
now largely available. But they are not yet embedded in a system-of-systems, defense-in-
depth approach.

7. Two years ago, there was growing recognition of the role of public-private partnerships in
mobilizing this emerging ecosystem and enabling the needed solutions. Today, such
partnerships are seen as the key feature of the U.S. national response. Recent experience
illuminates the challenges of ensuring effective governance, adequate capital flows,
corporate political support, and transnational cooperation. It also illuminates the near
absence of human capital working at the public-private intersection. On the positive side,
recent experience also illuminates the roles of U.S. national security laboratories in building
bridges across these communities of interest.

8. Two years ago, U.S. leadership on biosecurity was taken for granted. U.S. policymakers
judged that there was much to gain from such cooperation and little to lose. That calculus
has changed. This is merely the latest reflection of a boom-and-bust cycle of high-level
White House interest in leadership on biosecurity for nearly 30 years and six
administrations. The word “leadership” appears only once in the 2025 National Security
Strategy (and then in conjunction with financial markets).

9. Two years ago, U.S. competitiveness in the bioeconomy was also largely taken for granted.
Today, the United States has strong competitive capacities but no evident strategy to
compete. In contrast, China has both strong capacities and a strategy—which it is
implementing with skill, vigor, and abundant resources. If the United States does not
change its approach to biotech leadership, it will spend the next generation chasing threats
rather than shaping the competition.

10. Two years ago, the Biological and Toxin Weapons Convention (BWC) looked central to the
effort to strengthen the norm against biological weapons, investigate outbreaks, and expose
malicious actors. Today, the BWC remains important. But it has also proven incapable of
dealing with suspicions about compliance by its most powerful members. Its effectiveness
has been greatly undermined by Russia’s “information confrontation” strategy. Moreover, it
is increasingly evident that it was the solution to a 20" century problem and is a poor
substitute for the needed governance structure for 21 century challenges. This does not
mean that the BWC should be replaced. Rather, it should be supplemented with multiple
governance structures tailored to different dimensions of the contemporary biosecurity
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problem. These must align public-private actors, international processes, and
preparedness for both naturally-occurring and human-caused public health crises. A very
useful first step would be formation of a biotechnologies trade association to represent
private sector actors.

11. Two years ago, risk reduction concepts aligned with detection and norm-enforcement in the

12.

BWC framework. Today, a much broader framework is needed. It should encompass
national and international governance structures designed to advance the needed
partnerships in a norm-based framework, efforts to cultivate an ecosystem tailored to
reinforce restraint in the military applications of these technologies, the development of
human capital attuned to these challenges, and renewed U.S. leadership. Improved bio-
surveillance at the global level will be essential.

Dwight Eisenhower once quipped that “when | run into a problem | can’t solve, | always
make it bigger.” Over the last two years, the biosecurity challenge has not been solved. But
it has gotten bigger—indeed, much more so. From a U.S. national perspective, U.S.
leadership in biotechnology is a national imperative, not just for biosecurity, but for military
advantage, economic competitiveness, and long-term strategic positioning. Two years ago,
the bio-pessimists dominated the debate. Today, the bio-optimists are being heard more
clearly. Their confidence that the opportunities are many and that the challenges are
manageable should guide our next policy choices.
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Panel 1: Calibrating the Threats Posed by State Adversaries

e \What bio-threats does the United States face from adversaries?
e Hasitchanged inrecentyears? If so, why?

In framing the discussion on deliberate threats, participants defined a threat as a combination of
capability and intent. By this definition, they noted that China, Russia, Iran, and North Korea almost
certainly have the capability to develop biological weapons (BW), drawing from publicly available
U.S. government (USG) threat assessments, including the annual Department of State (DOS) arms
control compliance reports and the U.S. Intelligence Community (IC) Annual Threat Assessment. Of
these four countries, Russia and North Korea likely have significant BW stockpiles. Iran probably
does not have BW stockpiles. It is unclear whether China has stockpiles. The intent of these
countries to use BW is less clear, particularly in the case of China, Russia, and Iran. The partial
exception is North Korea, which likely intends to disperse BW over large areas in South Korea in the
event of a large-scale conflict to help offset its military inferiority.

While acknowledging publicly available USG threat assessments, some participants expressed
skepticism about the degree of the threat, pointing to the lack of corroborating information in the
public domain. Little is known about when or why countries might decide to use BW, so much of the
discussion remains speculative. For instance, participants referenced a 2020 Chinese defense
paper that stated that the country was not interested in developing offensive BW and was instead
focused on defending against BW attacks, particularly against its food supply. China has said
nothing publicly about BW since 2020, and it is not obvious how to interpret this silence; it could
plausibly be interpreted as the potential for new clandestine BW programs, or simply that China’s
priorities in the BW domain have not changed.

Participants suggested that the scarcity of information about BW in the public domain is due to the
unique difficulty of gathering and analyzing information about them. There is often little delineation
between research into legitimate public health and defensive research (e.g., developing vaccines
and other medical countermeasures) and research into weaponization. Additionally, BW programs
are especially clandestine. Finally, BW capability assessments are especially difficult because BW
are never used in conflicts and BW testing does not adequately simulate real-world use.

There was general agreement that the primary threat posed by state-level BW programs has
traditionally been to agriculture and the food supply. Participants noted that the focus of the United
States and Soviet BW programs in the mid-20th century was destroying crops and livestock using
aerosolized pathogens delivered by long-range missiles and dispersed over large areas with the goal
of inflicting food shortages on adversaries. Participants noted that these types of BW are viable
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strategic weapons if they work as intended. Yet, they also reiterated that little is known about real-
world effectiveness.

A debate emerged about why BW have not been used in conflict. Some participants suggested that
the conspicuous absence of BW employment is due to a lack of thought or agreement on how BW fit
into military doctrine and overall strategy. It was also argued that mass-casualty strategic-level BW
would be seen as too escalatory and that states might therefore want to pursue small-scale BW that
enable narrow targeting at the tactical level in support of regional conflicts and internal security
issues. Others cautioned that Russian and Chinese disinformation alleging U.S. biological warfare
activities through the Cooperative Threat Reduction program indicate that Russia and China are
weakening the BW taboo and unconcerned about potential escalation.

The discussion turned to potential future state-level BW development and use scenarios. One
scenario involved the development of anti-materiel BW, such as a bacteria that could contaminate
jet fuel at military bases. A second scenario depicted targeted assassinations using genetic
weapons. A third scenario involved degrading military readiness with a flu-like virus designed to
incapacitate but not kill. A fourth scenario built upon historical anti-agricultural concerns by
describing novel anti-crop BW aimed at reducing food production. Workshop participants stressed
that these potential future BW threats were highly speculative.

Tangentially, participants debated whether and how BW are different than nuclear weapons. On the
one hand, BW are sometimes characterized as the “poor man’s nuclear weapons.” Anti-crop BW, for
instance, could inflict strategic consequences like mass starvation. BW could also impart force
degradation advantages, forcing opponents into a logistically complicated defensive position. On
the other hand, BW are also characterized as fundamentally different from nuclear weapons. In
contrast to states with nuclear weapons, states with BW almost never explicitly (or implicitly)
acknowledge or demonstrate their BW capabilities for deterrence purposes.

Participants discussed the potential trade-offs associated with making information about BW
publicly available. Some argued that the United States should pursue trust-building measures to
counter disinformation from foreign adversaries purporting U.S. biological weapon capabilities. At
the same time, panelists noted that significant work would be required to determine what
information could be disclosed without compromising sensitive capabilities or violating
classification requirements. One participant cited DOS reporting on chemical weapons programs
as an example of how governments can provide enough detail to inform public discussion and
improve understanding without breaching classification boundaries. As one possible mechanism
for advancing these conversations and building trust, participants suggested establishing a think
tank or similar institution that could provide the intellectual space and academic infrastructure for
sustained discussion on BW.
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Participants noted that awareness of potential biological threats remains relatively low across the
USG. Some attributed this to the absence of sustained champions for the issue across the
Executive branch and Congress. Others pointed to a lack of unified messaging around the deliberate
threat and biosecurity issues more broadly. At the same time, there was broad consensus on the
need for stronger interagency coordination and more interdisciplinary research to develop effective
responses to BW threats posed by foreign adversaries. In practical terms, participants suggested
that this could include increased investment in research through agencies such as the National
Institutes of Health (NIH) and the National Science Foundation (NSF) to strengthen the biosecurity
and biodefense enterprise.

Panel 2: Calibrating the Threats Posed by Bioterrorists

e Doesthe United States face a bioterrorism threat? Why? What kind?
e Doesitalso face arisk of the criminal use of bio-agents?

This session took stock of deliberate BW threats from non-state actors. Participants agreed that
the bioterrorism threat has generally been low over the past 30 years, with some notable exceptions
like the 2001 anthrax attacks through the U.S. postal system. As such, the discussion was largely
framed in terms of perceived rather than actual threats.

Participants noted that some larger, well-resourced terrorist groups likely have the capability to
develop BW or could eventually develop such capabilities if they were motivated to do so.
However, almost no terrorist organizations have intent to employ BW. Terrorist organizations
overwhelmingly prefer acquiring capabilities that allow them to carry out dramatic, highly visible
attacks because the effectiveness of terrorism as a strategy for achieving political goals requires
that terrorist attacks be readily attributable to the organization that carries them out and attract
attention to the group (or, at the very least, a cause favored by the organization). BW are therefore
poorly suited for terrorism relative to alternatives like explosives. In general, a BW attack would not
be immediately apparent or easily attributable. For this reason, the suffering inflicted by a BW
attack would tend not to be especially effective at attracting media and public attention, even if the
total suffering caused by the attack were severe.

Apocalyptic groups were identified as the small subset of terrorist organizations that may have
clear intent to use BW. Unlike terrorist organizations that have political goals, apocalyptic groups
are sometimes willing to carry out mass-casualty attacks without political aims, as demonstrated
by Aum Shinrikyo’s 1995 sarin gas attack in Tokyo’s subway system. BW could be attractive to these
groups. At the same time, apocalyptic groups are few in number and small in size—too few and
small to have the resources to develop BW. One participant argued that only a few apocalyptic
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groups have attempted to use BW, and only one—the Rajneeshee with their 1984 bioterror attack in
Oregon—had ever done so successfully.

As to whether emerging technologies like Al will make BW more accessible to terrorists,
participants reasoned that creating a useable BW will likely remain a complex challenge too
difficult for individuals or small apocalyptic groups to overcome. Effective weaponization requires
not only bio-agent development and production but also overcoming an array of other complex
challenges like agent storage, transportation, and delivery mechanisms. Emerging technologies
can help, but they are not a substitute for the many BW skillsets.

There was a general sense among the participants that emerging technologies were a net positive
for U.S. security and defense against bioterrorism and other biological threats and risks. Many
participants noted that emerging technologies are already improving the development of
pharmaceuticals, which is greatly accelerating development and production of vaccines and other
medical countermeasures. Yet, some participants worried that China was outpacing the U.S. in
developing many of these enabling technologies, and they argued that the U.S. needs to devote
more resources to competing with China in this domain. Falling behind could have negative
consequences for U.S. national defense and security, including economic security. In this regard,
one participant emphasized that biotechnology is a common target of industrial espionage by
actors like China. The primary goal of this espionage is probably economic advantage, as opposed
to BW development, but the dual-use nature of this technology raises concerns about potential
weaponization efforts.

Overall, participants expressed cautious optimism that the bioterrorism threat would remain
relatively low for the foreseeable future. While acknowledging the possibility that the increasing use
of state proxies in an increasing number of conflicts around the world could create a more
permissive environment for terrorists to acquire BW, it was argued that the groups with the
capability to develop or otherwise procure BW would likely still lack the intent to use them given
that other weapons would likely continue to be more attractive to these groups than BW.

Turning to the risks of criminal use of bio-agents, the discussion reflected broad agreement that
small-scale, targeted criminal use of bio-agents is somewhat common and categorically different
from mass casualty bioterrorism. Participants highlighted that some poisons and toxins like ricin
are popular murder weapons and they (or their precursors) tend to be relatively easy for even
individuals to procure illicitly because they are often imported and exported at scale for industrial
purposes.
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Panel 3: Calibrating the Risks of Outbreaks

e Another pandemic? Naturally-occurring or accidental release?
e Against targeted populations?

This session addressed the risks of a biological outbreak, focusing on pandemic-scale outbreaks, in
the United States, and whether and how the United States is prepared to respond. Overall,
participants directly answered “Yes” to the session’s three main questions: 1) “Will the world
experience more pandemics?”; 2) “Will they be of naturally-occurring, accidental, and deliberate
origin?”; and 3) “Might they target specific populations?” There was agreement that these risks
cannot be eliminated, but they can be managed. Participants offered suggestions for mitigating
risks from uncertainties about future pandemic origin and gaps in U.S. infrastructure for
preparedness, attribution, and response.

The discussion highlighted two major dimensions of the shifting, uncertain risk landscape that
generate blind spots for detection and attribution. First, the risk of natural occurrence from wildlife
pathogen spillover is growing, due in part to increasing human encroachment on wildlife spaces.
Risk assessment frameworks historically designed to understand deliberate bio-threats struggle to
incorporate increasing risks from nature. Second, the development, expansion, and
democratization of biotechnology, automation, and Al tools, in combination with the decentralized
nature of biological research, increases the risk of accidental or deliberate outbreaks. Oversight
frameworks designed for a slower-paced and centralized scientific environment that no longer
exists struggle to keep pace with these changes.

The discussion turned to a paradox for U.S. pandemic response policy: The United States has the
scientific tools needed to respond quickly to emerging risks, but it lacks the political and societal
will to sustain the institutional mechanisms needed to carry out quick responses. The historical
“boom and bust cycle” of biodefense research funding between presidential administrations and
outbreaks limits progress in sustained pandemic preparedness. Participants opined that chronic
underinvestment and strained public health systems leave the United States in a constant state of
emergency during outbreaks. Cuts to relevant agencies were described as creating a system that is
unprepared for pandemics.

The topic that garnered the most discussion was biosurveillance. Participants foot-stomped the
importance of early warning as critical for effective pandemic response, and they emphasized that
surveillance is essential for early warning. Two critical factors undermining biosurveillance were
identified: the erosion of public trust and a tradeoff between detection and tracking.

10
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On the erosion of public trust, participants broadly recognized that communities across the United
States respond negatively when perceived outsiders tell them what to do during a public health
emergency. There was agreement that rebuilding public trust requires biosurveillance buy-in at the
local and state levels, which likely will be the first to notice an outbreak. This buy-in must happen
on aroutine basis and before outbreaks occur to increase the likelihood that biosurveillance efforts
will be understood and sustained. Participants also discussed a role for the private sector in
rebuilding trust by helping to mitigate the spread of disinformation and misinformation, which one
participant described as spreading faster than pathogens. The private sector largely makes the
biosurveillance capabilities, so it is well-positioned to explain them to the public and to the
government.

On the tradeoff between detection and tracking, participants noted that the technologies and
processes required for detection and attributing pandemic origins are not the same as those
required for making decisions about protecting people through pandemic response. Successful
balancing of this tradeoff has been elusive. On the one hand, improvements to biosurveillance
methods over the past 20 years through the BioWatch program and Covid-19 biosurveillance
initiatives were celebrated. On the other hand, participants noted that many of these methods have
failed at the implementation level because decisionmakers generally do not know what to do with
the collected data or who is responsible for acting on it. Wastewater surveillance and random
sampling of humans were highlighted as proven methods that are often prematurely dismissed
despite their advantages for both detection and outbreak tracking.

Consensus emerged around the idea that biosurveillance technologies need to be paired with
decisions about who will act on the collected data at the local and federal levels. Participants made
and debated a series of recommendations. At the local level, hospital responses should draw on
clinical records data, including information about the location of physical resources and personal
protective equipment (PPE), open bed capacity, and overwhelmed hospitals. At the federal level, a
centralized function for integrating and sharing biosurveillance data across agencies responsible
for determining origins and implementing pandemic response measures is required. This function
could take the form of an oversight and coordination office within the White House modeled off the
Office of the National Cyber Director. The White House was described as the natural place for this
function, on the grounds that Congressional interest will continue to wax and wane. Most argued
that this White House function would ideally have budgetary authority to ensure decisions are
enacted. Yet some argued that centralizing funds would not fix the tradeoff between addressing
threats of deliberate origin and those of natural or accidental origin, and that it might diminish
biodefense capabilities. To better integrate solutions across the local and federal levels,
participants proposed running exercises for data gathering that involve the entire range of partners.
Some participants expressed skepticism at these ideas, reiterating that they are just nice ideas until
they receive buy-in across the public health sector and all levels of government.

11
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This led to arecommendation to increase education on bio-threat and pandemic response across
the local and federal levels, focusing on connective nodes like staffers who carry out the day-to-day
efforts. Similarly, participants discussed the creation of an industry association for biotechnology
and biosecurity, drawing from successful examples in other industries. Such an association could
support a more unified message about the importance of bio-threat and pandemic preparedness
from across the wider biology sector.

Panel 4: Tracking the Changing Strategy and Policy Context

e How has the Trump administration framed these challenges?
e How has itadapted U.S. strategy and policy?
e What challenges lie ahead?

This session sought to take stock of the Trump administration’s approach to framing biological
threats and risks and its response to these challenges since returning to the White House in 2025.
Throughout the discussion, participants emphasized the importance of science and technology
(S&T) leadership, major power rivalry and deterrence, and techno-optimism in framing the Trump
administration’s understanding of and response to these challenges.

On S&T leadership, the Congressionally mandated National Security Commission on Emerging
Biotechnology (NSCEB) was applauded for raising awareness across the government about China’s
growing leadership in biotechnology. Participants expressed excitement about the level of
bipartisan interest in the recommendations made in the Commission’s final report, which called for
action to maintain U.S. leadership over China. At the same time, questions remain about the low
level of implementation and the Commission’s future.

On major power rivalry and deterrence, participants noted that many of the Trump administration’s
policy initiatives are concerned with improving capabilities to facilitate attribution decisions and
inform potential cost-imposition options. Efforts to promote BWC verification using Al and prohibit
funding of dangerous gain-of-function research conducted by foreign entities in countries of
concern like China were referenced as examples. Renewing U.S. leadership in the global health
ecosystem as a counter to Russian disinformation and China’s growing influence in relevant
international fora was also identified as a motivation for policy decisions such as U.S. withdrawal
from the WHO and efforts to identify alternative international partnerships to support pandemic
preparedness and response.

A debate emerged about whether techno-optimism is leading U.S. biosecurity, biodefense, and
public health policy in the right direction. President Trump’s initiative to promote BWC verification
using Al was a focal point for this debate. Many welcomed the President’s initiative as an exciting

12
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and bold shiftin a longstanding U.S. position against a formal BWC verification mechanism. Yet
others expressed skepticism, citing the initiative’s unclear origins, the lack of a public plan for
pushing it forward, and doubts about whether such an initiative can realistically progress in a forum
where countries of concern have the power to veto it.

Participants agreed that the Trump Administration has thus far largely stayed the course on U.S.
biosecurity and biodefense strategy since returning to the White House despite adaptations to U.S.
policy. Although neither the 2025 National Security Strategy nor the 2025 National Defense Strategy
mention biological threats and risks, reflecting a major departure from previous iterations in the
post-Covid era, participants argued that the absence of the topic in these strategic documents
reflects a general agreement that the strategies developed in the wake of the Covid-19 pandemic
stand the test of time. They noted, for example, that the National Biodefense Strategy and the
Biodefense Posture Review remain in force. They also noted that the America First Global Health
Strategy, released in September 2025, reflects many elements of the 2024 USG Global Health
Security Strategy that it replaced.

While expressing optimism about continuity in strategy, many participants opined that
implementation has historically eluded the USG in the field of biological threats and risks. Some
questioned whether U.S. strategy will lead to the structural and cultural changes needed for desired
outcomes. Implementation of the One Health concept, which entails multi-sector collaboration,
has been similarly elusive.

The discussion identified other strategy and policy challenges that lie ahead, including Covid
fatigue, low public trust, the rising spectrum of threats, and the structural vulnerability of the U.S.
defense industrial base and the U.S. biotechnology industry.

There was general agreement that Covid fatigue has set in across government and the rest of
society in the wake of disruptive and politically polarizing crisis adaptation. The appetite for
continued debate about strategy, policy, and funding is shrinking as the memory of Covid fades,
even if the appetite for practical action to reduce biological risks is growing among the expert
community.

Public trust in government, science, and public health is low. Participants expressed worry that this
will create challenges for the future of Biosafety Level (BSL) policy nationally and internationally.
Domestically, high containment BSL microbiological and biomedical laboratories form the
foundation of the biosecurity and biodefense enterprise; without them, we cannot characterize
pathogens or develop countermeasures. Public trust in these laboratories, particularly the National
Biodefense Analysis and Countermeasures Center (NBACC), is crucial, yet participants noted that
there are probably too many and that BSL regulation is inconsistent. Internationally, the risk
landscape is more concerning; the number of high-containment laboratories is proliferating, and

13
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there are no international BSL standards. The risks from this proliferation should not be
underestimated. Awareness of these BSL challenges across the USG is not uniform.

The discussion turned to the rising spectrum of threats and risks of various origins beyond
inconsistent BSL policy and the proliferation of high-containment laboratories. Participants
discussed at length agricultural threats and risks, highlighting New World Screwworm (NWS), which
is a parasitic fly that is particularly detrimental to livestock. This pest has been eliminated multiple
times since the 20™ century, but it has reemerged in the illicit cartel-related cattle trade in Mexico.
Since 2022, the NWS-infected cattle have moved closer to the U.S. border, and the United States
has imported some of them. Participants worried that the United States missed the window of
opportunity to eliminate NWS. At the same time, it was recognized that some public health
problems do notrise to the threshold of a national security priority. In this regard, participants
praised the ABENA (Acquisition Threshold for Special Emergency Procurement Authority) rule for
providing a guide to understanding when a public health problem crosses that threshold.

The structural vulnerabilities of the U.S. biodefense industrial base are numerous. Private sector
viability in this space has been elusive, yet participants agreed that the era of big-government
solutions is passing to an era of public-private partnerships. Participants expressed cautious
optimism about Congressional and Presidential prioritization of the private sector in biotechnology
development, noting that this bipartisan momentum is creating a political pathway for improving
biodefense industrial resilience.

Panel 5: Understanding the Twin Impacts of S&T Competition

o How will S&T competition and the changes it generates impact both threat and response?

e Doesthe answer differ by technology sector (Al, high performance computing, advanced
manufacturing, innovative delivery systems, etc.) or are the impacts inseparable?

o Arethere significant trade-offs between risks and benefits?

¢ Do answers to these questions differ significantly between public and private sector
actors? If so, what can be done to narrow them?

This session sought to answer complex questions about how strategic competition in S&T is
reshaping both the character of biological threats and the range of available responses. Across the
discussion, participants returned repeatedly to a central dual-use paradox: the same advances in
biotechnology, Al, and high performance computing (HPC) that promise major gains in health,
resilience, and economic growth also expand the scope, accessibility, and speed of dangerous
capabilities. The challenge, therefore, is not simply to slow innovation in the name of safety, nor to
pursue innovation while postponing risk management. Rather, the emerging consensus was that

14
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leadership in innovation and leadership in security must be pursued together, as mutually
reinforcing goals.

A first major theme was that biosecurity should not be approached through inherited frameworks
alone. Several participants argued that bio-convergence presents a dual-use problem that differs
fundamentally from more familiar models of risk such as nuclear deterrence or cyber competition.
Unlike nuclear weapons, the relevant materials, expertise, and enabling tools for BW are more
diffuse, often embedded in legitimate civilian and commercial activity, and far less susceptible to
centralized control. Unlike cyber competition, the consequences of biological misuse may be more
difficult to contain and may carry much higher human and societal costs. Biology is particularly
challenging because pathogens can self-replicate and spread, while countermeasures must often
be developed, manufactured, distributed, and administered one person at a time. This creates a
pronounced asymmetry between the relative ease of generating harm and the much greater cost
and complexity of mounting a response.

Participants emphasized that this asymmetry is only being sharpened by Al. On the threat side, Al-
enabled tools may lower barriers to entry, accelerate design cycles, and help bad actors identify or
optimize biological agents in ways that were previously more difficult. On the defensive side,
however, many argued that Al may ultimately provide the only plausible means of keeping pace with
the speed and scale of the emerging challenge. The discussion highlighted the need to accelerate
“defensive biology”: earlier detection, faster characterization, more rapid attribution, and shorter
timelines for developing countermeasures. In that sense, participants suggested that technological
convergence does not simply increase risk; it also opens the possibility of differential acceleration,
in which defensive capabilities are advanced faster than offensive ones.

This led to a second major theme: biosurveillance, data, and infrastructure are becoming
foundational to both deterrence and resilience. Multiple speakers argued that the United States
needs new systems capable of detecting novel or engineered biological events more quickly and at
greater scale than current public health and laboratory networks allow. Existing systems are often
optimized for known threats and may be poorly configured to recognize unfamiliar variants,
synthetic modifications, or molecules emerging from Al-enabled biological design. Better
surveillance, however, was framed not only as a public health necessity, but also as part of a
broader strategy of deterrence. If adversaries believe a biological attack or engineered release can
be detected quickly, attributed credibly, and met with fast countermeasures and other forms of
response, the perceived benefits of offensive action may decline.

Participants placed particular emphasis on machine learning, frontier Al systems, and the
integration of Al with advanced computing and laboratory platforms. These tools were described as
especially promising for improving attribution, including the identification of signatures, insertions,
and other patterns that may reveal origin or manipulation. They were also seen as essential for
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moving beyond outdated list-based screening approaches that focus on a narrow set of known
pathogens or controlled agents. Such approaches, participants argued, are increasingly insufficient
in a world of modified, novel, or previously uncharacterized biological entities. More dynamic forms
of screening, modeling, and risk assessment will be needed, supported by secure partnerships
among national laboratories, frontier technology firms, and relevant government agencies.

A third major theme concerned the growing strategic importance of data. Several participants
argued that while advanced models will become increasingly widespread, high-quality biological
data, especially functional, annotated, experimentally grounded data, will remain scarce and
disproportionately valuable. Current systems are constrained not only by limited compute and
infrastructure but by the absence of the right data to train, validate, and improve biological models.
In this view, data curation is now a strategic task. Participants asked what datasets the United
States and its partners should prioritize collecting, protecting, and building around to sustain long-
term leadership. This was not framed as a purely technical question. It also raised issues of
openness, access, reciprocity, and competition, particularly in relation to China. Some speakers
voiced concern that open scientific ecosystems can create asymmetries when competitors benefit
from access to U.S. and allied data while offering little equivalent transparency of their own.

China figured prominently throughout the session as both a source of competitive pressure and, in
limited respects, a potential collaborator on catastrophic risk. Participants expressed concern that
China is advancing rapidly across clinical trials, drug development, manufacturing, and biological
modeling, often through a more coordinated industrial strategy. Several warned that the United
States could become dependent not only on foreign manufacturing but on foreign-origin
therapeutics, early-stage drug candidates, data resources, and enabling infrastructure. Such
dependence was viewed as a strategic vulnerability with implications for both economic security
and crisis preparedness. At the same time, some participants noted that U.S. firms, academic
researchers, and health systems remain deeply entangled with Chinese markets, supply chains,
and scientific ecosystems, making wholesale disengagement unrealistic in the near term. The
discussion therefore returned to a recurring question: how much interdependence is tolerable
before it becomes a security liability?

There was no single answer, but there was broad agreement that the United States needs a more
deliberate strategy for maintaining leadership. Participants repeatedly cautioned against policy
responses that would burden domestic innovators so heavily that capital, talent, manufacturing,
and experimentation would shift abroad. This concern was especially acute for startups, which
were described as operating under severe capital constraints and survival pressures. While larger
firms may be able to absorb compliance costs, young companies often experience security
requirements, screening demands, regulatory ambiguity, and infrastructure barriers as existential
burdens. Several participants argued that policymakers frequently underestimate these pressures,
even though startups are often among the most important drivers of innovation.
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This public-private gap emerged as another central theme. Participants argued that government and
industry are often solving for different objectives. Private firms are typically focused on speed,
growth, market share, intellectual property, and survival; government actors focus on deterrence,
attribution, supply-chain resilience, misuse, and long-term national security. These are not
necessarily incompatible goals, but they generate different incentives and time horizons. Because
much of the relevant innovation is occurring in the private sector while the gravest consequences of
failure fall on society at large, participants saw a pressing need for better alignment. Solutions to
this issue that were discussed included industry organizations, more dialogue between the
communities, and smart regulation.

Participants emphasized that alignment would require more than regulation alone. Several
participants called for government to become a more credible technical partner, with stronger in-
house expertise, clearer communication, and more consistent engagement with startups, frontier
labs, and investors. Procurement, liability frameworks, export controls, foreign investment
screening, and partnership structures were all cited as possible policy levers. At the same time,
speakers stressed that incentives matter. Smart governance should encourage companies to build
secure systems, share information, participate in red-teaming, and contribute to broader resilience
goals without creating a punitive environment that drives innovation elsewhere. Resilience itself,
whether in manufacturing, workforce development, supply chains, or secure infrastructure, was
described as a competitive asset rather than a drag on growth.

Participants also emphasized the importance of long-term, mission-oriented investment. Many
argued that the United States lacks the sustained horizon that strategic competition in this domain
requires. Four-year political cycles, fragmented authorities, uncertain funding, and truth-decay in
public discourse make it difficult to sustain attention absent a major shock. In the meantime,
speakers pointed to roles for Congress, the executive branch, philanthropy, states and cities,
national laboratories, and allied partners in building momentum where possible. National
laboratories were highlighted as uniquely valuable institutions: sources of infrastructure, trusted
technical expertise, and convening power that can connect government, industry, and science in
ways few other actors can.

The session closed with a clear sense of urgency. Participants broadly agreed that biosecurity
cannot be achieved by treating innovation and restraint/regulation as opposites. Nor can the United
States rely on market forces alone, or on outdated governance models, to navigate the implications
of Al-enabled biology. The task ahead is to build an ecosystem in which innovation is secure enough
to scale, resilience is treated as a strategic advantage, and public and private actors are aligned
around the idea that technological leadership is itself a security imperative. In that sense, the twin
impacts of S&T competition are inseparable; the same forces that intensify the threat environment
are also shaping the tools, institutions, and industrial capacities required to respond.
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Panel 6: Embracing Opportunity

e |nthe long-term historical perspective, what opportunities are created by new technological
forces?
e How are they best seized?

This discussion focused primarily on the opportunities provided by biotechnology, and it was
framed by a provocative question: What if biotechnology, much like computer technology in 1975,
is poised for a change that upends our fundamental understanding of the technology and the
challenges it presents? Reactions to this question were divided between techno-optimism and
techno-pessimism. To unite the camps, one participant proposed approaching the potential
revolution and its risks like a surfer approaches waves: We need to understand the coming changes
and position correctly before they arrive, or risk wiping out when they crash into us.

Techno-optimists called for a transformation of biosecurity culture, arguing that the perception of
biotechnology as something scary stymies innovation. Some expressed frustration at the research
grant process, opining that biosecurity research typically gets funded due to fears of “biology killing
everyone.” A shift toward “bio-awesome” is required. The discussion highlighted two dimensions of
this cultural shift. First, a more balanced culture involves framing biosecurity as a method to help
people and build a safe bioeconomy rather than as just as a mechanism to stop bad actors. In this
regard, biotechnology developments were celebrated. Techno-optimists referenced novel Al
applications for bacteriophage design, consumer-accessible GMO products, internationally
accessible Covid-19 viral genomic data for countermeasure development, and engineering of small
organisms for novel biomedical and biomanufacturing applications. Second, a more balanced
culture involves creating a permissible environment for sharing and embracing fear, with the
understanding that risks can be managed but not eliminated.

Techno-pessimists were not comfortable accepting risks. They repeatedly emphasized that bad
actors will misuse biotechnology advances. To address this structural risk without hurting
innovation, participants drove home the need to build biosecurity guardrails into emerging
technology to mitigate misuse as much as possible before bad actors can even access these new
tools. At the same time, it was argued that some biotechnology innovations, like mirror bacteria,
should be prohibited. The history of regulations around smallpox research offers lessons for
prohibition efforts. Projecting into the near-term, some warned that there will be a day when some
private sector biotechnology companies no longer need government financial support and thus will
face less biosecurity regulations. To address this, participants discussed the need for governance
frameworks.
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The discussion repeatedly returned to the impact of Al and biotechnology convergence.
Participants noted that biological experimentalists are both apprehensive and excited about
incorporating Al into their research. On the negative side of the ledger, many are reluctant to use Al
due to fears that it will canalize their thinking or that it will replace them altogether. On the positive
side of the ledger, experimentalists inherently welcome the prospect of using Al to operate at the
unknown frontier. This excitement is especially characteristic of students and young professionals
looking to make their mark in a field. Navigating these tensions requires reframing perceptions.
Instead of competing with Al, experimentalists must think of Al as a tool to help them keep pace
with innovation and competition from other scientists. One participant observed that at the end of
the day, humans are behind Al innovations and applications.

Consensus emerged around the idea that securing biotechnology as it inevitably moves toward a
pervasive and accessible future requires novel thinking. Biosecurity concepts originating from the
20" century biotechnology landscape fail to address the challenges presented by 215 century
biotechnologies and convergent technologies. In this regard, participants debated the efficacy of
DNA synthesis screening. Novel thinking can draw inspiration from “trust but verify” concepts
developed for other similarly pervasive and accessible dual-use technologies, such as computers
and money. Inspired by financial audits, participants discussed the possibility of market-driven
deployable bioaudits like receipts and public trust certificates as opposed to top-driven oversight.

Ultimately, getting biosecurity right such that it promotes rather than stymies innovation requires
first describing the biological future we want, and then making the necessary institutions and
processes for that future.

Panel 7: Aligning Public Health Preparedness with National
Security Preparedness

o What are the key areas of alignment? What are the key disconnects?
e How doesresilience in the public health sector contribute to deterrence?
e How can the synergy between these efforts be improved?

This session examined how public health preparedness and national security preparedness can be
aligned in a period of growing biological risk. Participants agreed that biological threats—whether
natural, accidental, or deliberate—generate simultaneous health, economic, and security
consequences. Participants identified clear areas of alignment, particularly around shared risks and
the importance of early detection, but also highlighted persistent disconnects rooted in institutional
differences, funding structures, and public trust. The central challenge is not whether alignment is
needed, but how to achieve it without undermining the distinct functions of each system.
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Participants agreed that alignment is necessary, but full integration is likely counterproductive.
Public health and national security systems operate according to different logics. On the one hand,
public health institutions prioritize population outcomes, routine service delivery, and public trust.
On the other hand, national security institutions focus on adversaries, deterrence, and crisis
response. Efforts to merge these approaches, particularly under an all-hazards framework, have
often created friction. Participants noted that such efforts can distort both missions by treating
public health as a security issue in ways that erode trust or by assigning responsibilities to national
security institutions that they are not designed to carry out.

At the same time, participants emphasized that separation is not viable. Biological threats do not
stay within traditional boundaries, and strong public health systems help reduce national
vulnerability. Strong detection, response, and recovery systems limit the societal impact of
outbreaks and reduce the strategic value of biological weapons. In this sense, public health
preparedness contributes to deterrence by reducing the potential gains an adversary could achieve.
However, this relationship remains underdeveloped in policy and funding structures, leaving
coordination incomplete.

Early detection was identified as a central weakness in current preparedness. Participants pointed
to the failure to recognize the spread of COVID-19 as a defining breakdown with long lasting
consequences for consistent policymaking and public trust. Without timely detection,
decisionmakers were forced to act under conditions of uncertainty, contributing to inconsistent
responses and social division. Participants agreed that a more effective bio intelligence
infrastructure is essential. Such a system must integrate multiple data streams and operate
continuously rather than only during crises. It must also deliver value in routine public health
settings. Systems that are not used in peacetime are unlikely to be trusted or effective in
emergencies.

Participants also highlighted trust and communication as critical constraints. Public skepticism
toward vaccines and emerging technologies continues to undermine both public health and
national security objectives. Scientific complexity creates information gaps that are easily exploited
by misinformation. At the same time, perceptions of biological risk are shifting. Many individuals no
longer interpret these threats primarily through a national security lens, but through their effects on
health, economic stability, and daily life. This shift complicates efforts to frame biodefense in
traditional security terms and suggests that new approaches to public communication will be
required.

There was broad agreement that national security institutions should not assume primary
responsibility for public health functions. While the Department of War can provide essential surge
capacity, its role often reflects gaps in civilian systems rather than a deliberate strategy. When
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public health capacity is insufficient, the military becomes the default responder. This model may
be effective in crisis conditions but is not sustainable as a foundation for preparedness. Participants
emphasized that durable alignment will require sustained investment in civilian public health
capabilities rather than reliance on emergency substitution.

Participants also identified the cyclical nature of U.S. biosecurity policy as a major obstacle.
Investment and attention tend to increase following major events, including the anthrax attacks,
Ebola, and COVID-19, but decline once the immediate threat subsides. This pattern has resulted in
repeated institutional disruption and inconsistent implementation of existing strategies.
Participants stressed that the core problem is not the absence of plans, but the failure to implement
them. Over the past two decades, successive strategies have outlined similar priorities, yet funding
and coordination have remained uneven.

Improving alignment will require clearer messaging and more effective political engagement.
Biological threats impose interconnected health, economic, and security costs, but these linkages
are often poorly articulated in policy debates. Compared to traditional defense issues, the
biosecurity community has struggled to communicate risks in ways that resonate with
decisionmakers and justify sustained investment. Participants emphasized the need for greater
unity in defining the problem and advocating solutions.

The discussion also identified opportunities for international cooperation. States share a common
interest in mitigating biological risks, particularly those involving emerging technologies and non-
state actors. Some participants pointed to the need for greater U.S.-China cooperation, noting that
both countries face similar vulnerabilities and have overlapping interests in preventing misuse of
biotechnology. These shared risks could provide a basis for collaboration, even in a competitive
environment. At the same time, differences in data governance, technological development, and
political priorities complicate efforts to build durable frameworks.

Several questions remained unresolved. Participants expressed uncertainty about the appropriate
degree of integration between public health and national security and whether existing institutions
can support a more coordinated approach. There were also open questions about how to sustain
political attention and funding in the absence of crisis conditions. While the importance of public
trust was widely acknowledged, there was less clarity on how to rebuild it in a scattered information
environment.

Overall, participants concluded that alignment is not a question of institutional redesign, but of
sustained investment, clearer messaging, and more effective coordination. Public health and
national security systems must operate in parallel, leveraging their respective strengths while
addressing shared vulnerabilities.
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Panel 8: Aligning Public and Private Sector Capabilities and
Capacities

e Whatis the role of the private sector, including the philanthropic sector, in public health
preparedness? In national security preparedness?

e What newroles are necessary and possible as public sector policies and
approaches evolve?

¢ What more need to be done to ensure that the two sectors are ready to cooperate in the next
major health crisis?

Participants agreed that the private sector is an integral part of the scientific infrastructure
supporting public health and national security preparedness. Within this ecosystem, emerging
technology firms, the philanthropic sector, venture capital, and the pharmaceutical industry play
important roles in advancing research, financing innovation, and enabling deployment at scale. Al
companies were recognized as particularly important for accelerating biosecurity and
strengthening biodefense capabilities.

Much of the discussion focused squarely on the Al industry, and it struck a primarily techno-
optimist tone. There was broad consensus that Al companies are part of both the expanding
biological risk landscape and the solution to these risks. As a result, many Al firms are beginning to
self-implement mitigation frameworks intended to reduce misuse while supporting beneficial
applications. OpenAl’s Preparedness Framework was referenced as an approach for assessing
risks, including those related to biology, and for triggering mitigation measures when specified
evaluation thresholds are crossed. Examples of such mitigation measures include red teaming,
expert testing, enhanced system monitoring, human review of prompts, and tighter access
controls. There is also recognition across the industry that company-level safeguards alone are not
sufficient. The Frontier Model Forum was offered as an example of successful collaboration across
the broader industry and security ecosystem. The Forum brings leading Al developers together to
develop shared practices, coordinate responses in high-risk domains, and engage more
systematically with governments.

Participants discussed Al’s potential to contribute across the biodefense stack as a force multiplier
while still preserving the essential role of human judgment. One example cited was Ginkgo
Bioworks, a biotechnology company that uses Al to interpret complex biological datasets, support
hypothesis generation, and refine broader research design. Participants also stressed that this
potential is greatest when private-sector efforts are closely coordinated with government partners
and national laboratories. However, industry experts noted that classification systems remain a
major barrier to effective collaboration, as they restrict access to the critical data needed for
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iterative processes that can accelerate solutions to emerging bio-threats. At the same time,
speakers pointed to recent progress in this area, citing OpenAl’s agreement with AWS Bedrock as
an example of infrastructure that can support Al deployment across both classified and
unclassified U.S. government environments.

Although participants did not spend significant time discussing the philanthropic sector, they
broadly agreed that it plays an important role in cross-sector collaboration. It is uniquely positioned
to quickly address gaps that public-private partnerships cannot fully fill. Philanthropic
organizations can often act more rapidly than traditional institutional funders and can also support
entities and initiatives that may fall outside conventional funding frameworks. Participants noted
that Al companies are investing resources to understand how Al can generate public benefit at
scale while also strengthening societal resilience to Al-related risks. This includes examining the
potential for deliberate misuse, preventing Al-driven accidents, assessing other emerging impacts,
and identifying ways to help society prepare for and recover from high-consequence events.

The roles of the private and public sectors are likely to evolve and expand as policy frameworks
develop and technologies advance. Participants emphasized that Al companies must act as
responsible stewards of capability by providing critical infrastructure and serving as reliable
partners in national preparedness efforts. At the same time, governments must recognize the
competing priorities across the broader ecosystem and work closely with the private sector to
navigate these challenges effectively. National laboratories are also uniquely positioned to
contribute, given their role at the intersection of the scientific, technical, and national security
dimensions of biosecurity. Participants further underscored the importance of government-led
external evaluations of frontier Al models as a critical component of effective oversight and
preparedness.

For the private sector, participants emphasized the importance of coordination among Al
companies and with government in determining where meaningful investments should be made in
biosecurity. Al companies are actively discussing their internal risk-assessment approaches and
have expressed interest in working with governments to develop international standards. Beyond
biosecurity safeguards, participants noted growing private-sector interest in creating mechanisms
to evaluate biological design tools. Some highlighted the difficulty of assessing these tools because
many are open source. Participants suggested that an industry association could help establish
common evaluation practices. On the investment side, participants argued that the private sector
should also help governments identify where targeted investment is most needed, particularly in
areas where private investors are reluctant to commit capital because of the need to de-risk
markets or early commercialization pathways.

Private-sector participants said they want to see a credible demand signal and sustained
engagement in biodefense from the USG before they can commit at scale. In practice, they
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recommended multi-year Congressional investment. Some participants stressed that government
agencies seeking to play a meaningful role in this effort should also request dedicated funding
through their own budget processes. However, others were skeptical about whether agencies
would do so in a timely and consistent manner. At the same time, several experts cautioned that
securing Congressional funding for countermeasures remains inherently uncertain, as these
investments have historically been uneven and subject to shifting priorities, citing the Biomedical
Advanced Research and Development Authority (BARDA) efforts as an example. Participants
therefore reaffirmed the need for greater education and engagement on Capitol Hill to equip
policymakers with the information necessary to make more informed and durable policy decisions
on biodefense.

Greater talent mobility and collaboration at multiple levels between the public and private sectors
are needed to overcome the current environment of weak trust between government and industry.
Talent movement across sectors can help reduce siloed thinking, while individuals with experience
in both the public and private sectors can play an especially important role in bridging the
misunderstandings that often arise from differing institutional cultures, incentives, and operating
models. Participants suggested that stronger collaboration could include developing shared
evaluation frameworks, establishing a joint biodefense platform, and using trusted information-
sharing mechanisms.

Beyond infrastructure investment, one participant stressed the importance of aligning public health
and national security priorities so that companies develop products that can be deployed at scale
during major events, reduce operational complexity, and deliver adequate care. Participants also
raised concerns that products developed through substantial USG and private-sector investment
could ultimately benefit foreign actors through channels such as sovereign wealth funds. In
response, they argued that both government and industry should consider stronger risk-mitigation
strategies to protect intellectual property and reduce the risk of industrial espionage, especially by
state actors. Start here.

Panel 9: Ensuring Essential International Partnerships

¢ Whatshould and can be done to reform international institutions?
¢ What should and can be done to strengthen international norms?
o What are the prospects for cooperation for biosecurity with Russia and China?

The session on essential international partnerships centered on a paradox in contemporary
biosecurity: international norms against biological weapons remain relatively strong, yet the
institutional arrangements needed to implement, monitor, and adapt those norms are unusually
weak. Participants argued that this gap between consensus on norms and practical capability has
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become increasingly consequential as biological risks evolve beyond existing models of security
governance. In this environment, international partnerships are no longer simply desirable
complements to national preparedness; they are part of the core infrastructure required for
biosecurity itself.

A central theme throughout the discussion was that biological threats differ from traditional
security challenges in ways that make cooperation more difficult and more necessary at the same
time. Biological disruption is unlikely to present itself with the visible signatures associated with
conventional military action. Rather than a clear triggering event, threats may emerge as an
unexplained illness cluster, supply chain disruption, unusual agricultural losses, or a period of
prolonged ambiguity over what is happening and why. Participants emphasized that uncertainty
over origin, intent, and attribution is not an incidental feature of the biological domain but one of its
defining characteristics. This structural ambiguity complicates crisis response, creates
opportunities for manipulation, and increases the premium on trusted international relationships
capable of functioning under conditions of incomplete information.

The transnational character of biological risk reinforced this point. Whether the source of disruption
is a natural outbreak, accidental release, or deliberate misuse, no state can fully detect, attribute,
or respond to these events in isolation. Pathogens cross borders, scientific knowledge circulates
globally, and key elements of biotechnology development now occur through international
networks of talent, capital, data, and infrastructure.

Much of the conversation focused on the degree to which current governance structures are
misaligned with these realities. The BWC was the point of reference, but participants treated it less
as a sufficient framework than as an increasingly strained foundation. Participants noted that the
convention lacks a verification regime, depends heavily on trust-based compliance, and was
designed for an earlier era in which biological capabilities were assumed to be more concentrated,
more state-centered, and more closely tied to identifiable materials and facilities. Today, however,
biotechnology is becoming more digital, more distributed, and more geographically diffuse. Cloud-
based laboratory services, shared data ecosystems, and transnational research collaborations are
altering how capability is organized. Yet oversight systems are still largely built around physical
sites, national jurisdictions, and lists of known pathogens or equipment. As a result, visibility is
uneven, responsibility is harder to assign, and the gap between how biological capability is
governed and how it operates continues to widen.

Participants identified three pressures on international biosecurity governance: institutional
weakness, systemic fragmentation, and declining trust. On institutional weakness, the central
concern was that existing mechanisms have failed to keep pace with technological change or
provide credible pathways for monitoring and compliance. Even where investigatory tools exist,
they are limited, difficult to activate, or poorly suited to the ambiguities of the biological domain. On
fragmentation, speakers pointed to the separation among public health institutions, arms control
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frameworks, export control systems, and biodefense and preparedness efforts. These communities
operate under different mandates, professional cultures, and assumptions, even though the risks
themselves cut across all of them. Pandemic preparedness, public health surveillance, national
security, and nonproliferation can no longer be treated as separate policy spheres. Participants
argued that biosecurity is now fundamentally about managing interconnected biological risks in a
networked world.

Trust was described as the most difficult and indispensable variable. Participants noted that
biosecurity issues have become increasingly politicized, with disputes over disease origins,
sustained disinformation campaigns, and deteriorating confidence in transparency measures.
Disarmament and security forums that once aimed to build confidence increasingly function as
arenas for strategic competition. In a biological crisis, narratives and allegations may spread faster
than scientific evidence, shaping political responses before the facts are established. This makes
the information environment itself part of the biosecurity challenge. Under such conditions,
partnerships are not simply vehicles for exchanging data; they are mechanisms for managing
uncertainty, preserving credibility, and reducing the risk that ambiguity prevails.

From this view of the problem emerged an argument that international biosecurity cooperation
must move from a prohibition-centered model toward a risk-management model. Traditional arms
control remains necessary, participants argued, but it is no longer sufficient. In the biological
domain, chokepoints are less obvious, capabilities are increasingly rooted in data and
interdisciplinary tools, and risks arise from distributed systems rather than discrete weapons alone.
Several participants suggested that biosecurity is beginning to resemble cybersecurity more than
classic weapons governance: it requires continuous monitoring, ongoing stewardship of capability,
and systems designed for resilience rather than solely for prohibition. This shift does not imply
abandoning treaties or norms, but it does require supplementing them with more operational,
adaptive, and integrated forms of cooperation.

Practical cooperation mechanisms therefore received considerable emphasis. Participants called
for greater attention to the connective tissue of international biosecurity: shared standards, joint
investigations, surveillance and early warning systems, data-sharing arrangements, laboratory best
practices, and stress-tested channels of communication that can remain functional even during
periods of geopolitical strain. The discussion repeatedly suggested that the problem is not simply
the absence of formal institutions, but the lack of operational integration among existing ones.
Strengthening partnerships means ensuring that these mechanisms can function together as a
system rather than as isolated initiatives.

A related theme picked up on discussions in previous sessions on the need to bridge the long-
standing divide between health security and national security. Participants reiterated that public
health and communication are core components of attribution and deterrence in the biological
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domain. Better institutional alignment between these siloed communities will require changes in
structure, incentives, and habits of coordination, not just rhetorical acknowledgment that the
divide exists.

The discussion of Russia and China was marked by caution but not resignation. Participants
recognized widespread pessimism about the prospects for meaningful cooperation, particularly
amid disinformation, strategic rivalry, and declining candor in official exchanges. At the same time,
some argued that postponing engagement until the geopolitical environment improves would be a
strategic mistake. They noted that many of the most successful arms control outcomes of the past
were shaped during periods of intense confrontation, not after tensions had disappeared. If the
United States and its partners do not actively advance proposals, standards, and narratives that
serve their interests, others will fill the vacuum with frameworks that do not. The implication was
that engagement need not rest on optimism; it can instead be understood as a means of shaping
the field, contesting adversarial narratives, and preserving space for transparency where possible.

This debate extended to multilateralism more broadly. Some participants were skeptical that large
consensus-based institutions can adapt quickly enough in the current environment, particularly
when a small number of spoiler states can block progress. As a result, there was notable support
for coalitions of like-minded states, regional organizations, and smaller partnership mechanisms
as more practical avenues for action. These were not presented as substitutes for universal
institutions in the long term, but as realistic pathways for norm-building, standard-setting, and
operational cooperation in the near term. Several participants argued that it is preferable to
establish stronger rules and practices among capable, aligned actors than to settle prematurely for
weak lowest-common-denominator arrangements.

Trust-building, however, was not framed only in formal diplomatic terms. Participants repeatedly
returned to the value of personal relationships, scientific exchange, infrastructure partnerships,
and sustained engagement at the expert level. Shared professional language, routine interaction,
and local capacity-building were described as some of the most durable sources of confidence in a
field where intent is hard to measure and quantitative verification may remain limited. Youth
fellowships, scientific competitions, and track 1.5 engagements were cited as especially useful in
preserving networks and norms during periods of tension.

Finally, the discussion suggested that future governance frameworks may need to widen their view
beyond the traditional focus on pathogens alone. Participants identified several emerging
categories of concern that current arrangements only partially address: genetically informed
targeting; the use of biology for disruption of economies or military performance; the convergence
of genomics with surveillance and data systems; and “gray zone” exploitation of genetic
information for coercion, profiling, or influence. In this view, future biological risk may stem as
much from the weaponization of biological data as from pathogens themselves. That possibility has
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profound implications for international governance and reinforces the sense that existing

institutions, while still relevant, are no longer sufficient on their own.

Overall, participants agreed that the international environment is difficult, that institutional reform
will be slow, and that distrust is growing. Yet they also argued that retreat would only deepen
strategic vulnerability. Essential partnerships in biosecurity are not simply diplomatic preferences;
they are operational necessities in a domain defined by ambiguity, interdependence, and rapid
technological change. The challenge ahead is to build forms of cooperation resilient enough to
function under pressure, flexible enough to address emerging risks, and credible enough to sustain
trust even when broader geopolitical relations remain strained.
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