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Introduction 
An important component of U.S. foreign and national security policy is how to work with the 
international community to address alleged violations of international law.1 The international legal 
rule against chemical weapons use is established as a prohibition of customary international law, 
but management and enforcement of this prohibition has been inconsistent. Treaty law and 
customary international law work together to prohibit the use of chemical weapons in all 
circumstances, but recent cases of chemical weapons use in Ukraine, Syria, Sudan, the United 
Kingdom, and Malaysia demonstrate the challenges of using the legal framework to coordinate an 
eƯective multilateral response that enforces the prohibition and deters future use.2 
 
A scenario in which North Korea uses its chemical weapons through a limited attack or as part of a 
broader oƯensive against South Korea may require the United States to coordinate an eƯective 
response under international law. U.S. political leaders would have a range of kinetic as well as 
non-forcible legal options for responding to a DPRK chemical attack. This report focuses on the 
latter as there is a general lack of clarity regarding available, lawful, and viable responses to 
chemical weapons use beyond a traditional deterrence posture.3 U.S. national security policy may 
incorporate legal mechanisms as part of a non-kinetic cost-imposition response to North Korean 
chemical weapons use to prevent further erosion of the chemical weapons norm and deter future 
use. Such tools would ultimately seek to establish 1) the international responsibility of the North 
Korean state and/or (2) the criminal liability of North Korean oƯicials and facilitate implementation 
of relevant legal consequences for chemical weapons use.4 The upshot of these frameworks is they 
may be used independently or in coordination with kinetic actions and may prove more eƯective at 
credibly identifying those responsible, achieving accountability for victims, and reinforcing the 
prohibition on use.     

 
1 (U) Tatsuya Abe, “EƯectiveness of the Institutional Approach to an Alleged Violation of International Law: The 
Case of Syrian Chemical Weapons,” Japanese Yearbook of International Law 57 (2014), p. 333. Accessed 
September 30, 2025. 
2 (U) Ralf Trapp and Cheng Tang, “Enhancing the Management and Enforcement of Compliance in the Regime 
Prohibiting Chemical Weapons,” United Nations Institute for Disarmament Research (December 28, 2021), p. 
28. https://unidir.org/publication/enhancing-the-management-and-enforcement-of-compliance-in-the-
regime-prohibiting-chemical-weapons/. Accessed September 30, 2025.; (U) Julia Masterson, “Reinforcing the 
Global Norm Against Chemical Weapons Use,” Arms Control Association (February 18, 2021). 
https://www.armscontrol.org/policy-white-papers/2021-02/reinforcing-global-norm-against-chemical-
weapons-use. Accessed September 30, 2025. 
3 (U) Mika Hayashi, “Reacting to the Use of Chemical Weapons: Options for Third States,” Journal on the Use 
of Force and International Law 1, Iss. 1 (2014), pp. 119-120. https://ssrn.com/abstract=2952158. Accessed 
September 30, 2025. 
4 (U) “The Controversy Around Chemical Warfare, Chemical Weapons and Their Prohibition,” Public 
International Law and Policy Group (December 21, 2022). 
https://www.publicinternationallawandpolicygroup.org/lawyering-justice-blog/2023/6/9/the-controversy-
around-chemical-warfare-chemical-weapons-and-their-prohibition. Accessed September 30, 2025. 
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Thus, this paper examines how various tools within the international legal framework governing 
chemical weapons can be used to manage and enforce compliance with the prohibition on use. It 
does so by reviewing how such tools may be applied eƯectively to a potential North Korean 
chemical weapons use scenario against South Korean territory or nationals. This includes 
examining the legal basis for these tools, the management and enforcement outcomes that they 
can achieve, and the feasibility of these tools given potential obstruction in multilateral fora by 
Russia or China.  
 
First, the paper reviews the legal frameworks that oƯer non-forcible tools and doctrines to respond 
to chemical weapons use. The Chemical Weapons Convention (CWC) and its treaty body, the 
Organization for the Prohibition of Chemical Weapons (OPCW), provide an institutional framework 
for addressing issues of noncompliance with the prohibition on chemical weapons, even in cases 
where the State at issue is not a party to the CWC. In addition, within the United Nations (UN) 
system, both the OƯice of the Secretary-General and the UN Security Council are competent, 
based on diƯerent legal authorities, to address issues of chemical weapons use. The paper then 
considers adjudicatory response strategies utilizing the primary international legal institution for 
dispute settlement, the International Court of Justice (ICJ), as well as the possibility of individual 
criminal responsibility for the use of chemical weapons as a serious violation of international 
humanitarian law or as a war crime under the Rome Statute of the International Criminal Court 
(ICC). The next section examines the role of Russia and China in this legal framework, reviewing 
their approaches to international law and their relationship to and practice within relevant 
international institutions. It concludes with factors U.S. policymakers might consider as they weigh 
changes to the international legal framework in the short term. 
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Background and Context 

Overview of the Legal Prohibition of Chemical Weapons Use 
The use of a chemical weapon by North Korea would constitute a violation of its obligations under 
international law and trigger the availability of response mechanisms under multiple overlapping 
legal regimes. 

The core of the international legal framework governing chemical weapons is the rule prohibiting 
the use of chemical weapons. As this section explains, North Korea is bound by this prohibition as a 
matter of customary international law. A rule qualifies as customary international if it is derived 
from and reflected in a “general practice accepted as law.” 5  This means that a customary 
international rule has two constitutive elements: (1) the general practice or conduct of States that is 
formative or expressive of customary international law and (2) acceptance as law, meaning State 
practice is undertaken out of sense of legal obligation.6 

Scholars and practitioners of public international law broadly agree that the prohibition on 
chemical weapons use in all circumstances is a rule of customary international law.7 The 

 
5 (U) Statute of the International Court of Justice, Article 38(1)(b), United Nations Treaty Collection (October 
24, 1945). https://treaties.un.org/doc/Publication/CTC/uncharter.pdf. Accessed September 30, 2025. 
6 (U) Third Report of the Drafting Committee for the Seventieth Session of the International Law Commission, 
Identification of Customary International Law, A/CN.4/L.908 (May 17, 2018), pp. 124-126. 
https://legal.un.org/ilc/texts/instruments/english/commentaries/1_13_2018.pdf. Accessed September 30, 
2025. 
6 (U) Shannon Green, John Moulton, and Christine Parthemore, “Fulfilling the Humane Promise of the 
Chemical Weapons Convention,” Lawfare (August 18, 2023). https://www.lawfaremedia.org/article/fulfilling-
the-humane-promise-of-the-chemical-weapons-convention. Accessed September 30, 2025. 
7 (U) See Walter Krutzsch, Eric Myjer, and Ralf Trapp, The Chemical Weapons Convention: A Commentary 
(Oxford: Oxford University Press, 2014), pp. 3, 61; (U) Marco Longobardo, “Means of Combat,” in Handbook of 
International Humanitarian Law, Dieter Fleck, ed. (Oxford: Oxford University Press, 2021), pp. 165-166; (U) 
William H. Boothby, Weapons and the Law of Armed Conflict (Oxford: Oxford University Press, 2016), p. 123; 
(U) Adrian Loets, “Arms Control,” Max Planck Encyclopedia of Public International Law (July 2013), para. 11. 
https://opil.ouplaw.com/display/10.1093/law:epil/9780199231690/law-9780199231690-e246 (accessed 
September 30, 2025); (U) Stuart Casey-Maslen, Arms Control and Disarmament Law (Oxford: Oxford 
University Press, 2021), pp. 51-52; (U) Thilo Marauhn, “Chemical Weapons and Warfare,” Max Planck 
Encyclopedia of Public International Law (June 2016), para. 23, 
https://opil.ouplaw.com/display/10.1093/law:epil/9780199231690/law-9780199231690-e264?prd=EPIL 
(accessed September 30, 2025); (U) Lisa Tabassi, “Impact of the CWC: Progressive Development of 
Customary International Law and Evolution of the Customary Norm Against Chemical Weapons,” The CBW 
Conventions Bulletin, Iss. 63 (March 2004): (U) Jean-Marie Henckaerts and Louis Doswald-Beck, Customary 
International Humanitarian Law (New York: Cambridge University Press, 2005), Rules 74 and 75; (U) Ahmet 
Üzümcü, “Statement by the OPCW Director-General on Allegations of Chemical Weapons Use in Syria,” 
OPCW News (March 19, 2013). https://www.opcw.org/media-centre/news/2013/03/statement-opcw-
director-general-allegations-chemical-weapons-use-syria (accessed September 30, 2025); (U) United 
Nations Security Council Resolution 1540 (2004); (U) United Nations Security Council Resolution 2118 
(2013); (U) Jean-Marie Henckaerts and Louis Doswald-Beck, Customary International Humanitarian Law, 
Rules 151 & 156. 
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customary international law consensus is based on an extensive history of States condemning the 
use of chemical weapons, expressing support for the prohibition both within and outside treaty 
regimes, and engaging in regular and uniform practice based on this obligation.8 As a result, all 
States are bound by this rule even if they are not parties to some or any of the cornerstone treaties 
governing chemical weapons. Customary international law, as a general rule, must apply with equal 
force to all members of the international community. The one key exception, however, is that a 
State may ensure that a customary law is not opposable to it through application of the persistent 
objector doctrine. A State must object to the rule as early as possible during its formation period 
and will not be bound by a rule that crystallizes into customary international law as long as the 
objection is “clearly expressed, made known to other States, and maintained persistently.”9   

The prohibition on use is also codified in two treaty regimes: the 1925 Geneva Protocol and the 
1993 Chemical Weapons Convention (CWC). The Geneva Protocol prohibits the “use in war of 
asphyxiating, poisonous or other gases and of bacteriological methods of war.” The treaty grew out 
of diplomatic eƯorts to prohibit the use of poisonous gas in warfare after “widespread revulsion” 
against their use in World War I, and many States ratified the treaty in its early years, aƯirming the 
strength of the prohibition.10 As of mid-2025, there are 146 States Parties to the 1925 Geneva 
Protocol, including the DPRK, which acceded to the treaty in 1989.11 

Going further than the 1925 Geneva Protocol, the CWC prohibits the development, production, 
storage, and use of chemical weapons. The CWC prohibition builds upon the Geneva Protocol 
prohibition on use in two key ways: the prohibition is comprehensive and not qualified in any 
manner—that is, the use of chemical weapons is prohibited in all circumstances, not just during 
armed conflict—and States Parties may not issue any reservations that would reduce their 
obligation to fully comply with this provision (for example, by reserving the right to use chemical 
weapons in a reprisal).12 It is this more comprehensive formulation of the rule in the CWC that is 
reflective of the customary law status of the prohibition. 

The CWC regime is a robust legal framework for managing and responding to the prohibition on use 
and other obligations under the treaty. As will be explored further below, much of this framework is 

 
8 (U) James Crawford, “International Law and the Problem of Change: A Tale of Two Conventions,” Victoria 
University of Wellington Law Review 49, No. 4 (November 2018), p. 465; (U) “The Controversy Around 
Chemical Warfare, Chemical Weapons and Their Prohibition,” Public International Law and Policy Group; (U) 
Walter Krutzsch, Eric Myjer, and Ralf Trapp, The Chemical Weapons Convention: A Commentary, pp. 62-63. 
9 (U) Third Report of the Drafting Committee for the Seventieth Session of the International Law Commission, 
Identification of Customary International Law, p. 152. 
10 (U) Shannon Green, John Moulton, and Christine Parthemore, “Fulfilling the Humane Promise of the 
Chemical Weapons Convention.” 
11 (U) “Protocol for the Prohibition of the Use of Asphyxiating, Poisonous or Other Gases, and of 
Bacteriological Methods of Warfare,” ICRC International Humanitarian Law Databases. https://ihl-
databases.icrc.org/en/ihl-treaties/geneva-gas-prot-1925/state-parties. Accessed September 30, 2025. 
12 (U) Ralf Trapp and Cheng Tang, “Enhancing the Management and Enforcement of Compliance in the Regime 
Prohibiting Chemical Weapons,” p. 3; (U) Marco Longobardo, “Means of Combat.” p. 168; (U) William H. 
Boothby, Weapons and the Law of Armed Conflict, pp. 116-117. 
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only applicable to and relevant for States Parties. As such, the availability and eƯicacy of response 
mechanisms under the CWC will hinge on North Korea accession to the treaty. 

CWC Article I sets out prohibitions on the development, production, acquisition, stockpiling, and 
use of chemical weapon, as well as a prohibition on assisting, encouraging, or inducing anyone to 
engage in such prohibited activity.13 In Article II, the CWC adopts a broad definition of chemical 
weapons consistent with the general purpose criterion, which permits chemical use for non-
prohibited purposes, including civilian and protective military uses.14 This definitional approach 
seeks to preserve the flexibility of the CWC regime to account for scientific and technological 
developments and shifting use cases.  

The elements of the CWC regime that are relevant to compliance management by the OPCW 
include the provisions about verification protocols, treaty bodies, and noncompliance policy, as 
found in Articles VIII, IX, XII, XIV, and the Verification Annex. Some of these provisions may be 
relevant to a DPRK chemical weapons use scenario even if North Korea remains a non-party. 

The CWC’s verification mechanism includes both routine and ad hoc procedures to assess 
noncompliance with the prohibitions set out in Article I, including investigations of alleged use of 
chemical weapons and potential attribution determinations in cases of confirmed use.15 These 
procedures for investigating use and other issues of noncompliance constitute an “extensive […,] 
unique, and powerful tool” to manage the chemical weapons prohibition, although these elements 
only exist as potential remedies for States Parties to the CWC, according to an expert on the CWC.16 

The Organization for the Prohibition of Chemical Weapons (OPCW), based in The Hague, is the body 
established by the CWC with responsibility for treaty implementation and management. The OPCW 
is an independent organization in the UN system established by CWC provisions with three primary 
organs, authority to manage implementation and compliance with the CWC’s provisions, and fora 
for States Parties to cooperate and discuss advancement of the treaty’s object and purpose.17 

The three organs of the OPCW operate together to provide Member States with the ability to 
consult, cooperate, investigate, and manage treaty compliance and implementation. The 
Conference of States Parties (CSP), comprised of all Member States, is the organ with primary 
responsibility for implementation and has oversight over the treaty regime, providing Member 

 
13 (U) Convention on the Prohibition of the Development, Production, Stockpiling and Use of Chemical 
Weapons and on their Destruction (“CWC”), United Nations Treaty Series 1974, no. 33757 (April 29, 1997), 
Article I. https://treaties.un.org/doc/Publication/MTDSG/Volume%20II/Chapter%20XXVI/xxvi-3.en.pdf. 
Accessed September 30, 2025. 
14 (U) Thilo Marauhn, “Chemical Weapons and Warfare,” paras. 31-33. 
15 (U) Ibid. 
16 (U) Mika Hayashi, “Reacting to the Use of Chemical Weapons: Options for Third States,” p. 100; Adrian 
Loets, “Arms Control,” para. 23. 
17 (U) CWC Article VIII(A)(1); see Walter Krutzsch, Eric Myjer, and Ralf Trapp, The Chemical Weapons 
Convention: A Commentary, pp. 3, 8. 



  

UNCLASSIFIED 

 

UNCLASSIFIED 
 

7 

States with “comprehensive control” over the OPCW.18 The Executive Council (EC) is the executive 
organ that is comprised of a subset of Member States and, while subordinate to the CSP, is 
influential on the development of OPCW policies and practices, including decision-making by the 
CSP and referral of issues outside the CWC regime.19 The Technical Secretariat (TS) is a technical, 
professional body that assists with implementation and compliance management of the CWC 
through on-site verification and investigatory work, and conducts such activities under the 
supervision of the CSP and EC.20 The verification system that the TS implements is designed to 
balance supervision and verification of compliance with CWC obligations while protecting the 
legitimate security interests of States Parties and commercial interests of domestic chemical 
industries. The verification system is beyond the scope of this paper because its purpose is 
primarily to ensure compliance with disarmament obligations under the Convention, rather than, 
as explored in this paper, redress issues of noncompliance involving the use of chemical weapons. 

Overview of the DPRK Chemical Weapons Program 
The prospect of North Korea’s use of chemical weapons, including the hypothetical scenario of 
chemical weapons use against South Korean territory or nationals, remains a concern for U.S. 
national security policy because of the threat posed by North Korea’s chemical weapons 
capabilities and its history of flouting its international legal obligations vis-à-vis its chemical 
weapons program. 

With regard to specific treaty regimes, the DPRK is a party to the 1925 Geneva Protocol, meaning 
that it is obliged to never use asphyxiating or poisonous gases in armed conflict, per the terms of 
that treaty.21 North Korea has not acceded to the CWC and is one of just a few remaining States, 
including Egypt, Israel, and South Sudan, that is not bound by the more comprehensive prohibitions 
of that treaty.22 However, given that the prohibition on use in any circumstances codified by the 
CWC is reflective of customary international law, North Korea is bound by this prohibition even 
though it is not a party to the CWC. North Korea is also under a continuing obligation stemming 
from UN Security Council (UNSC) Resolution 1718 (2006) to completely, verifiably, and irreversibly 
abandon its chemical weapons program and stockpile.23 

 
18 (U) CWC Article VIII(B); Walter Krutzsch, Eric Myjer, and Ralf Trapp, The Chemical Weapons Convention: A 
Commentary, p. 9. 
19 (U) Walter Krutzsch, Eric Myjer, and Ralf Trapp, The Chemical Weapons Convention: A Commentary, p. 9 
(CWC Article VIII(C)). 
20 (U) Ibid. (CWC Article VIII(D)). 
21 (U) James Crawford, “International Law and the Problem of Change: A Tale of Two Conventions,” p. 460. 
22 (U) Thilo Marauhn, “Chemical Weapons and Warfare,” para. 37. 
23 (U) United Nations Security Council Resolution 1718 (2006), para. 7; Tatsuya Abe, “International Actions 
Against the Threat of Chemical Weapons Use: A Japanese Perspective,” in Fei Su and Ian Anthony, eds., 
Reassessing CBRN Threats in a Changing Global Environment (Stockholm International Peace Research 
Institute, 2019), pp. 24-25.  
https://www.sipri.org/sites/default/files/2019-06/1906_cbrn_threats_su_anthony_0.pdf. Accessed 
September 30, 2025. 
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Moreover, Pyongyang cannot claim to benefit from persistent objector status as to the customary 
prohibition of chemical weapons use. As explained above, to avoid being bound by this rule, the 
North Korean government would have had to clearly and persistently maintain and communicate 
its objection since at least the start of drafting negotiations for the CWC. However, Pyongyang has 
not voiced sustained and consistent opposition to the rule since its inception; rather, DPRK 
government entities and state media have suggested support for the prohibition, criticizing alleged 
chemical weapons possession and use by South Korea and the United States as violations of 
international law.24 

There is evidence that North Korea has a stockpile of chemical weapons and the means to deliver 
them, even though Pyongyang has never publicly aƯirmed such a capability, according to chemical 
weapons experts and the South Korean government.25 South Korea’s Ministry of National Defense 
assessed in 2006 that North Korea has been producing chemical and biological weapons since the 
1980s.26 Since 2006, South Korea’s Ministry of National Defense has also maintained an oƯicial 
estimate of North Korea’s chemical weapons stockpile at 2,500 to 5,000 tons.27 Although this 
estimate is the “only readily available oƯicial assessment to quantify the size of North Korea’s 
arsenal,” it has not been updated since 2006, which “rais[es] questions over its accuracy.”28 Some 
open-source assessments find that North Korea likely has retained a stockpile a “variety” of 

 
24 (U) “U.S. atrocities of germ and chemical warfare,” KCNA Watch (July 12, 2025). 
https://kcnawatch.org/newstream/1752999044-790235861/us-atrocities-of-germ-and-chemical-warfare/ 
(accessed September 30, 2025); “Germ and chemical warfare, violation of international law,” KCNA Watch 
(June 25, 2023). https://kcnawatch.org/newstream/1687677081-874619769/germ-and-chemical-warfare-
violation-of-international-law/ (accessed September 30, 2025); “U.S. Chemical Warfare Denounced,” KCNA 
Watch (December 5, 2005). https://kcnawatch.org/newstream/1452005073-35346592/u-s-chemical-
warfare-denounced/ (accessed September 30, 2025); “U.S. and Japan’s preparations for biological and 
chemical warfare,” KCNA Watch (November 28, 2000). https://kcnawatch.org/newstream/1452001789-
218220414/u-s-and-japans-preparations-for-biological-and-chemical-warfare/ (accessed September 30, 
2025). 
25 (U) James Crawford, “International Law and the Problem of Change: A Tale of Two Conventions,” p. 458; 
Rebecca Hersman and William Pittinos, Restoring Restraint: Enforcing Accountability for Users of Chemical 
Weapons, Center for Strategic and International Studies (June 19, 2018), p. 40. https://csis-website-
prod.s3.amazonaws.com/s3fs-public/publication/180607_Hersman_RestoringRestraint_Web.pdf. Accessed 
September 30, 2025. 
26 (U) Ministry of National Defense, Republic of Korea, Defense White Paper (2006). 
https://www.files.ethz.ch/isn/155726/SouthKorea_English2006.pdf. Accessed September 30, 2025. 
27 (U) Ministry of National Defense, Republic of Korea, Defense White Paper, (2006); Ministry of National 
Defense, Republic of Korea, Defense White Paper, (2018). 
https://www.mnd.go.kr/user/mndEN/upload/pblictn/PBLICTNEBOOK_201908070153390840.pdf (accessed 
September 30, 2025); Ministry of National Defense, Republic of Korea, Defense White Paper, (2020). 
https://www.mnd.go.kr/user/mndEN/upload/pblictn/PBLICTNEBOOK_202301171100181360.pdf (accessed 
September 30, 2025); Ministry of National Defense, Republic of Korea, Defense White Paper, (2022). 
https://www.mnd.go.kr/user/mndEN/upload/pblictn/PBLICTNEBOOK_202307280406019810.pdf. Accessed 
September 30, 2025. 
28 (U) James Byrne, Joe Byrne, Matthew Harries, Lennie Phillips, and Giangiuseppe Pili, Toxic Inheritance: 
Assessing North Korea’s Chemical Weapons Capability, Royal United Services Institute for Defence and 
Security Studies (March 8, 2023). https://www.rusi.org/explore-our-research/projects/assessing-north-
koreas-chemical-weapons-capability/toxic-inheritance/overview. Accessed September 30, 2025. 
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chemical weapons, including “mustard, phosgene, blood agents, sarin, tabun, and V-agents 
(persistent nerve agents).”29 Open-source assessments also generally conclude that North Korea 
has the means to deliver its chemical munitions to targets on the Korean Peninsula and potentially 
beyond, including through long-range artillery, short- and long-range ballistic missiles, aircraft and 
naval vessels.30 

Public open-source estimates of North Korea’s chemical weapons capability should be viewed with 
caution—its stockpile may be far smaller, older, and more rudimentary than public assumptions 
would indicate—but such estimates provide a starting point for threat assessment and policy 
discussion.31 

The U.S. government has not publicly detailed its estimate of North Korea’s precise capabilities, but 
has consistently stated that North Korea’s chemical and biological weapons capabilities “remain a 
threat” and that Pyongyang may use these weapons during an armed conflict or in an 
“unconventional or clandestine attack,” according to a publicly available Annual Threat 
Assessment.32 According to a North Korean weapons expert, North Korea’s alleged use of the VX 
nerve agent to assassinate Kim Yong Nam in Malaysia in 2017 demonstrates its capability and 
willingness to employ chemical weapons in a non-armed-conflict setting in breach of customary 
international law prohibition.33 

 
29 (U) International Crisis Group, North Korea’s Chemical and Biological Weapons Programs, Asia Report No. 
167 (June 18 2009), https://www.crisisgroup.org/sites/default/files/167-north-korea-s-chemical-and-
biological-weapons-programs.pdf (accessed September 30, 2025); Joseph S. Bermudez, Overview of North 
Korea’s NBC Infrastructure, The North Korean Instability Project, Johns Hopkins School of Advanced 
International Studies, (June 2017), p. 15. https://www.38north.org/wp-content/uploads/pdf/NKIP-Bermudez-
Overview-of-NBC-061417.pdf (accessed September 30, 2025); Rebecca Hersman and William Pittinos, 
Restoring Restraint: Enforcing Accountability for Users of Chemical Weapons, p. 40. 
30 (U) International Crisis Group, North Korea’s Chemical and Biological Weapons Programs; Joseph S. 
Bermudez, Overview of North Korea’s NBC Infrastructure, p. 15; Rebecca Hersman and William Pittinos, 
Restoring Restraint: Enforcing Accountability for Users of Chemical Weapons, p. 40. 
31 (U) Joseph S. Bermudez, Overview of North Korea’s NBC Infrastructure, p. 18; Cristina Varriale, North 
Korea’s Other Weapons of Mass Destruction, Arms Control Association, (September 2018). 
https://www.armscontrol.org/act/2018-09/features/north-koreas-other-weapons-mass-destruction. 
Accessed September 30, 2025. 
32 (U) OƯice of the Director of National Intelligence, Annual Threat Assessment of the U.S. Intelligence 
Community, (February 6. 2023). https://www.dni.gov/files/ODNI/documents/assessments/ATA-2023-
Unclassified-Report.pdf (accessed September 30, 2025); OƯice of the Director of National Intelligence, 
Annual Threat Assessment of the U.S. Intelligence Community, (February 5, 2024). 
https://www.dni.gov/files/ODNI/documents/assessments/ATA-2024-Unclassified-Report.pdf (accessed 
September 30, 2025); OƯice of the Director of National Intelligence, Annual Threat Assessment of the U.S. 
Intelligence Community, (March 2025). https://www.dni.gov/files/ODNI/documents/assessments/ATA-2025-
Unclassified-Report.pdf. Accessed September 30, 2025. 
33 (U) Terrence Matsuo, The Continuing Threat of North Korea’s Chemical Weapons, Korea Economic Institute, 
(March 7, 2022). https://keia.org/the-peninsula/the-continuing-threat-of-north-koreas-chemical-weapons/. 
Accessed September 30, 2025. 
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Overview of U.S. Policy and Cost Imposition Tools 
U.S. national security policy recognizes that North Korea’s nuclear and non-nuclear capabilities, 
including its chemical weapons stockpile, present a deterrence challenge for the United States and 
its allies, including South Korea.34 Although the focus of U.S. national security strategy across 
multiple presidential administrations has been on the challenges posed by North Korea’s evolving 
nuclear arsenal, U.S. deterrence policy accounts for the “persistent threat and growing danger” of 
North Korea’s chemical weapons stockpile within its broader assessment of the threat of North 
Korea’s WMD and conventional capabilities.35 Indeed, Biden-era deterrence policy recognized the 
“threat posed by [the DPRK’s] nuclear, chemical, missile, and conventional capabilities” and 
promised to impose “dire consequences” should North Korea use its WMD arsenal, especially but 
not necessarily limited to nuclear weapons.36 

The use of swift and punitive force, ranging from an overwhelming conventional counterforce 
response up to and including nuclear use, to respond to chemical weapons use remains a 
cornerstone of United States deterrence policy. To maximize the potential cost imposition on 
Pyongyang, Biden-era deterrence policy emphasized that “United States nuclear weapons continue 
to play a role in deterring” WMD attacks by North Korea.37 A key part of this strategy entailed 
improving the technical ability to detect and attribute a DPRK chemical weapons attack and 
deterring or countering an initial, limited chemical weapons use through a counterforce response.38 
While the current Trump administration has not formally published its national security strategy, we 
can expect relative consistency with this position carried over from prior administrations. In its 
2018 Nuclear Posture Review, the first Trump administration had similarly positioned itself to 
“ensur[e] the ability to impose intolerable costs on the Kim regime” in the event of nuclear or other 
WMD use.39 

Using force, including both conventional and nuclear capabilities, in response to a chemical 
weapons attack imposes costs and deterrence, entails its own set of policy challenges, escalatory 
risks, and potential legal issues. A close evaluation of the legal framework surrounding use of force 
to respond to chemical weapons use is beyond the scope of this paper as its focus remains on the 
utility of non-kinetic options. At a minimum, under the law governing the resort to force, or the jus 
ad bellum, any use of force against North Korea would not be lawful without an individual or 

 
34 (U) U.S. Department of Defense, 2022 National Defense Strategy of the United States of America, (October 
27, 2022), p. 5. https://media.defense.gov/2022/Oct/27/2003103845/-1/-1/1/2022-NATIONAL-DEFENSE-
STRATEGY-NPR-MDR.pdf. Accessed September 30, 2025. 
35 (U) Ibid. 
36 (U) Ibid., p. 12. 
37 (U) Ibid. 
38 (U) Bruce W. Bennett, Kang Choi, Gregory S. Jones, Du-Hyeogn Cha, Jiyoung Park, Scott W. Harold, Myong-
Hyun Go, and Yun Kang, Characterizing the Risks of North Korean Chemical and Biological Weapons, 
Electromagnetic Pulse, and Cyber Threats, RAND, (August 29, 2022), pp. vi-vii. 
https://www.rand.org/content/dam/rand/pubs/research_reports/RRA2000/RRA2026-1/RAND_RRA2026-
1.pdf. Accessed September 30, 2025. 
39 (U) U.S. Department of Defense, 2018 Nuclear Posture Review, (February 2018), p. 33. https://fas.org/wp-
content/uploads/media/2018-Nuclear-Posture-Review-Version-2.pdf. Accessed September 30, 2025. 
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collective self-defense justification consistent with Article 51 of the UN Charter or authorization by 
the UN Security Council. Absent either of these two legal bases, a kinetic response to DPRK 
chemical weapons use would violate the prohibition on the use of force codified in Article 2(4) of 
the UN Charter.40 Some chemical weapons use scenarios involving a significant DPRK chemical 
attack and imminent follow-on attacks against South Korean territory or nationals, for example, 
could satisfy the requirements for a kinetic response under a collective self-defense doctrine. 
Other scenarios, particularly a limited use scenario where the North and South are not already in an 
armed conflict, present greater legal challenges to the scope of a kinetic response under the 
majority position on formal self-defense doctrine, including the jus ad bellum requirements of 
necessity and proportionality.41 According to historians, the United States’ more expansive and 
permissive interpretation of when and how use of force under self-defense doctrine is generally 
inconsistent with current international practice, case law, and legal scholarship.42 For instance, the 
legality of U.S. airstrikes on Syrian territory in 2017 and 2018 to respond to chemical weapons use 
by the Assad regime was and remains strongly contested.43 Of course, in Syria, unlike potential 
scenarios involving South Korea, the United States was not able to adopt a collective self-defense 
position—indeed, the Trump administration did not submit Article 51 letters to the UN Security 
Council or otherwise attempted to publicly justify the strikes under a formal international legal 
doctrine.44  

Legal scholars indicate that non-kinetic options remain available under international law—distinct 
from and not governed by the legal framework for resort to force—to impose costs on Pyongyang for 
chemical weapons use and enforce the prohibition on use. At the moment, however, U.S. national 
security policy does not define a strategy to employ non-forcible tools to buttress the norm of non-
use of chemical weapons, respond decisively and impose costs for their use, and prevent or reduce 
the likelihood of their future use. Biden-era national security policy reiterated support for the OPCW 
and promised to “reinforce norms against the possession and use of chemical and biological 

 
40 (U) Stuart Casey-Maslen, Arms Control and Disarmament Law, p. 853. 
41 (U) David Kretzmer, “The Inherent Right to Self-Defence and Proportionality in Jus Ad Bellum,” The European 
Journal of International Law 24, no. 1 (2013), pp. 235-282. https://www.ejil.org/pdfs/24/1/2380.pdf. Accessed 
September 30, 2025. 
42 (U) See United States National Security Council, Report on the Legal and Policy Frameworks Guiding the 
United States’ Use of Military Force and Related National Security Operations, (December 2016). 
https://www.justsecurity.org/wp-content/uploads/2016/12/framework.Report_Final.pdf. (accessed 
September 30, 2025); Stuart Casey-Maslen, Arms Control and Disarmament Law, p. 851. 
43 (U) Monica Hakimi, “The Attack on Syria and the Contemporary Jus ad Bellum,” Blog of the European 
Journal of International Law (April 15, 2018). https://www.ejiltalk.org/the-attack-on-syria-and-the-
contemporary-jus-ad-bellum/ (accessed September 30, 2025); Jack Goldsmith and Oona Hathaway, “Bad 
Legal Arguments for the Syria Airstrikes,” Lawfare (April 14, 2018). https://www.lawfaremedia.org/article/bad-
legal-arguments-syria-airstrikes (accessed September 30, 2025): Ryan Goodman, “What Do Top Legal 
Experts Say About the Syria Strikes?,” Just Security (April 7, 2017). https://www.justsecurity.org/39712/top-
legal-experts-syria-strikes/. Accessed September 30, 2025. 
44 (U) Dustin A. Lewis, Naz K. Modirzadeh, and Gabriella Blum, Annex – HLS PILAC Catalogue of Apparent 
“Article 51 Communications,” Program on International Law and Armed Conflict (2019). 
https://pilac.law.harvard.edu/quantum-of-silence-paper-and-annex/annex-hls-pilac-catalogue-of-apparent-
article-51-communications. Accessed September 30, 2025. 
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weapons.”45 Assuming this core principle will continue to guide national security policy under the 
Trump administration, the following sections fill in the gaps of how the international legal 
framework governing chemical weapons can provide mechanisms that can enforce the non-use 
norm and deter North Korea from future use, either independently or in coordination with lawful use 
of force.  

 
45 (U) The White House, National Security Strategy, (October 2022), p. 30. 
https://bidenwhitehouse.archives.gov/wp-content/uploads/2022/10/Biden-Harris-Administrations-National-
Security-Strategy-10.2022.pdf. Accessed September 30, 2025. 
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The Chemical Weapons Convention Regime 
As a State Party to the CWC, the United States should consider this legal framework as the starting 
point for a U.S. response to North Korean chemical weapon use. Currently, any such response 
utilizing the CWC framework would be limited by North Korea’s status as a non-party. Moreover, 
experts doubt North Korea will accede to the treaty in the short term. However, absent DPRK 
accession, experts indicate the CWC regime still oƯers some, albeit less coercive, procedural and 
substantive tools vis-à-vis North Korea given the customary international law status of the 
chemical weapons prohibition. 

Investigating States Not Party to the CWC 
A State Party that has suƯered the use of chemical weapons on its territory may trigger an 
investigation of the alleged use on its territory through a request for assistance under Article X; the 
investigatory approach of challenge inspections under Article IX would not be available in the case 
of alleged use by a State not Party to the CWC as such inspections would have to occur on the 
territory of the State that is subject to the noncompliance allegation. 

In general, the OPCW would be able to provide substantive technical mission support to 
investigative or attributive work being conducted by external bodies, as explained further in the 
following section. The role for the OPCW in investigations of chemical weapons use by States not 
Party to the CWC is regulated through Part XI, para. 27 of the Verification Annex. This section 
provides that the OPCW may function as a “subcontractor,” providing resources, equipment, 
personnel, and laboratories in support of external investigations conducted through mechanisms 
discussed in more detail further below.46 Such support “would formally come under the UN 
mandate and not constitute an investigation activity by the OPCW itself,” and would result in 
reporting directly to UN entities, typically the UN Secretary-General’s OƯice.47  

OPCW and the UN have adopted subsequent supplementary Relationship Agreements to manage 
the details of implementing Part XI, paragraph 27, of the Verification Annex.48 The EC has provided 
the OPCW Director-General with a mandate to communicate a request for technical assistance 
from the UN Secretary-General to the EC and all States Parties, permitting the EC to monitor the 
Technical Secretariat’s activities while freeing the Director-General to generally take action 

 
46 (U) Walter Krutzsch, Eric Myjer, and Ralf Trapp, The Chemical Weapons Convention: A Commentary, p. 347. 
47 (U) Ibid. 
48 (U) See OPCW Executive Council, Decision: Relationship Agreement between the United Nations and the 
OPCW, EC-MXI/DEC.1 (September 1, 2000), Annex, Art. II.2(c). 
https://www.opcw.org/sites/default/files/documents/EC/11/ECMXIDEC1_e_.pdf (accessed September 30, 
2025); OPCW Executive Council, Report of the Seventieth Session of the Executive Council, EC-70/5 
(September 28, 2012), para. 3.2. 
https://www.opcw.org/sites/default/files/documents/EC/70/en/reports/ec7005_e_.pdf. Accessed September 
30, 2025. 
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consistent with this authorization to respond to external UN requests.49 It is because of this 
arrangement in the Verification Annex that the OPCW, especially through its work assisting UN 
investigations of the Syria case (see below), that the OPCW, regarding States not Party, “upholds 
most international chemical weapons arms control capabilities.”50 

Consequences for States Not Party to the CWC 
As an overall matter, if North Korea does not accede to the CWC, then States Parties would not 
have a legal basis to undertake any compliance enforcement measures under the regulatory 
framework of Articles XII, XIII, and IX of the CWC. A general rule of customary international law is 
that “a treaty does not create either obligations or rights for a third State without its consent.”51 
 
To overcome this general rule, experts suggest CWC States Parties could pursue a novel and 
untested legal approach to levy enforcement measures against a non-party. If the basic obligations 
of the CWC, especially the prohibition on use in Article I, actually reflect the rules of customary 
international law, then there may be a legal basis to take compliance management and 
enforcement measures either against States not Party or against States Parties that are assisting or 
otherwise encouraging a State not Party to breach its obligations under customary international 
law. According to the leading commentary on the CWC, if that is the case, then an interpretation of 
the CWC’s enforcement framework, particularly measures to redress noncompliance provided for 
under Article XII, is perhaps “possible and required” such that it is “applicable, mutatis mutandis, 
for considerations, actions, or recommendations vis-à-vis States not Parties to the Convention.”52 
The compliance measures available under Article XII, paragraph 1, may also perhaps be “required 
for States Parties in order to comply with the undertaking in Article I, namely: not to assist anyone to 
engage in any activity prohibited for States Parties under this Convention.”53 If a State Party ignores 
a recommendation for sanctions or collective countermeasures under Article XII, it would “run the 
risk,” despite the fact that these recommendations are not legally binding, of “being accused of 
disregarding its obligation under Article I, para 1(d) to ‘never, under any circumstances… assist… in 
any way, anyone to engage in any activity prohibited to a State Party under this Convention.’”54 
Other specified steps in Article XII, namely sanctions in the form of countermeasures and referral to 
and action by the UNSC or other UN bodies, may be triggered by other means; the novel legal move 
regarding customary international law and noncompliance with the CWC is not necessary to 

 
49 (U) OPCW. EC-70/5, para. 3.3; Tatsuya Abe, “EƯectiveness of the Institutional Approach to an Alleged 
Violation of International Law: The Case of Syrian Chemical Weapons,” p. 343. 
50 (U) John Hart, “Confrontation at the OPCW: How Will the International Community Handle Syria and 
Skripal?,” War on the Rocks (June 18, 2018). https://warontherocks.com/2018/06/confrontation-at-the-opcw-
how-will-the-international-community-handle-syria-and-skripal/. Accessed September 30, 2025. 
51 (U) Vienna Convention on the Law of Treaties, United Nations Treat Series 1155, no. 19232 (January 27, 
1980), Article 34. https://treaties.un.org/doc/Publication/UNTS/Volume%201155/v1155.pdf. Accessed 
September 30, 2025. 
52 (U) Walter Krutzsch, Eric Myjer, and Ralf Trapp, The Chemical Weapons Convention: A Commentary, p. 381. 
53 (U) Ibid. 
54 (U) Ibid., p. 374. 
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pursue these actions (see below). For example, experts state that States Parties would still have the 
right to enact non-forcible countermeasures consistent with general public international law 
against States not Party to the CWC. Any use of force, as explained above, would have to be 
justified with diƯerent legal basis under the legal framework governing the resort to force; the CWC 
provides no basis for States Parties to resort to force to respond to breaches of its provisions.  

CWC Accession Triggers a Robust Legal Toolkit 
North Korea retains the option to accede to the CWC at any time. DPRK accession would provide 
the United States and its allies with a toolkit of non-judicial, institutional mechanisms to 
investigate, attribute, and disincentive post-accession chemical weapons use by North Korea. As a 
general matter in treaty regimes, States Parties typically have the right to raise questions about 
potential violations or noncompliance by other States Parties, and the regimes are equipped with 
measures to investigate and respond to such cases, including to determine noncompliance and 
take redressable or retributive measures.55 The process from verification to enforcement can 
function as a part of a strategy of coercive cost imposition on the noncompliant State. 

DPRK accession to the CWC would trigger an additional set of obligations for the DPRK that exist 
solely within the CWC framework and may be managed and enforced by various coercive measures 
under the purview of States Parties in the OPCW. Although North Korea is already bound by the 
customary international law prohibition of use in all circumstances, it now would be under a 
general obligation to “consult and cooperate” with the other States Parties in the OPCW on issues 
related to implementation and compliance of this and other prohibitions.56 

Incorporating North Korea into the CWC regime enables a system of compliance management and 
enforcement mechanisms. The provisions of Article IX have principles for “consultation, 
cooperation, and fact-finding” to “prove by establishing the facts whether activities are intended for 
purposes not prohibited and so to resolve any doubts States Parties may have about other States 
Parties’ compliance with their obligations.”57 These consultative and cooperative mechanisms, in 
addition to the more coercive “challenge inspections” as a final means of testing compliance, can 
be triggered by States Parties and can include requesting action by the EC.58 Importantly, these 
compliance management and enforcement mechanisms, including inspections, are mandatory 
and coercive.59  

 
55 (U) Tatsuya Abe, “EƯectiveness of the Institutional Approach to an Alleged Violation of International Law: 
The Case of Syrian Chemical Weapons,” p. 334. 
56 (U) Ralf Trapp and Cheng Tang, “Enhancing the Management and Enforcement of Compliance in the Regime 
Prohibiting Chemical Weapons,” p. 3. 
57 (U) CWC Article IX. 
58 (U) Walter Krutzsch, Eric Myjer, and Ralf Trapp, The Chemical Weapons Convention: A Commentary, p. 9. 
59 (U) Hendrik A. Strydom, “Weapons of Mass Destruction,” Max Planck Encyclopedia of Public International 
Law (February 2017), para. 18. https://opil.ouplaw.com/display/10.1093/law:epil/9780199231690/law-
9780199231690-e445. Accessed September 30, 2025. 
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Investigating Allegations of Noncompliance 
An initial coercive measure under the compliance management and enforcement framework of the 
CWC is investigation of allegations of noncompliance raised by and against States Parties. The 
OPCW’s powers to investigate allegations of chemical weapons use are a “centerpiece” of the CWC 
regime and its ability to manage compliance issues.60 The inspection and verification regime 
comprises two general types of procedures: routine inspections to monitor ongoing compliance of 
State Parties, especially those with robust dual-use capabilities, and ad hoc challenge inspections, 
a coercive mechanism for addressing specific allegations of noncompliance.61 The inspection 
mechanism can be invoked “anytime, anywhere” and there is “no right of refusal” by the State Party 
alleged to be in noncompliance. 62 

The CWC’s procedures for investigation of alleged use may be triggered as challenge inspections 
under Article IX, paras. 8-20, or as a non-routine inspection based on a request for assistance and 
protection by a State Party that has been the target of chemical weapons use under Article X, paras. 
9-11, and Part XI of the Verification Annex. These inspections entail a coercive and cost-imposition 
element because a State Party “is under obligation to receive [inspections] and provide access to 
relevant sites in its own territory.”63 In the event of DPRK chemical weapon use on the Korean 
Peninsula, including if directed against South Korean territory or nationals, following hypothetical 
DPRK accession to the CWC, compliance enforcement would involve South Korean invocation of 
assistance pursuant to Article X, since this mechanism would not require access to or cooperation 
by North Korea. But the strength of this compliance management and enforcement mechanism 
remains untested as no investigation of alleged use has been initiated pursuant to Article. X.64 

The Syria case provides an example of how the CWC’s procedural tools and investigatory resources 
may be applied to monitor and help compel DPRK compliance with the prohibition of chemical 
weapon use. It demonstrates that an investigation of alleged DPRK noncompliance following CWC 
accession would provide a cost imposition on the DPRK by compelling access to territory, facilities, 
and information regarding its chemical weapons program. 

Following Syrian’s accession to the CWC in 2013, the OPCW’s Technical Secretariat, overseen by 
the EC and CSP, undertook several investigative missions with varying mandates. Further afield 
from investigation a specific allegation of use but still relevant to a cost imposition strategy is the 
work of the Declaration Assessment Team (DAT), which began in 2014 and continues to the present 
day. The DAT assesses the accuracy of Syria’s initial declaration of its chemical weapons program at 

 
60 (U) Stuart Casey-Maslen, Arms Control and Disarmament Law, pp. 152, 169. 
61 (U) Ibid., p. 152. 
62 (U) Ralf Trapp and Cheng Tang, “Enhancing the Management and Enforcement of Compliance in the Regime 
Prohibiting Chemical Weapons,” p. 12. 
63 (U) Tatsuya Abe, “EƯectiveness of the Institutional Approach to an Alleged Violation of International Law: 
The Case of Syrian Chemical Weapons,” p. 346. 
64 (U) Csilla Bertha, “The Verification Regime Within and Outside the Chemical Weapons Convention,” 
Annales Universitatis Scientiarum Budapestinensis de Rolando Eötvös Nominatae Sectio iuridica 60 (January 
2021), p. 188. https://www.ajk.elte.hu/dstore/document/3192/ELTE_AJK_Annales_2021_181-196.pdf. 
Accessed September 30, 2025. 
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the time of accession, evaluating questions raised to the OPCW Director-General about gaps and 
inconsistencies pursuant to Article III of the CWC.65 Since 2014, the Fact-Finding Mission (FFM) has 
been investigating whether chemical weapons have been used in Syria under the supervision of the 
CSP and EC. The core FFM mandate requires it to “establish facts surrounding allegations of the 
use of toxic chemicals” in Syria.66 The FFM’s mandate does not go any further to require a 
determination of who used chemical weapons and to attribute the responsibility of chemical 
weapons use to specific perpetrators—e.g., Syrian military forces or non-state actors—and, as 
such, these reports cannot serve as the basis for a compliance assessment by the OPCW.67 

The DPRK case oƯers another example of the strength of the OPCW’s investigative tools. When 
North Korea allegedly used VX to assassinate Kim Jong Nam in Malaysia in 2017, Malaysia as a 
State Party to the CWC triggered mechanisms for assistance but did not host an OPCW 
investigation on its territory under Article X. Pursuant to Article VIII(38)(e), the Technical Secretariat 
may be tasked with providing technical assistance and technical evaluation to State Parties, 
including in cases where there are questions about noncompliance with the CWC.68 Here, Malaysia 
did request technical assistance from the OPCW but otherwise ensured that the investigation 
remained a “largely internal Malaysia matter” and “refrained from wading into the political 
challenges of tying the attack to North Korea.”69 Although individual states, including South Korea 
and the United States, made their own unilateral assessments attributing responsibility to and 
levying political consequences on North Korea, CWC experts indicate the limited international 
response suggests that a more aggressive investigatory posture initiated through the CWC would 
have imposed costs on North Korea for the attack that States, including the victim State, deemed 
too escalatory or counterproductive at the time.70 In other words, diplomatic considerations by 
Malaysia and its limited response within the CWC framework suggests a desire to avoid the greater 
costs associated with a more aggressive compliance management posture by the OPCW. 

  

 
65 (U) Wissam Aldien Aloklah, “International EƯorts Against Impunity for the Use of Chemical Weapons in 
Syria: Is There Hope for International Justice?,” Journal of International Criminal Justice 20, Iss. 3 (July 2022), 
p. 550. https://doi.org/10.1093/jicj/mqac023. Accessed September 30, 2025. 
66 (U) Stuart Casey-Maslen, Arms Control and Disarmament Law, p. 59. 
67 (U) Ralf Trapp and Cheng Tang, “Enhancing the Management and Enforcement of Compliance in the Regime 
Prohibiting Chemical Weapons,” p. 13; Wissam Aldien Aloklah, “International EƯorts Against Impunity for the 
Use of Chemical Weapons in Syria,” p. 551. 
68 (U) Ralf Trapp and Cheng Tang, “Enhancing the Management and Enforcement of Compliance in the Regime 
Prohibiting Chemical Weapons,” p. 25. 
69 (U) Rebecca Hersman and William Pittinos, Restoring Restraint: Enforcing Accountability for Users of 
Chemical Weapons, p. 41. 
70 (U) Ibid., pp. 9, 41. 
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Attributing Responsibility for Noncompliance 
A recent development arising from the Syria case is that OPCW subsidiary organs have started to 
exercise additional powers on an ad hoc basis to make attribution findings and determine 
responsibility of chemical weapons use.71 The Syria case demonstrates the potential cost-
imposition value of an expanded attribution mandate associated with the OPCW’s investigative 
powers and again serves as a precedent that could apply to the DPRK if it accedes to the CWC. 

The UN-OPCW Joint Investigative Mechanism (JIM) operated from 2015 to 2017 to identify the 
perpetrators of chemical weapons use in Syria. The JIM, operating under a joint UN-OPCW 
mandate, was created through UNSC Resolution 2235 (2015), subsequently aƯirmed by the OPCW 
EC, and renewed by UNSC Resolution 2319 (2016).72 The JIM’s mandate was to “identify to the 
greatest extent feasible… [the] perpetrators… involved in the use of chemicals as weapons” in Syria 
and to do so only in those cases where the FFM had already confirmed the use or likely use of 
chemical weapons.73 The ad hoc joint nature of this mechanism required the establishment of legal 
agreements to operationalize cooperation between UN entities and the OPCW, which may serve as 
a functional basis for operationalizing any future, similar mechanism.74 The JIM’s attribution 
mandate was a novel addition to the powers of a chemical weapons investigatory team and 
increased the potential value of the OPCW’s investigatory mechanism as a measure to redress 
noncompliance. At the same time, attribution alone is a small part of an overall cost imposition 
strategy. In the case of the JIM, the team did not have “judicial powers” and thus “could not compel 
the submission of information but relied on the voluntary cooperation” of those under 
investigation.75 In addition, the JIM’s mandate from the UNSC and the EC “was silent in terms of any 
prosecution or adjudication mechanism.”76 In the view of some legal scholars, although attributing 
responsibility to specific perpetrators is “already a very important step in the Syrian context,” the 
inability of the OPCW to follow on this step through robust criminal accountability mechanisms 
suggest a weakness in relying solely on the legal framework of the CWC regime to respond to 
chemical weapons use.77 

 
71 (U) Stuart Casey-Maslen, Arms Control and Disarmament Law, p. 169. 
72 (U) United Nations Security Council Resolution 2319 (2016). https://docs.un.org/en/s/RES/2319(2016). 
Accessed September 30, 2025. 
73 (U) Ralf Trapp and Cheng Tang, “Enhancing the Management and Enforcement of Compliance in the Regime 
Prohibiting Chemical Weapons,” p. 13. 
74 (U) United Nations OƯice for Disarmament AƯairs, “Final Report of the UNODA Project to Identify Lessons 
Learned from the OPCW-UN Joint Investigative Mechanism,” (2020), p. 9. https://front.un-arm.org/wp-
content/uploads/2020/10/jimll-rpt-web.pdf. Accessed September 30, 2025. 
75 (U) United Nations OƯice for Disarmament AƯairs, “Final Report of the UNODA Project to Identify Lessons 
Learned from the OPCW-UN Joint Investigative Mechanism,” p. 18. 
76 (U) Ingrid Elliott, “A Meaningful Step Towards Accountability? A View from the Field on the United Nations 
International, Impartial and Independent Mechanism for Syria,” Journal of International Criminal Justice 15, 
Iss. 2 (May 2017), p. 244. https://doi.org/10.1093/jicj/mqx012. Accessed September 30, 2025.  
77 (U) Wissam Aldien Aloklah, “International EƯorts Against Impunity for the Use of Chemical Weapons in 
Syria,” p. 564. 
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The OPCW CSP renewed the attribution mission of the JIM when it established the Investigation and 
Identification Team (IIT) in the Technical Secretariat for the Syria case in 2019. The IIT originated in 
June 2018 from a special session of the CSP initiated by the United Kingdom and adopted by a 
majority vote of the CSP. The IIT had a mandate to “establish facts that would enable the 
policymaking organs of the CWC to draw conclusions” about “final findings of noncompliance with 
the CWC” or to “assign individual criminal responsibility,” including by making its reports available 
to external mechanisms that have jurisdiction over investigating violations of the customary rule 
prohibiting chemical weapons use.78 In order to establish facts that would lead to findings of 
noncompliance, the IIT would have to carry forward the attribution mandate of the JIM “to identify 
the perpetrators of CW in Syria” by “naming the individuals or entities responsible for carrying out 
chemical attacks.”79  

The methodology of the IIT, as with the JIM, follows the “reasonable grounds” precedent of 
international standards for investigation and attribution decisions. As the IIT has explained, it 
follows “standard practice of international fact-finding bodies and commissions of inquiry,” 
meaning that it establishes facts using a “suƯicient and reliable body of information” that “would 
allow an ordinarily prudent person to reasonably believe that an individual or entity was involved in 
the use of CW.80 This methodology was appropriately established and communicated to relevant 
international bodies prior to the initiation of investigations or delivery of findings, and this practice 
of transparency regarding methodological considerations should be following by any future OPCW 
mechanisms like the IIT.81 Crucially, and as the IIT makes clear in its own explanation of its 
approach to carrying out its mandate, an attribution decision by the IIT is not a finding of 
noncompliance by a State Party or a finding of individual criminal responsibility—the IIT gathers 
information, establishes facts consistent with the “reasonable grounds” standards, and shifts the 
burden to political and judicial actors to take further action.82 

The importance of the IIT mechanism is that it has formed the basis for formal noncompliance 
assessment within the CWC regime following the limited JIM investigations. UNIDIR researchers 
who examined the strength of the CWC’s compliance management and enforcement regime note 
that, with the IIT, “for the first time, the OPCW explicitly pronounced a State Party as being in 

 
78 (U) OPCW Conference of the States Parties, Decision: Addressing the Threat from Chemical Weapons Use, 
C-SS-4/DEC.3, (June 27, 2018), §10. https://www.opcw.org/sites/default/files/documents/CSP/C-SS-
4/en/css4dec3_e_.doc.pdf (accessed September 30, 2025); Ralf Trapp and Cheng Tang, “Enhancing the 
Management and Enforcement of Compliance in the Regime Prohibiting Chemical Weapons,” p. 17. 
79 (U) Alexander Kelle, “The CWC at 25 – From Verification of Chemical-Weapons Destruction to Attribution of 
their Use,” Nonproliferation Review 28, nos. 4-6 (2021), p. 332. 
https://doi.org/10.1080/10736700.2023.2180234. Accessed September 30, 2025. 
80 (U) Stuart Casey-Maslen, Arms Control and Disarmament Law, p. 169. 
81 (U) United Nations OƯice for Disarmament AƯairs, “Final Report of the UNODA Project to Identify Lessons 
Learned from the OPCW-UN Joint Investigative Mechanism,” p. 25. 
82 (U) OPCW Technical Secretariat, 'OPCW Releases First Report by Investigation and Identification Team,” 
OPCW News (April 8, 2020).  https://www.opcw.org/media-centre/news/2020/04/opcw-releases-first-report-
investigation-and-identification-team. Accessed September 30, 2025. 
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noncompliance with its undertakings under the CWC, and specifically with provisions of Article I.”83 
Identifying those responsible for chemical weapons use, as the IIT has done in Syria, is an 
“important development towards accountability,” especially at the level of state responsibility by 
empowering Member States to render a decision on compliance with CWC obligations.84 This 
aspect of the IIT’s work—collecting and sharing of investigatory information and factual 
determinations through appropriate channels to facilitate decisions in the OPCW, facilitating non-
binding “naming and shaming” judgments by other international bodies, and potentially aiding 
criminal prosecution by domestic or international courts—can have a significant role in responding 
to alleged chemical weapons use and compelling future compliance. 

However, the same criticisms of the limitations of the JIM also apply to the IIT—namely, that 
although the IIT may now attribute responsibility for chemical weapons use in Syria, it is not issuing 
a judicial decision on criminal accountability or otherwise authorized to impose punishment on the 
perpetrators, which is an issue left to the political bodies of the OPCW. As will be explored further in 
the criminal responsibility section, criminal accountability may be a component of a broad cost 
imposition strategy under international law. The IIT’s mandate permits it to share information of 
“potential legal value” to a criminal investigation and/or prosecution of chemical weapons use by 
other non-OPCW entities with stronger accountability missions.85 In this sense, identification and 
attribution alone by an entity like the IIT is a crucial but insuƯicient step in the overall accountability 
eƯort for chemical weapons use, highlighting the value and limitation of the CWC’s legal regime 
regarding cost imposition and compliance enforcement.86 

  

 
83 (U) Ralf Trapp and Cheng Tang, “Enhancing the Management and Enforcement of Compliance in the Regime 
Prohibiting Chemical Weapons,” p. 8. 
84 (U) Caroline Sweeney, “Accountability for Syria: Is the International Criminal Court Now a Realistic 
Option?,” Journal of International Criminal Justice 17, Iss. 5 (December 2019), p. 1087. 
http://doi.org/10.1093/jicj/mqz049. Accessed September 30, 2025. 
85 (U) Wissam Aldien Aloklah, “International EƯorts Against Impunity for the Use of Chemical Weapons in 
Syria,” p. 567; Mirko Sossai, Identifying the Perpetrators of Chemical Attacks in Syria: The Organization for the 
Prohibition of Chemical Weapons as Part of the Fight against Impunity,” Journal of International Criminal 
Justice 17, Iss. 2 (May 20, 2019) p. 219. https://doi.org/10.1093/jicj/mqz013. Accessed September 30, 2025. 
86 (U) OPCW Scientific Advisory Board, “Summary of the Second Meeting of the Scientific Advisory Board’s 
Temporary Working Group on Investigative Science and Technology,” SAB-28/WP.2, (January 21, 2019), § 5.2. 
https://www.opcw.org/sites/default/files/documents/2019/01/sab28wp02%28e%29.pdf (accessed 
September 30, 2025); Alexander Kelle, “The CWC at 25 – From Verification of Chemical-Weapons Destruction 
to Attribution of their Use,” p. 332. 
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Enforcing Consequences for Noncompliance 
As a last measure of cost imposition, following a finding of noncompliance and to compel and 
enforce a return to compliance by a State Party, the CWC authorizes measures to address and 
restore compliance.87 This final step enables compliance management and enforcement available 
under Article XII, XIII, and XIV of the CWC. These three articles function together to create a 
“regulatory and procedural framework to manage compliance” with the CWC regime following a 
determination that a State Party is or may be in breach of its obligations.88 

Measures to address noncompliance and, ultimately, enforce CWC obligations are available to 
States Parties pursuant to Articles XII, XII, and XIV when noncompliance by a State Party is 
established. First, the EC may take action to clarify questions of noncompliance and request a 
return to compliance subject to specific conditions and time frames. Next, in the most serious 
circumstances, the EC may pass primary responsibility to the CSP pursuant to Article XII. Here, the 
CSP may “take the necessary measures… to ensure compliance with [the CWC] and to redress and 
remedy any situation which contravenes the provisions of [the CWC],” and must consider any 
information and recommendation provide by the EC.89 Such measures may include the restriction 
or suspension of a State Party’s rights and privileges under the CWC, the recommendation of 
collective measures where “serious damage to the object and purpose” of the CWC may result 
from violations of Article I or other prohibited activities, or referral to the UNGA or UNSC in “cases of 
particular gravity” so that such bodies may consider their own measures against a non-compliant 
State Party.90 Among the range of other measures that the CSP may recommend are the “partial 
interruption of economic relations” as a form of economic sanction, the sequester of bank 
accounts of relevant government entities and oƯicials, and the withholding of chemical, 
equipment, and technical knowledge exports or transfers.91 

The CWC drafters adopted the terminology of “measures to redress” rather than “sanctions” to 
avoid any interpretive confusion or conflict between CWC Article XII and the powers of the UN 
Security Council under Chapter VII of the UN Charter to leverage economic sanctions; the goal was 
to design a compliance enforcement mechanism for the CWC that “should complement, but not 
undermine, the prerogative of the Security Council to address major breaches of the CWC.”92 As 
such, this means that measures imposed on a State Party through the OPCW are “limited in scope 
and impact” and they clearly do not have the “quality of mandatory sanctions imposed by the 

 
87 (U) Ralf Trapp and Cheng Tang, “Enhancing the Management and Enforcement of Compliance in the Regime 
Prohibiting Chemical Weapons,” p. 3-4. 
88 (U) Csilla Bertha, “The Verification Regime Within and Outside the Chemical Weapons Convention,” p. 188; 
Walter Krutzsch, Eric Myjer, and Ralf Trapp, The Chemical Weapons Convention: A Commentary, p. 10. 
89 (U) CWC Article XII, para. 1. 
90 (U) CWC Article XII, paras. 2-4; Walter Krutzsch, Eric Myjer, and Ralf Trapp, The Chemical Weapons 
Convention: A Commentary, p. 9; Ralf Trapp and Cheng Tang, “Enhancing the Management and Enforcement 
of Compliance in the Regime Prohibiting Chemical Weapons,” p. 13. 
91 (U) Walter Krutzsch, Eric Myjer, and Ralf Trapp, The Chemical Weapons Convention: A Commentary, p. 373. 
92 (U) Ibid., p. 367. 
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Security Council.”93 Importantly, the CSP may not recommend the use of force as a sanction or 
collective measure, given that the CWC, as explained above, does not provide a legal basis for use 
of force to respond to treaty violations.94 Instead, in particularly grave situations, the goal of the 
CWC drafters was that referral to the UNSC could result in a “firm and swift” response to violations 
of chemical weapons norms.95 

Collective measures and UN referral will be explored in greater detail below because although 
these are enforcement measures that may be facilitated by processes within the CWC, they also 
remain available to States outside of the CWC regime and may be more relevant in scenarios in 
which North Korea remains a non-party to the CWC. The legal response may originate in the OPCW, 
but it does not have to trigger any of these external mechanisms. 

The Syria case oƯers the only example in which coercive compliance enforcement measures have 
been taken to respond to a State Party in breach of its CWC obligations, including to compel 
cessation of chemical weapons use. In April 2021, CWC State Parties at the Twenty-Fifth Session of 
the Conference of the State Parties considered a report by the OPCW Director-General on Syrian 
noncompliance and adopted a decision to suspend Syria’s rights and privileges under the CWC.96 
Under this decision, Syria lost its voting rights in the EC and the CSP, its right to stand for election to 
the EC, and its right to hold any oƯice in the CSP, EC, or subsidiary organs.97 This action represents 
how the CWC regime provides tools for a “coercive approach to compliance management” and 
serves as precedent for “making clear that the violation of fundamental obligations under the CWC 
will have consequences.”98 

DPRK accession to the CWC would thus provide a mechanism for subsequently removing treaty-
based benefits for State Parties in the event of a breach of obligations. As explored further below, 
this mechanism could also be used against Russia or China if they obstruct the OPCW regarding 
DPRK chemical weapons use. 

At the same time, this exposes the limit of permissible responsive action within the CWC legal 
regime. If the States Parties to the CWC establish in the OPCW that another State Party has violated 
the CWC’s prohibition on the use of chemical weapons, and State Parties exhaust the relevant 
procedures under Article XII and related provisions for compliance enforcement, and the non-
compliant State Party has failed to cease its violative conduct, then it is not clear that there is any 

 
93 (U) Ralf Trapp and Cheng Tang, “Enhancing the Management and Enforcement of Compliance in the Regime 
Prohibiting Chemical Weapons,” p. 21. 
94 (U) Walter Krutzsch, Eric Myjer, and Ralf Trapp, The Chemical Weapons Convention: A Commentary, p. 373. 
95 (U) Ralf Trapp and Cheng Tang, “Enhancing the Management and Enforcement of Compliance in the Regime 
Prohibiting Chemical Weapons,” p. 21. 
96 (U) OPCW Conference of the States Parties, “Decision: Addressing the Possession and Use of Chemical 
Weapons by the Syrian Arab Republic,” C-25/DEC.9, (April 21, 2021). 
https://www.opcw.org/sites/default/files/documents/2021/04/c25dec09%28e%29.pdf. Accessed September 
30, 2025. 
97 (U) Ibid. 
98 (U) Ralf Trapp and Cheng Tang, “Enhancing the Management and Enforcement of Compliance in the Regime 
Prohibiting Chemical Weapons,” p. 19. 
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additional procedural or substantive move left for states to coordinate on a multilateral basis within 
the CWC regime. Put more bluntly, “in cases of continued violation despite these sanctions [under 
CWC Article XII], the treaty provides no further remedy,” thus leaving States Parties to either react 
individually on a unilateral or coordinated basis outside of the CWC framework.99 As the leading 
commentary on the CWC explains, Article XII demonstrates that “there is a point at which the 
internal treaty compliance mechanism is essentially exhausted and it is left to the States Parties to 
take action in concert, or to fall back on the UN.”100  

 
 

 
99 (U) Mika Hayashi, “Reacting to the Use of Chemical Weapons: Options for Third States,” p. 101. 
100 (U) Walter Krutzsch, Eric Myjer, and Ralf Trapp, The Chemical Weapons Convention: A Commentary, p. 
365. 
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State Responsibility and Collective Measures 
Moving beyond the legal framework of the CWC regime, States consider mechanisms under the 
broader regime of general public international law for managing and enforcing the customary 
international law prohibition on chemical weapons use.101 Under the law of state responsibility for 
internationally wrongful acts, some States might determine that North Korean use of chemical 
weapons would be a breach of its legal obligations and constitute an internationally wrongful act 
that would open North Korea to countermeasures, regardless of its status under the CWC. 

The law of state responsibility is the traditional, standard regime under public international law for 
responding to a legal violation by another State.102 The mechanisms of this branch of law deal with 
general breaches and, while not concerned with chemical weapons specifically, can be applied to 
breaches of rules of customary international law, including those regarding chemical weapons.103 
The Draft Articles on the Law of State Responsibility for Internationally Wrongful Acts (ARSIWA) 
reflect customary international law and provide a framework for states to coordinate a response to 
a failure by a state to adhere to its international legal obligations regarding the non-use of chemical 
weapons. 

A state that has been injured by the unlawful conduct of another state may invoke the responsibility 
of the oƯending state.104 States other than the injured state may also invoke the responsibility of the 
oƯending state if “the obligation breached is owed to the international community.”105 Obligations 
erga omnes are owed to the entire international community and to every State by virtue of its 
member in the community and interest in upholding essential rights and obligations.106 

As a first step, then, it must be established whether North Korean use of chemical weapons would 
violate an obligation owed to the injured state—e.g., South Korea—as well as third parties, like the 
United States. If North Korea’s internationally wrongful act is deemed a breach of an obligation 
owed to other states that would provide a lawful basis to respond with countermeasures. As 
explained above, experts concur that the prohibition on chemical weapons use almost certainly 

 
101 (U) Ralf Trapp and Cheng Tang, “Enhancing the Management and Enforcement of Compliance in the 
Regime Prohibiting Chemical Weapons,” p. 4. 
102 (U) James Crawford, “State Responsibility,” Max Planck Encyclopedia of Public International Law 
(September 2006). https://opil.ouplaw.com/display/10.1093/law:epil/9780199231690/law-9780199231690-
e1093. Accessed September 30, 2025. 
103 (U) Mika Hayashi, “Reacting to the Use of Chemical Weapons: Options for Third States,” p. 99. 
104 (U) International Law Commission, “Draft Articles on Responsibility of States for Internationally Wrongful 
Acts, with Commentaries (“ARSIWA”),” A/56/10 (2001), Article 42. 
https://legal.un.org/ilc/texts/instruments/english/draft_articles/9_6_2001.pdf. Accessed September 30, 
2025. 
105 (U) ARSIWA Article 48(1)(b); Anne-Laure Vaurs-Chaumette, “The International Community as a Whole,” in 
The Law of International Responsibility, James Crawford, Alain Pellet and Simon Olleson, eds. (Oxford: Oxford 
University Press, 2010), p. 1024. 
106 (U) See Case Concerning the Barcelona Traction (Spain v. Belgium), Judgment, International Court of 
Justice, (February 5, 1970), ¶ 33. https://www.icj-cij.org/sites/default/files/case-related/50/050-19700205-
JUD-01-00-EN.pdf. Accessed September 30, 2025. 
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reflects customary international law and, moreover, reasonably reflects an obligation erga omnes, 
owed to all states.107 Since North Korea is a party to the 1925 Geneva Protocol, which prohibits the 
use of chemical weapons in armed conflict,  the protocol would be applicable to most DPRK 
chemical weapons use scenarios. A breach of this legal obligation owed to other parties to the 
treaty would entail responses by States Parties based on the law of state responsibility.108 

Having established an obligation owed and a breach of that obligation, there are available 
responses, including countermeasures. After either the injured state or third-party states invokes 
state responsibility, a range of actions may be taken under this legal framework. Consistent with the 
ARSIWA framework, States may demand “cessation of the internationally wrongful act… 
assurances and guarantees of non-repetition… [and] performance of the obligation of reparation... 
in the interest of the injured state or of the beneficiaries of the obligation breached.”109 

If the oƯending State fails to comply with its obligations of cessation, assurance, and reparation to 
the injured state, the injured state—and perhaps third-party states110—may also pursue 
countermeasures, a more coercive step to secure compliance.111 These measures includes both 
acts and omissions by states that would otherwise be unlawful but for the fact that they are taken 
to “ensure the cessation of the wrongful act and reparation for its consequences.”112 The main 
restrictions on types of countermeasures is that they are limited to non-forcible actions, meaning 
that the law of state responsibility does not provide a legal basis for resort to force under the 
countermeasures doctrine.113  Rather, as explained above, any kinetic response must be grounded 
in the self-defense or UNSC authorization exceptions to the prohibition on use of force in Article 
2(4) of the UN Charter. Since use of force is not available under the state responsibility framework 
to respond due to an international law violation, the cost imposition from countermeasures often 
comes in the form of “outcasting,” in which States “refuse to do something with the rule breakers” 
and thereby exclude a country from the benefits of international cooperation—including, but not 
limited to, its suspension from treaty regimes like the CWC—in order to bring it back into 
compliance with its obligations.114 According to at least one scholar on chemical weapon use, the 
particular costs imposed on North Korea through outcasting are mitigated significantly due to the 

 
107 (U) Michael N. Schmitt and Christopher Ford, “Assessing U.S. Justifications for Using Force in Response to 
Syria's Chemical Weapons,” Journal of National Security Law and Policy (May 16, 2017), p. 290. 
https://ssrn.com/abstract=2972842 (accessed September 30, 2025); Mika Hayashi, “Reacting to the Use of 
Chemical Weapons: Options for Third States,” p. 94. 
108 (U) Michael N. Schmitt and Christopher Ford, “Assessing U.S. Justifications for Using Force in Response to 
Syria's Chemical Weapons,” p. 290. 
109 (U) ARSIWA Article 48(2). 
110 (U) ARSWIA Article 48(2)(a). 
111 (U) See ARSIWA Articles 49-53; Mika Hayashi, “Reacting to the Use of Chemical Weapons: Options for 
Third States,” pp. 92-93. 
112 (U) ARSIWA, General Commentary, p. 32, ¶ 6. 
113 (U) ARSIWA Article 50(1)(a); Michael N. Schmitt and Christopher Ford, “Assessing U.S. Justifications for 
Using Force in Response to Syria's Chemical Weapons,” pp. 291-292. 
114 (U) See VCLT Article 60; Oona A. Hathaway and Scott J. Shapiro, The Internationalists: How a Radical Plan 
to Outlaw War Remade the World (New York: Simon & Schuster, 2017), pp. 375-376. 
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fact that it is a state that is largely “voluntarily outcast” and has already survived decades without 
benefiting to a significant degree from international cooperation.115 

As mentioned above, one way to get coordinated action on countermeasures is through a 
recommendation from the OPCW Conference of States Parties for collective measures pursuant to 
CWC Article XII where a breach may result in serious damage to the object and purpose of the 
CWC. Some commentary suggests that, even in cases where the violative conduct has occurred by 
a State not Party, States Parties to the CWC must give “priority” to responsive measures through 
CWC Article XII and “must first exhaust the remedies under that framework, or establish its 
ineƯectiveness,” before “resort[ing] to individual or collective (counter) measures outside the 
framework.”116 

  

 
115 (U) Nadia Ahmad, “Legalizing Humanitarian Intervention in Response to Chemical Weapon Usage: Syrian 
Conflict’s Impact on International Law,” Willamette Journal of International Law and Dispute Resolution 29, 
no. 2 (2022), pp. 158-159. https://www.jstor.org/stable/27187193. Accessed September 30, 2025. 
116 (U) Walter Krutzsch, Eric Myjer, and Ralf Trapp, The Chemical Weapons Convention: A Commentary, p. 
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The United Nations System 
Situated between the CWC, a narrower treaty regime, and general public international law, a broad 
underlying framework, the United Nations system serves as an independent legal regime for 
leveraging compliance management and enforcement tools to respond to breaches of the 1925 
Geneva Convention and the customary law prohibition on chemical weapon use. Investigatory, 
fact-finding, and sanctioning tools are available at varying degrees of strength, eƯicacy, and ease of 
use in the OƯice of the Secretary-General, the Security Council, and the General Assembly. This 
section reviews whether and when it may be valuable to employ these tools as part of a non-
forcible cost imposition strategy to compel a return to compliance with the prohibition, either 
independently or in coordination with the OPCW and CWC regime. 

United Nations Secretary-General Mechanism 
The UN Secretary-General has standing authority granted by the UN General Assembly and UN 
Security Council to investigate alleged use of chemical weapons.117 The UN General Assembly 
passed Resolution 42/37 C to authorize the UN Secretary-General “to carry out investigations in 
response to reports” or requests from Member States of chemical or biological or toxin weapon use 
by a Member State “that may constitute a violation of the 1925 Geneva Protocol or other relevant 
rules of customary international law in order to ascertain the facts of the matter.”118 The UN Security 
Council aƯirmed this authorization in Resolution 620 (1988), and the UN General Assembly again 
endorsed the mechanism in Resolution 45/57 in 1990, laying out appropriate procedures and 
guidelines for the exercise of this fact-finding mechanism.119 This eƯort in the late 1980s sought to 
strengthen and uphold the obligations of the 1925 Geneva Protocol following multiple instances of 
chemical weapons use by Iraq in its conflict against Iran and against the Kurds.120 This authority 
allows the Secretary-General to direct the deployment of investigation teams to any Member State, 
including those states that are not party to the CWC, pursuant either to consent of the allegedly 
non-compliant state or under Security Council authorization.  
 

 
117 (U) United Nations General Assembly Resolution 42/37 (1987); United Nations Security Council Resolution 
620 (1988). 
118 (U) See United Nations OƯice for Disarmament AƯairs, “Secretary-General’s Mechanism for Investigation 
of Alleged Use of Chemical and Biological Weapons (UNSGM).” https://disarmament.unoda.org/en/our-
work/weapons-mass-destruction/secretary-generals-mechanism-investigation-alleged-use-chemical. 
(accessed September 30, 2025); Walter Krutzsch, Eric Myjer, and Ralf Trapp, The Chemical Weapons 
Convention: A Commentary, p. 345. 
119 (U) Ralf Trapp and Cheng Tang, “Enhancing the Management and Enforcement of Compliance in the 
Regime Prohibiting Chemical Weapons,” p. 23-24. 
120 (U) Tatsuya Abe, “EƯectiveness of the Institutional Approach to an Alleged Violation of International Law: 
The Case of Syrian Chemical Weapons,” p. 336; Stuart Casey-Maslen, Arms Control and Disarmament Law, 
p. 58. 
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According to legal experts, this mechanism should function as a “prompt,” “swift,” and “impartial 
fact-finding tool” in response to alleged chemical weapon use.121 The UNSG mechanism is oriented 
toward fact-finding, data gathering, and evaluation for the purpose of determining whether 
chemical weapons have been used—but it does not have the mandate to identify the perpetrator(s) 
and attribute responsibility for that use.122 A CWC State Party has the discretion whether to initiate 
the UNSG mechanism rather than, for example, call for a challenge inspection within the OPCW 
framework.123  The precise unfolding of the investigative process would depend on which provisions 
of the OPCW-UN Relationship Agreement, including options for information sharing with the OPCW 
such that CWC States Parties may formally respond within the OPCW to investigative reports 
issued by the Secretary-General.124 The mechanism may utilize the resources of the OPCW as 
detailed above, pursuant to the OPCW-UN Relationship Agreement that establishes the legal basis 
for the UN Secretary-General to cooperate with the OPCW, as well as experts and resources from 
other international organizations like the WHO.125 

 
Most importantly, the material scope of the UNSG mechanism is broader than that of investigations 
of alleged use carried out under the CWC because it may be directed at the alleged violations of 
States not Party to the CWC. In this sense, the UNSG mechanism “complements the CWC regime… 
because the OPCW’s competence does not and shall not extend to the investigation of non-State 
Parties.”126 
 
According to legal experts, the UNSG mechanism would be immediately available in the event of 
alleged chemical weapon use by a State not Party to the CWC and thus may be the most relevant 
and impact initial approach for States seeking a cost-imposing response to chemical weapon use 
by the DPRK. Additionally, the UNSG mechanism may be triggered at the request of a single 
Member State, at which point the mandate shifts to the discretionary authority of the Secretary-
General. According to one legal scholar, this bypasses the increasing political deadlock that has 
stymied swift and eƯective action in other bodies, like the OPCW and UNSC.127 Because North 
Korea is a party to the 1925 Geneva Protocol—and for the foreseeable future will remain a non-
party to the CWC—the UNSG mechanism may be invoked by any Member State on the basis of 
alleged use by the DPRK; indeed, Malaysia—or any other state—could have but ultimately did not 

 
121 (U) Stuart Casey-Maslen, Arms Control and Disarmament Law, p. 58; see United Nations OƯice for 
Disarmament AƯairs, “Secretary-General’s Mechanism for Investigation of Alleged Use of Chemical and 
Biological Weapons (UNSGM).” 
122 (U) Wissam Aldien Aloklah, “International EƯorts Against Impunity for the Use of Chemical Weapons in 
Syria,” p. 546. 
123 (U) Walter Krutzsch, Eric Myjer, and Ralf Trapp, The Chemical Weapons Convention: A Commentary, p. 
348. 
124 (U) Ibid., pp. 348-349. 
125 (U) Csilla Bertha, “The Verification Regime Within and Outside the Chemical Weapons Convention,” p. 190. 
126 (U) Ibid., pp. 189-190. 
127 (U) Tatsuya Abe, “EƯectiveness of the Institutional Approach to an Alleged Violation of International Law: 
The Case of Syrian Chemical Weapons,” p. 337. 
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invoke this investigatory procedure following the alleged use of VX by the DPRK in Kuala Lumpur in 
2017.128 
 
The Syria case demonstrates the utility and initial eƯectiveness of the UNSG mechanism. At the 
time of the first allegations of Syrian chemical weapon use on its territory in late 2012, Syria was a 
party to the 1925 Geneva Protocol but was not a party to the CWC. This was the only immediately 
available investigatory and fact-finding procedure that was available at the time within the 
international legal framework governing chemical weapons.129 The UNSG mechanism evolved into a 
cooperative OPCW-UN Joint Mission established in October 2013 with a legal mandate from OPCW 
EC decision EC-M-33/DEC.1 (2013) and UNSC Resolution 2118 (2013) after “close consultations” 
between the Secretary-General and the OPCW Director-General.130 The joint mission, implementing 
the authority of the UN Secretary-General to investigate allegations of violations of the 1925 
Geneva Protocol, was tasked not with aƯirming the use of chemical weapons but verifying the 
timely elimination of Syria’s chemical weapons program, a mission that remained uncompleted at 
the time the joint mission ended its operation in September 2014 as CWC procedures overtook the 
mandate.131 
 
The UNSG mechanism also presents certain procedural and substantive drawbacks that States 
should be aware of when considering its utility as an eƯective response and enforcement 
mechanism as outlined by legal experts. 
 
The UNSG has a limited material scope in terms of what it investigates and the determinations it 
makes The purpose of the mechanism is to “ascertain the facts of the matter” regarding “the extent 
to which the alleged events have been substantiated… [and] the probability of their having taken 
place,” according to the current Guidelines and Procedures.132 This is a fact-finding purpose that 
determines whether chemical weapons were used and not who used them.133 This means the utility 
of the mechanism as a naming-and-shaming device that can ultimately lead to state-level or 

 
128 (U) Cindy Vestergaard, “Chemical Assassination: The Role of International Organizations,” Stimson Center 
(March 2, 2017). https://www.stimson.org/2017/chemical-assassination-role-international-organizations/. 
Accessed September 30, 2025. 
129 (U) Tatsuya Abe, “International Actions Against the Threat of Chemical Weapons Use: A Japanese 
Perspective,” p. 22. 
130 (U) United Nations OPCW-UN Joint Mission in Syria, “Mandate and Timelines.” 
https://opcw.unmissions.org/mandate-and-timelines. Accessed September 30, 2025. 
131 (U) Wissam Aldien Aloklah, “International EƯorts Against Impunity for the Use of Chemical Weapons in 
Syria,” p. 549. 
132 (U) Tatsuya Abe, “EƯectiveness of the Institutional Approach to an Alleged Violation of International Law: 
The Case of Syrian Chemical Weapons,” p. 347. 
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individual criminal accountability may be limited according to legal scholars.134 The ability to 
attribute responsibility is the “real breakthrough” of recent investigation mechanisms, in contrast 
with the UNSG mechanism which in both the Syria example and in the 1980s during the 
deployment of the UNSG’s Specialist Investigative Team “did not have an explicit mandate to 
determine which parties were responsible for particular incidents of chemical weapons use.”135 

Another scholar asserts that the UNSG mechanism as a cost imposition tool within the available 
legal framework would hinge upon what individual states decide to do with facts established by the 
investigative team.136 
 
Moreover, the UNSG mechanism does not have enforcement authority under UN resolutions with 
regard to carrying out its mission on the territory of a host state that does not consent to access. 
Because on-site investigation is essentially a requirement for the UNSG mechanism to successfully 
carry out its fact-finding mandate, and this on-site access requires the consent of the host State to 
enter its territory, the UNSG Mechanism can be a “highly confrontational” procedure if the host 
State denies permission to what is essentially a type of “non-binding challenge inspection.”137The 
mechanism on its own is not enforceable with regard to compelling the host State to allow entry of 
the UN mission onto its territory absent further action by the UN Security Council. According to a 
legal scholar, this means that the practical eƯicacy of the mechanism can be significantly limited 
without the consent and cooperation of the State that has been accused of using chemical 
weapons, absent further action by the UN Security Council.138 
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Allegations by the Islamic Republic of Iran Concerning the Use of Chemical Weapons,” S/16433 (March 26, 
1984). https://www.securitycouncilreport.org/atf/cf/%7B65BFCF9B-6D27-4E9C-8CD3-
CF6E4FF96FF9%7D/Disarm%20S16433.pdf. Accessed September 30, 2025. 
136 (U) Mika Hayashi, “Reacting to the Use of Chemical Weapons: Options for Third States,” pp. 102-103. 
137 (U) Tatsuya Abe, “EƯectiveness of the Institutional Approach to an Alleged Violation of International Law: 
The Case of Syrian Chemical Weapons,” p. 345. 
138 (U) Mika Hayashi, “Reacting to the Use of Chemical Weapons: Options for Third States,” pp. 102-103. 
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United Nations Security Council 
Under the UN Charter, the UN Security Council is given “primary responsibility for the maintenance 
of international peace and security,” including the ability to make determinations about when a 
situation is a “threat to international peace and security” and in response can impose binding 
political and economic sanctions as well as authorize the use of force.139 The Security Council 
operates under a set of procedural rules, including subjecting its decision-making process to the 
veto rights of the five permanent members (China, France, Russian, United Kingdom, and United 
States). 
 
Because of the Security Council’s mandate and the authorities that flow from UN Charter 
provisions, successful action through the Security Council would likely constitute the most 
eƯective compliance management and enforcement action. The Security Council has discretion to 
make a finding that a situation or State conduct is a “threat to international peace and security” 
pursuant to Article 39 of the UN Charter, which then triggers a range of potential enforcement 
measures under Chapter VII of the UN Charter.140 The Security Council has previously determined 
that chemical weapons use constitutes such a threat in order to unlock its suite of compliance 
management and enforcement tools vis-à-vis Syria. According to chemical disarmament experts at 
LLNL, under its compliance management and enforcement authority, the UNSC may serve as a 
forum to “amplify early indication of noncompliance,” “ensure investigation” of such 
noncompliance under “neutral supervision,” and ultimately compel states to take action to comply 
with their legal obligations through the imposition of sanctions.141 According to experts on the CWC, 
there is “no exclusivity of the involvement” of the UNSC and the OPCW when it comes to chemical 
weapons use that would constitute a serious breach of the CWC and the CIL prohibition.142 
 
In the case of the DPRK, the Security Council has already acted repeatedly to implement a 
framework for the current sanctions regime, which extensively prohibits and calls for the 
elimination of North Korea’s WMD possession and use, including chemical weapons, and provides 
an immediate basis for a finding of noncompliance and violation of legal obligations imposed under 
this sanctions regime in the event of alleged DPRK chemical weapons use. UNSC Resolution 1718 

 
139 (U) Ralf Trapp and Cheng Tang, “Enhancing the Management and Enforcement of Compliance in the 
Regime Prohibiting Chemical Weapons,” p. 21. 
140 (U) Walter Krutzsch, Eric Myjer, and Ralf Trapp, The Chemical Weapons Convention: A Commentary, p. 
381. 
141 (U) Khrystyna Holynska, Danyale C. Kellogg, Donghyeon N. Kim, Tuan H. Nguyen, Madison P. Raasch, and 
Brad Roberts, The Future of Chemical Disarmament in an Eroding Global Order (Livermore, CA: Center for 
Global Security Research, 2023), p. 11. https://cgsr.llnl.gov/sites/cgsr/files/2024-08/230309_OPCW-2.0-
Workshop-Summary_aa-THN.pdf (accessed September 30, 2025); Ralf Trapp and Cheng Tang, “Enhancing 
the Management and Enforcement of Compliance in the Regime Prohibiting Chemical Weapons,” p. 4; 
Hendrik A. Strydom, “Weapons of Mass Destruction,” para. 22. 
142 (U) Walter Krutzsch, Eric Myjer, and Ralf Trapp, The Chemical Weapons Convention: A Commentary, pp. 
367-368. 
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(2006) decides that North Korea “shall abandon all other existing weapons of mass destruction” 
and stands up a series of sanctions targeted at individual and entities related to these programs as 
well as a Security Council committee to oversee implementation of this resolution by North Korea 
and UN Member States. Because this sanctions regime is restrictive, scholars state that it is 
unclear what the Security Council could do with respect to targeted economic sanctions intended 
to compel North Korea to undertake remedial action and restore compliance with its obligations.143 
To the extent that the sanctions regime could be strengthened, this would be a diplomatic problem 
to be resolved by a commitment from Russia and/or China to comply with their obligations and 
assist in enforcing the resolution on North Korea.144 
 
The Security Council’s veto system has at times prevented coercive enforcement of core 
obligations under the chemical weapons legal framework. The veto system requires full alignment 
between the interests of all five permanent members and North Korea, similar to Syria, has 
frequently led to divergent interests and stymied action through the Security Council.145  As 
highlighted further below, the veto exercised by Russia and China has repeatedly blocked punitive 
or coercive measures that would increase pressure on Syria to comply with its chemical weapons 
obligations and that would empower mechanisms to attribute responsibility and pursue 
accountability for chemical weapons use in Syria.146 Reform of the Security Council veto is a nearly 
insurmountable challenge; some States, scholars, and practitioners of public international law 
have proposed creative legal solutions to this issue but a detailed discussion is beyond the scope 
of this paper. 

United Nations General Assembly 
Under the UN Charter, the UN General Assembly (UNGA) may also exercise authority to address 
issues of international peace and security. This general framework provides the General Assembly, 
through its various committees, with responsibility to prevent the use of chemical weapons, 
promote the disarmament of chemical weapons programs, and pursue accountability for breaches 
of these obligations by Member States. UNGA derives these powers from Article 10 of the UN 
Charter.147 With its authority to deliberate on issues of international peace and security comes the 

 
143 (U) Ralf Trapp and Cheng Tang, “Enhancing the Management and Enforcement of Compliance in the 
Regime Prohibiting Chemical Weapons,” p. 22. 
144 (U) Robert Einhorn, “Revitalizing Nonproliferation Cooperation with Russia and China,” Brookings 
Institution (January 25, 2021). https://www.brookings.edu/articles/revitalizing-nonproliferation-cooperation-
with-russia-and-china/. Accessed September 30, 2025. 
145 (U) Ingrid Elliott, “A Meaningful Step Towards Accountability?,” pp. 241-242; Mika Hayashi, “Reacting to the 
Use of Chemical Weapons: Options for Third States,” p. 103. 
146 (U) Ingrid Elliott, “A Meaningful Step Towards Accountability?,” pp. 241-242; Ralf Trapp and Cheng Tang, 
“Enhancing the Management and Enforcement of Compliance in the Regime Prohibiting Chemical Weapons,” 
p. 23. 
147 (U) Charter of the United Nations, United Nations Treaty Series, Article 10. 
https://treaties.un.org/doc/Publication/CTC/uncharter-all-lang.pdf. Accessed September 30, 2025. Article 10 
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authority, through the adoption of resolutions, to create supplementary organs that can discharge 
these functions, including investigative, fact-finding, and accountability mechanisms.148 

 
The Syria case again serves as the key precedent for the exercise of the UNGA’s powers to provide 
remedy and redress alleged chemical weapons use. In 2016, UNGA created the “International, 
Impartial, and Independent Mechanism to Assist in the Investigation and Prosecution of Persons 
Responsible for the Most Serious Crimes under International Law Committed in the Syrian Arab 
Republic since March 2011” (IIIM). The IIIM has a broad mandate—it has been tasked by UNGA to 
“investigate and secure evidence related to major human rights crimes in the Syrian conflict,” 
which includes but is not limited to the collection, consolidation, preservation, and analysis of 
evidence of violations of the prohibition on chemical weapons use.149  

 
Although the coercive power of an UNGA/IIIM-like mechanism has some limitations, it may be a 
mechanism of a cost imposition strategy according to legal scholars. In particular, unlike other 
mechanisms through the OPCW or UN regimes, an UNGA-based mechanism may be explicitly 
tasked with functioning as a bridge between fact-finding and evidence gathering and criminal 
prosecution and accountability. The purpose of the IIIM, for example, is to prepare a “trove of 
information… in accordance with international law standards” to transfer “when and if any 
international or national court has jurisdiction to try the crimes being perpetrated in Syria.150 In 
other words, the IIIM’s fact-finding mission has “secured, preserved, and protected” evidence and 
established information sharing modalities with other bodies, including the OPCW and its 
supplementary organs and investigative mechanisms.151 

 

 
provides: "The General Assembly may discuss any questions or any matters within the scope of the present 
Charter or relating to the powers and functions of any organs provided for in the present Charter, and, except 
as provided in Article 12, may make recommendations to the Members of the United Nations or to the 
Security Council or to both on any such questions or matters." 
148 (U) Alex Whiting, “An Investigation Mechanism for Syria: The General Assembly Steps into the Breach,” 
Journal of International Criminal Justice 15, Iss. 2 (May 2017), pp. 234-236. 
https://doi.org/10.1093/jicj/mqx008 (accessed September 30, 2025); Nadia Ahmad, “Legalizing Humanitarian 
Intervention in Response to Chemical Weapon Usage: Syrian Conflict’s Impact on International Law,” p. 174; 
Ralf Trapp and Cheng Tang, “Enhancing the Management and Enforcement of Compliance in the Regime 
Prohibiting Chemical Weapons,” p. 4. 
149 (U) Ralf Trapp and Cheng Tang, “Enhancing the Management and Enforcement of Compliance in the 
Regime Prohibiting Chemical Weapons,” p. 23. 
150 (U) Alex Whiting, “An Investigation Mechanism for Syria: The General Assembly Steps into the Breach,” pp. 
234-236; Nadia Ahmad, “Legalizing Humanitarian Intervention in Response to Chemical Weapon Usage: 
Syrian Conflict’s Impact on International Law,” p. 174. 
151 (U) Ralf Trapp and Cheng Tang, “Enhancing the Management and Enforcement of Compliance in the 
Regime Prohibiting Chemical Weapons,” p. 23; United Nations General Assembly, “Annex: Terms of Reference 
of the International, Impartial and Independent Mechanism to Assist in the Investigation and Prosecution of 
Persons Responsible for the Most Serious Crimes under International Law Committed in the Syrian Arab 
Republic since March 2011,” A/71/755 (January 19, 2017). https://docs.un.org/en/a/71/755. Accessed 
September 30, 2025. 



  

UNCLASSIFIED 

LLNL-MI-2016615 

UNCLASSIFIED 
 

34

In a scenario of alleged chemical weapon use by the DPRK, US allies and likeminded States could 
work through the UNGA to trigger the creation of an IIIM-like body to investigate such use, gather 
evidence, and facilitate criminal prosecutions. Such a mechanism may be created more swiftly 
than through the veto-based UNSC or consensus-based OPCW bodies—legal scholars have 
emphasized that the creation of the IIIM for the Syria situation, for example, “demonstrates 
creativity in the face of an international stalemate in the UNSC.”152 US partners may consider this 
mechanism to be a more viable solution compared to going through the Security Council. In 
addition, it is important to emphasize that the UNGA has the authority to grant a mechanism with 
an attribution mandate that focuses on individual rather than state responsibility; a focus on 
criminal responsibility that reflects the functioning of a prosecutorial oƯice.153 

 

  

 
152 (U) Nadia Ahmad, “Legalizing Humanitarian Intervention in Response to Chemical Weapon Usage: Syrian 
Conflict’s Impact on International Law,” p. 174; see Alex Whiting, “An Investigation Mechanism for Syria: The 
General Assembly Steps into the Breach,” pp. 234-236. 
153 (U) Csilla Bertha, “The Verification Regime Within and Outside the Chemical Weapons Convention,” p. 194; 
Ingrid Elliott, “A Meaningful Step Towards Accountability?,” p. 250. 
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Judicial Adjudication 
Peaceful dispute settlement is a cornerstone of general public international law and may be 
pursued through an international judicial body or tribunal as part of a comprehensive strategy to 
hold the DPRK responsible and impose consequences, such as in cases of limited chemical 
weapons use where additional use is not imminent or ongoing. This principle is a rule of customary 
international law, and it is reflected and operationalized in the UN Charter, which provides under 
Article 2(3) that “all members shall settle their international disputes by peaceful means.” A 
“dispute” is properly defined as a “disagreement on a point of law or fact,” which entails “a conflict 
of legal views or of interests between two or more legal persons.”154 Such “disputes” may arise 
between States regarding the interpretation and implementation of a rule of customary 
international law, such as the prohibition on chemical weapons use, as well as the interpretation 
and implementation of obligations under treaty regimes such as the CWC.155 A court or tribunal 
may then ultimately determine whether a State is responsible for a violation of international law 
and determine what, if any, legal consequences shall follow from this violation.156  

Judicial Adjudication of State Responsibility 
The International Court of Justice (ICJ) is the standing judicial body within the UN system and is 
qualified to hear and adjudicate legal disputes between States (contentious cases) and to issue 
decisions on legal questions referred to it by certain UN organs or organizations (advisory opinions). 

The ICJ may adjudicate contentious cases between States after gaining jurisdiction through the 
mutual consent of the States. This necessary consent may be expressed through a special 
agreement of the States, a jurisdictional clause in a treaty, or through reciprocal declarations 
previously submitted to the ICJ accepting jurisdiction for certain kinds of disputes.157 North Korea 
has not accepted the compulsory jurisdiction of the Court, so States interested in pursuing 
contentious adjudication would need to strike a special agreement with Pyongyang, according to 
legal experts. If the DPRK accedes to the CWC, the treaty does permit referral of contentious 
disputes to the ICJ pursuant to Article XIV(2), but the States at issues would need to submit a 

 
154 (U) See Mavrommatis Palestine Concessions (Greece v. United Kingdom), Judgment, Permanent Court of 
International Justice (1924), p. 11. 
https://www.worldcourts.com/pcij/eng/decisions/1924.08.30_mavrommatis.htm (accessed September 30, 
2025); South West Africa Cases (Ethiopia and Liberia v. South Africa), Preliminary Objections, International 
Court of Justice (1962). https://www.icj-cij.org/sites/default/files/case-related/46/046-19621221-JUD-01-00-
EN.pdf. Accessed September 30, 2025. 
155 (U) Walter Krutzsch, Eric Myjer, and Ralf Trapp, The Chemical Weapons Convention: A Commentary, p. 
388. 
156 (U) Tatsuya Abe, “EƯectiveness of the Institutional Approach to an Alleged Violation of International Law: 
The Case of Syrian Chemical Weapons,” p. 333. 
157 (U) Shabtai Rosenne, “International Court of Justice (ICJ),” Max Planck Encyclopedias of Public 
International Law (June 2006). https://opil.ouplaw.com/display/10.1093/law:epil/9780199231690/law-
9780199231690-e34. Accessed September 30, 2025. 
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special agreement reflecting their mutual consent.158 A judgment of the ICJ is final and binding on 
the States that are parties to the proceeding pursuant to Articles 59-61 of the ICJ Statute. It remains 
within the discretion of the ICJ to issue the relief required in its judgment to end noncompliance and 
repair harm from a legal violation, including declaring a breach or ordering restitution, specific 
performance, or award of damages.159 In the event of noncompliance, sanctions and other 
enforcement measures become a political matter within the purview of the Security Council.160 

Adjudication of a legal dispute with North Korea regarding alleged chemical weapons use and its 
obligations under the 1925 Geneva Protocol and customary international law remains an available 
tool in the broader compliance management and enforcement framework. Recourse may be 
sought at the ICJ as part of a broader response strategy given that there is no hierarchy of dispute 
settlement or remedial action for international law violations—States do not need to first exhaust 
diplomatic options or other institutional legal mechanisms in order to seek submissions of a 
contentious case to the ICJ.161 Scholars state that the benefit of ICJ adjudication of a dispute, 
assuming, however unlikely, that North Korea agrees to jurisdiction, is that this would “put a 
definitive end to the controversy” by “resolving the pending cause” of the legal dispute through a 
binding and authoritative decision.162 

Experts in international aƯairs outline two primary factors that may make ICJ adjudication 
unappealing as the sole or primary response tool to address a DPRK violation of the prohibition on 
chemical weapons. First, ICJ proceedings can take time due to the depth of the pleadings and 
subsequent judicial deliberation and multitude of lengthy procedural steps.163 ICJ adjudication is 
“notoriously slow,” and while a more methodological pace of dispute settlement may be “perhaps 
desirable for cooling-oƯ periods,” it is also likely to be “counter-productive in terms of halting 
behavior such as weapons development, which might proceed unabated during the legal process.” 

Second, obtaining North Korea’s consent to jurisdiction would be diƯicult given the finality and 
compulsory eƯect of the ICJ’s rulings. The ICJ relies on the parties before it to cooperate in the 
implementation of its decisions because consent to adjudication entails agreement to implement 
the ruling of the court regarding legal consequences and remedial action. UN Member States, by 
signing on to the UN Charter, agree to comply with decisions of the ICJ. In cases where a State is 
uncooperative in implementing the ruling, the Security Council serves as the backstop to enforce 

 
158 (U) CWC Article XIV. 
159 (U) See Marcus Schnetter, “Remedies at the International Court of Justice,” Schnetter, Bucerius Law 
Journal 84 (June 30, 2017). https://ssrn.com/abstract=3017837 (accessed September 30, 2025); Rosalyn 
Higgins, “Remedies and the International Court of Justice: An Introduction,” in Themes and Theories (Oxford: 
Oxford University Press, 2009).  
160 (U) Leonardo Nemer Caldeira Brant, “Finality of Judgments: International Court of Justice (ICJ),” Max Planck 
Encyclopedias of Public International Law (February 2023). https://opil.ouplaw.com/display/10.1093/law-
mpeipro/e1566.013.1566/law-mpeipro-e1566. Accessed September 30, 2025. 
161 (U) Land and Maritime Boundary Between Cameroon and Nigeria (Cameroon v. Nigeria), Preliminary 
Objections, International Court of Justice (1998), p. 303. https://www.icj-cij.org/sites/default/files/case-
related/94/094-19980611-JUD-01-00-EN.pdf. Accessed September 30, 2025. 
162 (U) Leonardo Nemer Caldeira Brant, “Finality of Judgments: International Court of Justice (ICJ).” 
163 (U) Shabtai Rosenne, “International Court of Justice (ICJ).” 
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the ICJ’s ruling and compel compliance. In a situation where North Korean chemical weapon use 
has occurred, a strategy that seeks cooperative implementation of a judicial decision “might be 
moot if the red line has already been crossed,” according to international aƯairs experts.164  

Another available judicial tool is the advisory proceeding at the ICJ. UN organs and certain other 
organizations, including the OPCW, may request advisory opinions from the ICJ. The UNGA and the 
UNSC may seek an advisory opinion from the ICJ on “any legal question,” while certain other 
organizations may seek advisory opinions on legal questions “arising within the scope of their 
activities.” The latter process is available to the OPCW. CWC Article XIV(5) empowers the CSP or 
the EC to request an advisory opinion from the ICJ “on any legal question arising within the OPCW’s 
scope of activities” pursuant to authorization by UNGA.165 At the end of the proceedings, which 
does not require the same jurisdictional hurdles as contentious cases, the Court’s advisory opinion 
expresses the Court’s view about the international legal rules at stake in the request but does not 
oblige any State to undertake action; in other words, advisory opinions are non-binding on States or 
the requesting UN organ or international organization, although these entities may choose to give 
eƯect to the Court’s view of the international legal issue in whole or in part.166 

An advisory opinion on rules of customary international law that govern chemical weapons use, 
including by States not Party to the CWC, could provide clarity on North Korea’s obligations and a 
legal basis for States to determine the existence of a future breach. While advisory opinions are not 
legally binding, they still may have legal eƯect to the extent that States and international 
organizations view the Court as speaking authoritatively and persuasively on complex legal 
questions.167 Small states might find the legal eƯect valuable, and they can utilize the ICJ’s legal 
opinion in diplomatic eƯorts and asymmetric international bargaining.168   

 
164 (U) Todd Robinson, Paul F. Diehl, and Tyler Pack, “Crossing the Red Line: International Legal Limits on 
Policy Options,” Yale Journal of International AƯairs (June 18, 2014), p. 65. 
https://www.yalejournal.org/publications/crossing-the-red-line-international-legal-limits-on-policy-options. 
Accessed September 30, 2025. 
165 (U) Walter Krutzsch, Eric Myjer, and Ralf Trapp, The Chemical Weapons Convention: A Commentary, p. 
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166 (U) See Hugh Thirlway, The International Court of Justice (Oxford: Oxford University Press, 2016); 
International Court of Justice, “How the Court Works.” https://www.icj-cij.org/how-the-court-works 
(accessed September 30, 2025.) 
167 (U) International Court of Justice, “How the Court Works.” https://www.icj-cij.org/how-the-court-works 
(accessed September 30, 2025); Adreas Kulick, “Between Advice and Miracle: Expectations and 
Persuasiveness of ICJ Advisory Opinions,” International Community Law Review 27 (2025). 
https://dx.doi.org/10.2139/ssrn.5118752 (accessed September 30, 2025). 
168 (U) Myrto Stavridi, “The Advisory Function of the International Court of Justice: Are States Resorting to 
Advisory Proceedings as a “Soft” Litigation Strategy?,” Journal of Public and International AƯairs (April 22, 
2024). https://jpia.princeton.edu/news/advisory-function-international-court-justice-are-states-resorting-
advisory-proceedings-%E2%80%9Csoft%E2%80%9D (accessed September 30, 2025); Vahid Rezadoost, 
“Unveiling the ‘Author’ of International Law — The ‘Legal EƯect’ of ICJ’s Advisory Opinions,” Journal of 
International Dispute Settlement 15, Iss. 4 (December 2024). https://doi.org/10.1093/jnlids/idae015 
(accessed September 30, 2025). 
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At the same time, there are factors that cut significantly against an advisory opinion as a useful 
legal tool in a broader cost imposition strategy. At bottom, advisory opinions are not binding like 
judgments in contentious cases and do not generate any kind of enforcement mechanism. In 
addition, advisory proceedings are lengthy and whatever value may be had from a non-binding yet 
authoritative legal opinion, the eƯect of the outcome may be delayed in cases where a swift 
response is needed. 

Judicial Adjudication of Individual Criminal Accountability 
Alternatively, a cost imposition strategy may employ international criminal accountability through 
the International Criminal Court, an ad hoc tribunal, or national courts, rather than seek 
adjudication of state responsibility through the ICJ. Individual government oƯicials, for example, 
may be criminally liable for chemical weapons use. Achieving accountability through successful 
criminal prosecution at either the domestic or international level can have, among other impacts, 
weighty punitive and deterrent eƯects that can reinforce the prohibition of chemical weapons 
use.169 
 
Prosecution in the International Criminal Court is an available legal tool to impose costs in the form 
of criminal accountability on DPRK oƯicials who may be responsible for chemical weapons use. 
There has been a great deal of debate by scholars and practitioners of public international law in 
the context of the Syria case whether the Rome Statute, the constitutive treaty of the ICC, covers 
chemical weapons use within the material scope of its war crimes provisions. More broadly, 
including but not limited to the Syria case, there has also been ongoing debate about the personal 
scope of the ICC’s jurisdiction over nationals of States not Party to the Rome Statute. Experts in 
international aƯairs assert that these two issues pose the most significant legal barriers to 
successful criminal prosecution at the ICC in a hypothetical DPRK chemical weapon use scenario; 
proponents of this course of action will not have answers until the ICC engages in the practice of a 
relevant investigation and prosecution that puts the legal questions to the test. 
 
First, the use of chemical weapons by North Korea might be prosecutable as a war crime as it is 
probably covered by the material scope of the Rome Statute, according to some legal scholars and 
practitioners. The Rome Statute is ambiguous about the criminalization of chemical weapons 
use—there is no specific mention or express criminalization of the use of chemical weapons in the 
treaty text.170 Indirectly, use of chemical weapons may be prosecuted as part of charges that allege 
crimes against humanity or war crimes, such as intentionally directing attacks against the civilian 

 
169 (U) Wardah Amir, “Enough is Enough: Holding Users of Chemical Weapons Accountable,” Bulletin of the 
Atomic Scientists (April 23, 2018). https://thebulletin.org/2018/04/enough-is-enough-holding-users-of-
chemical-weapons-accountable/. Accessed September 30, 2025. 
170 (U) Kara Allen, “Chemical and Biological Weapons Use in the Rome Statute: A Case for Change,” VERTIC 
(February 2011), p. 3. https://www.vertic.org/media/assets/Publications/VB%2014.pdf. Accessed September 
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population.171 Directly, there are some provisions that may be interpreted to cover chemical 
weapons use, namely Articles 8(2)(b)(xvii) and (xviii), which specify as war crimes in international 
armed conflict the employment of “poison or poisoned weapons” and “asphyxiating, poisonous, or 
other gases, and all analogous, liquids, materials or devices,” respectively.  
 
Many authors argue that straightforward application of the interpretive principles of the VCLT to the 
Rome Statute supports a finding that the terminology in Article 8(2)(b) covers most, if not all, types 
of chemical weapons.172 Others argue that the treaty text is written clearly enough on its own such 
that it “plainly applies on its own terms to most—if not all—chemical and biological weapons,” 
meaning that we need not even reach the complex drafting history of the treaty under the VCLT.173 
Subsequent practice by States, international organizations, and international tribunals following 
entry into force of the CWC further establishes that the use of chemical weapons during 
international and non-international armed conflicts entails individual criminal responsibility.174 A 
minority of authors emphasize that an explicit reference to chemical and biological weapons use as 
a war crime was initially proposed but removed from the final draft, suggesting that the lack of 
specific enumeration of chemical weapons in Article 8, based on this drafting history, means that 
chemical weapons do not fall within its material scope.175 The expectation by some drafters 
appears to have been that chemical weapons would be enumerated as prohibited weapons in a 
subsequent annex to the CWC. Regardless of the questions about the Rome Statute, under 
customary international law, any serious violation of international humanitarian law is a war crime 
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Does Not Criminalize Chemical and Biological Weapons,” Opinio Juris (November 5, 2015). 
https://opiniojuris.org/2015/11/05/why-the-rome-statute-does-not-criminalise-chemical-and-biological-
weapons/#:~:text=The%20Rome%20Statute%20of%20the%20International%20Criminal,and%20all%20anal
ogous%20liquid%2C%20materials%20or%20devices%22 (accessed September 30, 2025). 



  

UNCLASSIFIED 

LLNL-MI-2016615 

UNCLASSIFIED 
 

40

that entails individual criminal responsibility.176 Ultimately, any decision by the OƯice of the 
Prosecutor to pursue criminal charges for chemical weapons use would need to grapple with this 
interpretive ambiguity in the treaty. 
 
Second, the ICC could possibly exercise jurisdiction and prosecute the use of chemical weapons 
by North Korea if that situation is referred to the ICC. There are a few ways that the ICC can acquire 
jurisdiction over a situation involving chemical weapons use, but its exercise of jurisdiction is far 
more limited in cases involving States not Party to the Rome Statute, like North Korea. Since North 
Korea is not a party to the Rome Statute, the ICC could not exercise jurisdiction based solely on 
chemical weapons use on its own territory or by its nationals.  
 
Instead, the ICC could acquire territorial jurisdiction or jurisdiction through UNSC referral. The ICC 
could acquire territorial jurisdiction over an alleged chemical weapons attack that occurs on the 
territory of a State that is party to the Rome Statute—for example, South Korea—in the context of an 
international armed conflict, which we would assume to be the case here.177 In the recent decision 
of the ICC regarding the Myanmar situation, the Court decided that it may exercise jurisdiction over 
crimes committed by nationals of a non-state party and occurring, in large part, in the territory of a 
non-state party if part of the criminal conduct, including the eƯects of that criminal conduct, takes 
place on the territory of a state party.178 Alternatively, the ICC may acquire jurisdiction over alleged 
chemical weapons use by North Korea, no matter the territorial location, if there is a referral from 
the UNSC pursuant to its authority under Chapter VII of the UN Charter.179 This referral requires a 
UNSC resolution adopted without a veto from a permanent member. Referral by the UNSC 
eƯectively expands ICC jurisdiction where it otherwise would not have such jurisdiction under the 
Rome Statute to address conduct by nationals of States not Party or occurring on the territory of 
States not Party.180 
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Although the Syria case is not directly analogous to a hypothetical scenario of North Korean 
chemical weapons use, it presents some similarities that highlight the potential challenges of ICC 
jurisdiction and prosecution for crimes involving chemical weapons use. Syria, like North Korea, is 
not a party to the Rome Statute, meaning the ICC “does not have a straightforward way to assert 
jurisdiction over alleged crimes in Syria.”181 There is no direct territorial or nationality jurisdiction. 
Jurisdiction may be obtained through UNSC referral, but Russia and China have consistently 
exercised their veto to block eƯorts at the UNSC to refer the Syria situation to the ICC.182 The 
jurisdictional question, whether treaty-based or referral-based, has been complicated further in the 
case of Syria because the chemical weapons use has occurred there in the context of a non-
international armed conflict; this would not be the case for a North Korean scenario, assuming use 
would occur against the territory or nationals of another State.183 
 
Assuming the friction in the UNSC over Syria is replicated in a chemical weapons situation involving 
North Korea, Russia or China could veto a resolution to refer the situation to the ICC. The ICC may 
prosecute specific individuals, up to and including national leaders, for crimes that fall within the 
jurisdiction of the Court, entailing weighty personal consequences for violative conduct. Moreover, 
personal immunity for heads of state or high level oƯicials would not bar prosecution in the ICC.184 
At the same time, even if the jurisdictional barrier can be overcome, such investigations and 
eventual prosecution involve a slow legal process and would require cooperation and initiative on 
the part of States Parties to capture indicted individuals, which has proven diƯicult in prior high 
profile cases with active arrest warrants for heads of state.185 In addition, scholars highlight that the 
United States, as a non-party itself to the Rome Statute that has engaged in numerous recent 
eƯorts to distance itself from cooperation with the Court, might not be an eƯective advocate of this 
criminal accountability tool.186 
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Criminal Accountability Through Alternative Mechanisms 
The international community may also opt for alternative methods beyond the ICC to investigate 
and prosecute chemical weapons use as an international crime. 
 
One option would involve establishing an ad hoc or hybrid international tribunal to adjudicate 
matters of criminal accountability. Such tribunals may be vested with jurisdiction to adjudicate 
international criminal trials as an aspect of state sovereignty; the Nuremberg precedent 
established that States can collectively do “what any one of them might have done singly,” enabling 
states to “’pool’ their individual legal authority to prosecute and delegate this jurisdiction to an 
international tribunal,” including vesting a tribunal with territoriality, nationality, passive personality, 
and potentially universal jurisdiction.187 States may act to set up such a tribunal through the UNSC 
pursuant to Chapter VII authority or through an international agreement, possibly among a regional 
group of States.188 Ad hoc tribunals have been established to address international crimes in the 
former Yugoslavia, Rwanda, Sierra Leone, Lebanon, and Cambodia.189 Establishing a de novo court 
to operate as an ad hoc international tribunal would entail additional political and resource 
challenges compared to traditional prosecution through the ICC, although a regional ad hoc court 
formed by representative states may provide greater legitimacy and eƯectiveness for victims.190 

 
Another option is for States to pursue criminal accountability in their national courts that apply the 
principle of universal jurisdiction.191 In a hypothetical DPRK use scenario, South Korea could, for 
example, pursue national prosecutions of DPRK oƯicials who may be responsible for chemical 
weapons attacks on its territory or against its nationals, or based on universal jurisdiction.192 States 
can vest universal jurisdiction over war crimes—including the crime of chemical weapons use, as 
discussed above—in their national courts, allowing those courts to exercise jurisdiction over and 
the State to prosecute individuals who are alleged to have participated in the use of chemical 
weapons.193 Universal jurisdiction allows the State’s courts to exercise jurisdiction over crimes 
against international law even though the crimes have not been committed on that State’s territory 
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nor have they been committed by or against nationals of the State.194 Such cases are particularly 
complex, however, because personal immunity of senior oƯicials present a significant obstacle to 
prosecution; high-level government oƯicials appear to be immune under international law from 
prosecution for international crimes in foreign national courts.195 An additional barrier to bringing a 
trial and verdict to a successful conclusion is the challenge of successful executing an arrest 
warrant for a national outside of the State’s territory.196 The concerted eƯort, primarily in European 
courts, to bring accountability for war crimes committed by Syrian oƯicials since 2011 has 
struggled to overcome these access and immunity barriers.197 
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Legal Views of Russia and China 
The viability and eƯectiveness of tools available under the international legal framework may be 
impacted, to varying degrees, by the position of other States, especially Russia and China. The past 
practice, particularly in the Syria case, and legal positions of Russia and China on the available 
mechanisms for compliance management and response may dictate the best overall approach in a 
case involving the DPRK. 
 
As highlighted by national security scholars, Russian and Chinese views over the structure, 
purpose, and functioning of the international system and its underlying legal frameworks have 
diverged from those of the United States and its allies as a rule. This divergence has manifested 
itself in the practice and positions of Russia and China in the Security Council, OPCW, and other 
international bodies that may address alleged chemical weapons use.198 
 
Both Russia and China are generally aligned in their view of core international legal principles. 
Neither rejects international law but rather emphasizes, the importance of certain principles; a 
throughline in foreign policy of both Moscow and Beijing is their vocal support for public 
international law, even though in practice they do not often engage constructively within these legal 
frameworks.199 Their joint declaration on international law from 2016 emphasizes mutual support 
for core international legal principles in the UN charter, including sovereign equality, territorial 
integrity, non-intervention in internal aƯairs, and cooperative dispute settlement.200 Both have 
wielded the concept of sovereignty as a legal sword and shield, particularly because of the 
importance of sovereignty doctrine to many smaller states in the international system.201  They are 
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also happy to direct important legal processes through the Security Council where they both utilize 
their veto to protect their interests and those of their political allies, and corroborating in joining or 
abstaining when the other vetoes.202 

Disruption and Discontent at the OPCW 
Russian and Chinese approaches to the role of the OPCW and the overall CWC regime impact the 
legal framework as a compliance management and enforcement tool, whether North Korea 
eventually accedes to the treaty or not. The public record of OPCW proceedings demonstrates that 
both Russia and China—but especially Russia—have engaged in obstructive behavior within the 
CWC regime. 
 
Chemical disarmament experts indicate that Russia has obstructed eƯorts by the OPCW to 
manage and enforce compliance issues related to Syria.203 This “pattern of obstruction” is 
consistent with its broader eƯorts in a variety of international organizations to shield the Assad 
regime from accountability for its conduct on its territory, including the use of chemical weapons.204  
 
Russia’s obstruction eƯorts in the OPCW have been particularly eƯective because of the traditional 
procedural rules of consensus decision-making that this treaty body has employed. This approach 
is the traditional decision-making procedural employed by many other treaty bodies with the 
express purpose of “building broad support for the evolution of a [treaty] regime.”205 The drawback is 
that any one state or group of states can impede quick action to respond to urgent situations of 
alleged chemical weapon use or other issues of noncompliance. It permits a minority of states to 
play spoiler roles by wielding what is in eƯect veto power over the decisions of the EC and the CSP. 
Some authors find this practice to be “inconsistent with the letter and spirit of the [CWC]” and “an 
obstacle for its full and eƯective implementation” that is “contrary to its object and purpose.”206 An 
expert on Russian engagement in chemical weapons disarmament claims that Russia has engaged 
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in consensus-based decision-making procedures in OPCW organs to wield a minority-veto against 
eƯorts to strengthen the OPCW’s reach and eƯectiveness and oƯers its own draft decisions, 
occasionally in more recent years with Chinese support.207 
 
Recent trends in decision-making, however, do indicate a willingness by State Parties to move away 
from the consensus approach. The voting process in the OPCW does ultimately permit a two-thirds 
majority to approve decisions. For example, votes in the EC and the CSP related to establishing and 
implementing the attribution mandate for the IIT signal a desire by a majority of States Parties to 
enable “eƯective responses to noncompliance” consistent with the text of the CWC, which 
provides for decision-making by vote as one option in the EC.208 Of course, this shift away from 
consensus, while improving the ability of the OPCW organs to address noncompliance issues over 
potentially obstructionist eƯorts, can increase tension and politicization of the work of the OPCW 
because States register their opposition and a broad base of support for important decisions is not 
required.209 Since 2013, Russia has lodged 18 adverse votes in the CSP and 19 adverse votes in the 
EC, which the vast majority of those adverse votes beginning in 2018 with the establishment of the 
IIT.210 Russia’s position remains that the United States and its allies have “privatized” the OPCW and 
other multilateral fora in pursuit of their own interests at the expense of the prerogatives of other 
international bodies, such as the UNSC.211 
 
China has frequently emphasized its productive role in treaty implementation. Its historical 
experience with chemical weapons use during the Second Sino-Japanese War, in which Japan 
carried out chemical attacks on Chinese territory, has motivated its active role in the treaty regime 
and burnished its credibility on treaty implementation as it has worked to address the abandoned 
chemical munitions on its territory.212 At EC meetings, China—often alongside the non-aligned 
movement—has reiterated its support for the universality of the CWC, urging States not yet party to 
ratify or accede to the treaty, emphasized that the “use of chemical weapons… anywhere by anyone 
and under any circumstances is reprehensible and completely contrary to the provisions of the 
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Convention, legal norms, and standards of the international community,” and called for 
accountability for those responsible for chemical weapons use.213 
 
However, China recently has been more willing to join Russia in opposition to the attribution 
mandate of the IIT. It aligned with Russia in 18 out of 18 adverse votes in the CSP and 19 out of 19 
adverse votes in the EC since 2013, with the vast majority of those adverse votes starting in 2018 
with the establishment of the IIT.214 China has called out the “politicization” of the OPCW, EC, and 
CSP, including the establishment of the IIT, which is “an accountability mechanism that exceeds 
the authorization of the Convention.”215 China alleges that both the attribution “decision and the 
mechanism exceed the mandate of the Convention and undermine its authority and 
eƯectiveness.”216 Although China has played a more historically positive role in the OPCW, its 
“close strategic partnership” with Russia and vocal opposition to recent compliance-related 
measures by the OPCW suggest that, it lacks reliability as a compliance management and 
enforcement partner, according to a chemical disarmament expert.217 

  

 
213 (U) OPCW Executive Council, “Statement on Behalf of Members of the Non-Aligned Movement,” EC-
90/Nat.26 (March 2019). 
https://www.opcw.org/sites/default/files/documents/2019/03/ec90nat26%28e%29.pdf. Accessed 
September 30, 2025. 
214 (U) For another analysis of voting practices in the OPCW, see Andrea Stricker, “Two Years On, Syria’s 
Suspension From the OPCW Was Beneficial.” 
215 (U) OPCW Executive Council, Statement by the Delegation of China to the OPCW at the 106th Session of 
the Executive Council, EC-106 (July 2024). 
https://www.opcw.org/sites/default/files/documents/2024/07/China%27s%20National%20Statement%20un
der%20the%20General%20Debate%20of%20EC106%20%28Chinese%29.pdf. Accessed September 30, 
2025. 
216 (U) OPCW Executive Council, Statement by the Delegation of China to the OPCW at the 105th Session of 
the Executive Council, EC-105/NAT.5 (March 2024). 
https://www.opcw.org/sites/default/files/documents/2024/03/20240229%20China-
national%20statement%20under%20general%20debate%20of%20EC-105_0.pdf. Accessed September 30, 
2025. 
217 (U) Holynska et al., The Future of Chemical Disarmament in an Eroding Global Order, pp. 3-4. 



  

UNCLASSIFIED 

LLNL-MI-2016615 

UNCLASSIFIED 
 

48

Obstruction at the UNSC 
Gridlock in the UN Security Council has manifested in repeated instances of inaction or delayed 
action when it comes to address chemical weapons use in Syria, due to the use of the veto by 
Russia and China. With regards to the Syrian armed conflict, Russia has exercised its veto at least 
thirteen times, and China has exercised its veto seven times.218 These “structural problems” with 
the functioning of the UNSC have been well known for some time but are not easily remedied given 
their codification in the UN Charter.219 Russia and China have relied on their veto power under the 
UN Charter to aƯect UNSC action to investigate and respond to chemical weapons use in Syria 
territory and they could use the veto in a North Korea scenario.  
 
Early on, the UNSC addressed Syria’s noncompliance with its chemical weapons obligations under 
Chapter VII authority, establishing the Joint Investigative Mechanism (JIM) to investigate chemical 
weapons allegations and establish responsibility for use to facilitate response and enforcement 
measures, if necessary. But this action did not last long. After submissions of findings from the JIM, 
and later the IIT through the OPCW, that there were “reasonable grounds” to believe that Syrian 
military forces had used chemical weapons in Syria, Russia and China exercised their vetoes to 
prevent the UNSC from sanctioning Syrian government entities and individuals through, for 
example, asset freezes, according to chemical weapon experts.220 Moreover, the JIM’s work came to 
an end in December 2017 after Russia vetoed an extension of the mechanism’s mandate due to 
displeasure over its attribution of chemical weapons attacks to Syrian government entities, 
reflecting “deep divisions within the UNSC about the matter.”221 In response, the OPCW took up the 
mantle of international action, utilizing the tools available under its legal framework to establish the 
IIT following further instances of chemical weapons use in Syria in 2018.222 
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As mentioned above, Russia and China could consider using veto power to prevent referral to the 
ICC in a hypothetical DPRK chemical weapon use scenario. Since North Korea, like Syria, has not 
ratified the Rome Statute, an option for the ICC to gain jurisdiction over a situation is through 
Security Council referral pursuant to Article 13(b) of the Rome Statute. Russia in particular has 
consistently opposed referral of the Syria situation.223, 224 As such, the Security Council has not 
succeeded in referring the Syrian file to the ICC due to the Russian veto.225 For example, in 2014, 
Russia and China blocked a referral of the Syria situation to the ICC, which could have led to ICC 
investigation and eventual prosecution for war crimes and crimes against humanity in Syria, 
including the use of chemical weapons by the Syrian government.226 
 
At the same time, Security Council resolutions after 2013 have also suggested a willingness, or at 
least the appropriateness, of pursuing criminal accountability for chemical weapons use in the 
future, even though the UNSC has not actually passed a referral resolution. UNSC Resolution 2118, 
for example, “left the door open” for future criminal accountability eƯorts; it aƯirms in the preamble 
that “those responsible for any use of chemical weapons must be held accountable,” while 
operative paragraph 15 recommended that responsible individuals “should be held 
accountable.”227 
 
Subject matter experts cite the Security Council’s record on Syria, as well as its practice on other 
matters of international peace and security, suggesting that the UNSC might not be eƯective as the 
sole or priority step in the compliance management and enforcement framework for chemical 
weapons.228 Legal scholars suggest the UNSC will have a limited role within this framework due to 
its repeated lack of success on the Syria issue and its history of failing to fulfil its duty to manage 
issues of international peace and security in the chemical weapons context.229  On the issue of 
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228 (U) Natasha Hall and Doreen Horschig, “Reviving Chemical Weapons Accountability in a Multipolar World.” 
229 Rana Moustafa Essawy, “The Implied Powers Doctrine in the Fight against Chemical Weapons in Syria: Any 
Useful Purpose?,” The Military Law and the Law of War Review 56, Iss. 1 (December 2017), p. 108. 
 



  

UNCLASSIFIED 

LLNL-MI-2016615 

UNCLASSIFIED 
 

50

North Korea, up to this point China and Russia have at times not fully complied with their existing 
obligations to enforce the UNSC sanctions regime covering North Korea’s nuclear program and 
other WMD programs, even though China could use its economic, geographic, and political 
influence to improve enforcement and Pyongyang’s compliance, according to national security 
experts.230  
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Compliance Management and Enforcement 
Options Within the Existing International Legal 
Framework 
As outlined by legal and international security scholars, the prior discussions demonstrate that (a) 
North Korea is obliged as a matter of customary international law to never use chemical weapons 
under any circumstances and (b) a range of legal frameworks exist to address potential violations of 
this obligation and provide tools that could impose varying degrees of costs on Pyongyang. 
However, the prior discussion also suggests that key aspects of these legal frameworks and related 
tools have limitations, are not thoroughly tested as a matter of practice by States and/or 
international organizations, or are subject to veto powers by certain states. US allies and partners 
may consider potential options to strengthen the international legal framework for compliance 
management and enforcement so that legal tools may eƯectively respond to a chemical weapons 
use scenarios involving the DPRK.  

Clarify OPCW’s Mechanism for Attribution Judgments 
One potential option is to institutionalize the IIT or an IIT-like mechanism within the OPCW to clarify 
attribution capabilities in future noncompliance investigations. An initial step may involve a request 
to the OPCW Director-General to lead a study that analyzes the “legal, institutional, and operational 
aspects” of creating a “generic attribution mechanism” within the CWC regime.231 A legal expert 
suggests a generic IIT-like mechanism could function as a standing investigative body to be 
deployed by the Director-General to establish facts regarding responsibility for chemical weapons 
use in the territory of any State Party following deployment of an FFM-like mechanism with an 
expanded mandate to first establish whether chemical weapons had been used.232 This study could 
address the utility of “minimum guiding principles” as applied to any future IIT-like mechanism, 
including the substance of “Standards of Proof” and “Standard Operating Procedures” adopted by 
both the JIM and IIT.233 Another important legal and operational aspect is the relationship of an IIT-
like mechanism with other international organizations and their respective mechanisms, including 
information sharing with the UN Secretary-General’s mechanism and the ICC, as well as 
cooperation between States Parties under CWC Article VII. 
 
For States Parties, this study could resolve the legal question of whether an attribution mechanism 
is consistent with the CWC’s provisions, and address future attributive work by the TS. The 
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extended attribution role of the OPCW adopted in June 2018 at CSP-4 and implemented by the IIT 
was controversial and remains on legally contested ground, according to legal experts.234 On the 
one hand, a generic attribution mechanism promises to fill the accountability gap when it comes to 
chemical weapons use; prior investigative mechanisms under the OPCW as well as the UN 
Secretary-General’s mechanism can collect data and establish facts regarding whether or not 
chemical weapons use occurred, but this fact-finding eƯort may not be able to meet the evidentiary 
standard for criminal culpability. On the other hand, some legal scholars and practitioners worry 
about the “legal uncertainties” of this expansion of the OPCW’s investigative power and the 
“possible damage to the OPCW and to the convention itself.”235 
 
States Parties, legal scholars, and practitioners have been divided on this question since the CSP 
adopted the attribution mandate for the IIT in 2018.236 Some authors contest the substantive 
legality of the attribution decision. They find that the OPCW went beyond the scope of its powers 
under the CWC because the attribution decision disrupts the balance of power between the 
OPCW’s organs and thus is contrary to, rather than furthering of, the CWC’s object and purpose.237 

Others make a primarily procedural argument that establishing an attribution function for an OPCW 
investigative mechanism constitutes a “de facto amendment” and a special conference of the 
States Parties is not the proper legal mechanism for enacting an amendment. 238 Those who support 
the attribution mandate interpret the CWC to provide the OPCW with authority to designate certain 
“arrangements and develop specific competencies” in its investigative mechanisms in the field as 
derivative of its general power to investigate alleged uses of chemical weapons.239 Although the 
Conference of States Parties has the authority to discuss threats presented by chemical weapons 
use and challenges to the object and purpose of the CWC within the scope of CWC Article VIII, 
according to experts it is unclear whether the scope of its powers extend beyond discussion to 
establishment of the attribution mandate in an investigative mechanism.240 Although not textually 
explicit, the capability to attribute individual and collective responsibility may be an inherent part of 
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the OPCW’s authority pursuant to provisions of CWC Articles VII, IX, and XII as well as Part XI of the 
Verification Annex—this makes use of the interpretive legal doctrine of “inherent powers,” endorsed 
by the ICJ’s jurisprudence,241 which provides that an international organization may exercise powers 
within the scope of the eƯective exercise of its core functions as long as they are not expressly 
prohibited in the constitutive treaty.242 
 
A legal scholar asserts that States Parties should support the attribution mandate to solidify the 
legal basis of the IIT and future IIT-like mechanisms. Without a valid legal basis, such mechanism 
activities would be ultra vires and States Parties would have no obligation to cooperate with the 
investigations or act upon the findings.243 

Sanctions and Other Punitive Measures Within the CWC Regime 
Subject matter experts concur that CWC States Parties could clarify and formalize the range of 
potential response measures to deal with States Parties that obstruct the proper functioning of the 
OPCW’s compliance management and enforcement framework. They have identified three tiers of 
potential punitive responses available within the CWC legal framework: (1) States may lose their 
seat on the EC, (2) States may have their rights and privileges suspended under the CWC, and (3) 
States may be liable for a breach of their obligations under CWC Article I as an extreme measure. 
 
It has already been the practice of the Eastern European Group at the OPCW to keep Russia out of a 
seat on the Executive Council since 2023. The regional group has the responsibility to vote 
representative members to seats on the EC, and in November 2023 and again in November 2024 it 
found that Russia was not qualified to represent the Eastern European Group because of its lack of 
compliance with the CWC due to its alleged chemical weapons use in Ukraine.244 According to legal 
experts if this eƯort continues, it establishes a baseline of norm enforcement and support for 
strong compliance management and enforcement mission for the OPCW, and impedes Russia’s 
eƯorts to “amplify its malign narratives and disrupt ongoing eƯorts to uphold the norm against 
chemical weapons.”245 
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As a second tier of punitive response, CWC States Parties could suspend Russia’s rights and 
privileges under the treaty regime according to legal experts. This action would mirror the decision 
the CSP took in April 2021 to suspend Syria’s rights and privileges following conclusions by the IIT 
that attributed responsibility for chemical weapons use in Syria to the Syrian military.246 The EC 
could recommend a suspension of Russia’s voting rights and privileges in the OPCW, at which point 
the CSP would take up the issue. A suspension that mirrors the consequences levied on Syria 
would remove Russia’s ability to vote in the CSP or the EC, stand for election to the EC, or hold any 
oƯice within the primary or subsidiary organs of the OPCW. A legal scholar asserts that there is 
valid precedent for such a move based on the Syria decision such that a State Party cannot remain 
in “good standing” within the OPCW while it is non-compliant with the CWC.247  In this scenario, 
Russia’s alleged chemical weapons use in Ukraine violates its CWC obligations, which would 
sideline Russia and its ability to wield a minority veto to impede the OPCW’s compliance eƯorts. 
Legal scholars assert the importance of clarifying—and perhaps even codifying—which rights and 
privileges obstructionist States Parties could lose and for how long to potentially deter future 
obstructionist behavior. International security experts caution that such consequences should be 
adequately balanced with the long-term goal of keeping the obstructionist state within the CWC 
regime rather than forcing its withdrawal from the treaty.248 
 
As a third tier of punitive response, CWC States Parties could attempt to pursue compliance 
measures under Article XII, including recommending countermeasures, in response to serious 
violations of obligations under Article I. This approach could impose costs on States, including 
those that, through act or omission, aid another State in violating the prohibition on use. The 
leading commentary on the legal regime of the CWC has broadly endorsed this potential 
understanding of the treaty framework. It provides for the “strongest possible action under Article 
XII” to protect the CWC’s object and purpose and coordinate a collective multilateral response to a 
serious breach of fundamental Article I obligations.249 State conduct that impairs the proper 
functioning of the OCPW’s compliance management and enforcement authorities may be a 
violation of a State’s fundamental obligations under Article I. A legal expert’s commentary viewed 
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this approach as an accessory liability in which a State alleged to have used chemical weapons 
receives assistance, encouragement, or inducement from a partner State—i.e., the partner State 
may be “contributing to the emergence of the resolve of anyone to commit a prohibited act.”250 It is 
a customary rule of international law that all States Parties are obliged to promote the object and 
purpose of the treaty. In the case of the CWC, a State that has knowledge of noncompliance by 
another State Party will have breached its obligation regarding the object and purpose of the CWC 
based on the prohibitions of Article I; through direct action or a failure to act has encouraged the 
violator to remain in noncompliance or otherwise helped the violator by obstructing compliance 
enforcement through the OPCW or individual states. In other words, States Parties might have a 
legal basis to take remedial action pursuant to CWC Article XII against States that breach their 
“legal obligation to act against a prohibited behavior.”251 As with the attribution mandate, States 
Parties may also opt for a request to the OPCW Director-General to initiate a study that evaluates 
the legal basis for this kind of punitive maneuver.  

Decision-Making Within the OPCW 
The Rules of Procedure for the OPCW’s organs emphasize the priority of reaching decisions by 
consensus such that decisions may be adopted by the EC or CSP if no State Party sitting in the 
relevant body objects to the proposal. Decision-making by consensus has been the standard 
operating procedure for the OPCW and other notable international bodies that handle issues of 
international peace and security, such as the Convention on Certain Conventional Weapons treaty 
regime. However, legal experts conclude that consensus procedures can be misused to prevent or 
delay the proper functioning of a treaty body by achieving less than ideal outcomes that cater to 
minority interests. According to the leading commentary on the CWC, “the insistence on 
consensus has led to paralysis in both the CSP and in the Executive Council.”252 
 
As explained above, the OPCW has dealt with consensus-based challenges from Russia and has 
started to move away from solely utilizing consensus-based procedures. Article VIII, paragraph 18 
provides that States Parties in the CSP should use the consensus approach “as far as possible” but 
does “not exclude the possibility of voting where consensus is not possible. Moreover, CWC Article 
VIII, paragraph 29 explicitly provides that the EC “shall take decisions of substance by a two thirds 
majority of all its members.” The leading commentary on the CWC urges States Parties sitting on 
the EC to move away from consensus decision-making practices that have digressed from the legal 
rules of the CWC—not only if such a practice ineƯective at promoting proper compliance 
management and enforcement, but it is also clearly “inconsistent with the wording of paragraph 
29.”253 
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Interface Between Investigative Mechanisms and Criminal 
Accountability Processes 
Legal experts broadly agree that international criminal law remains untested as a tool for 
compliance management and enforcement from both a procedural and substantive law 
standpoint.254 To achieve future criminal accountability as a cost imposition mechanism, experts 
suggest establishing finding opportunities to institutionalize operational improvements focused on 
coordination and information sharing between the OPCW’s technical teams and external bodies 
with overlapping responsibility for criminal accountability. 
 
Experts suggest clarifying and institutionalizing the interface between existing tools of compliance 
management and enforcement, such as the IIT or the UN Secretary-General’s mechanism, and 
criminal accountability mechanisms. The IIT, for example, has adopted operational guidelines for 
sharing information with the IIIM, which as an explicit mandate from UNGA to gather facts and 
evidence with the aim of establishing individual criminal responsibility. Legal experts further 
suggest States Parties in the OPCW and/or members of UNGA could reach decisions that may 
institutionalize and thereby replicate relevant aspects of the IIT-IIIM approach for future 
investigations of chemical weapons use, including standardizing “investigative methodology, 
standards of proof, [and] due process.”255 One option suggested by several experts is to establish in 
the OPCW’s investigative bodies a dedicated team, housed at the working level either at OPCW or 
potentially at or in coordination with the United Nations OƯice for Disarmament AƯairs, for sharing 
attribution findings, underlying evidence, and the technical expertise necessary to properly 
interpret the findings with national and international judicial processes.256 
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