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Key Questions:  

• How have US adversaries conceived and conducted “information confrontation” across the 
continuum of conflict?  

• How have the US and its allies responded? 
• What more can and should be done to more effectively counter Russian and Chinese 

strategies? 

Panel Topics:  

1.  Russia’s Approach to Information Confrontation 
2.  China’s Approach to Information Confrontation 
3. Case Study: the Ukraine War 
4. Calibrating the Challenge to the US and its Allies 
5. Taking Stock of US Responses 

6. Taking Stock of Allied Responses 
7. Next Steps in Disarming Disinformation 
8. Next Steps in Countering Social and Political Manipulation1 
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Livermore National Security, LLC, and shall not be used for advertising or product endorsement purposes. 
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Panel 1: Russia’s approach to information confrontation 

• What are the main elements of Russia’s approach? 

• Does it conceive different roles in peacetime, crisis, and war? 

• How does it assess its competitive position vis-à-vis the US and its allies? 

• Has its approach evolved over the last decade?  Why?  Why not? 
 

Giles, Keir. “Handbook of Russian Information Warfare.” NATO Defence College, Fellowship 
Monograph No. 9 (2016). https://www.ndc.nato.int/news/news.php?icode=995  
 

Russia perceives itself to be in a position of conventional inferiority, and therefore seeks to 
compete with NATO from a place of intellectual superiority using asymmetric and less 
expensive response methods during times when nations are technically at peace, because 
kinetic war is less favorable to Russia’s strengths vis a vis NATO. The limited Western definition 
of information warfare (tactical information operations to be carried out during hostilities) is 
exploited by Russia, as it views the information contest as ongoing and is waging this contest 
against adversaries unaware they are competing; furthermore, NATO lacks coherence on how 
it should practice information warfare, which accentuates Russia’s relative strength in this 
respect. Information is viewed by Russia as a tool, a target, and a domain of operations and 
seeks to influence the perception and behavior of adversaries and their domestic audiences as 
well as other members of the international system; Russia doesn’t delineate different aspects 
of this (ex: separating “cyber” as a standalone domain). Russia considers peacetime 
information operations to include espionage, building capabilities, and securing informational 
advantages, whereas wartime operations are overtly aggressive and include intimidating 
adversary military personnel and politicians, disinformation, hacking, and otherwise using false 
information to sway leaders of adversary nations, international bodies, and public opinion to 
achieve political or diplomatic ends. 
 

Kucharski, Lesley. “Russian Multi-Domain Strategy against NATO: Information Confrontation and U.S. 
Forward-Deployed Nuclear Weapons in Europe.” Lawrence Livermore National Laboratory Center for 
Global Security Research (2018). 
https://cgsr.llnl.gov/content/assets/docs/4Feb_IPb_against_NATO_nuclear_posture.pdf 
 

Russia’s information warfare tactics against US extended nuclear deterrence are different from 
its typical tactics; instead of large volumes of confusing and often contradictory information, 
Russia pushes a simple, believable, and historically consistent narrative about US forward 
deployed nuclear weapons which distracts from its own large non-strategic nuclear arsenal. 
Russian success in portraying itself as a better adherent than NATO to arms control concepts to 
anti-nuclear NGOs could at once create pressure for NATO to compromise its nuclear strength 
and undermine legitimate arms control efforts to preserve the rules based international order. 
Russian information operations go beyond Western conceptions to include technological as 
well as psychological and emotional dimensions and are used as defensive and offensive 
measures against perceived Western attacks; they also serve as asymmetric and indirect 
measures against nuclear deterrence. Russia no longer needs to fund front organizations to 
legitimize Russian narratives on Western policy or openly align itself with Western peace 
NGOs; it can anonymously spread Russian ideas of Western disarmament via the internet, 
knowing Western governments cannot ignore peace NGOs who pick up these narratives and 
agitate for changes that benefit Russia in the end. Over the past decade, Russian military 

https://www.ndc.nato.int/news/news.php?icode=995
https://cgsr.llnl.gov/content/assets/docs/4Feb_IPb_against_NATO_nuclear_posture.pdf
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doctrines and national security strategy publications have emphasized the increasing role of 
both psychological and technical aspects of information operations in complimenting or 
replacing military and diplomatic efforts towards deterrence and in pursuit of Russia’s foreign 
policy goal of becoming a center of influence globally. 
 

Matthews, Miriam and Christopher Paul. “The Russian Firehose of Falsehood Propaganda Model: Why 
It Might Work and Options to Counter It.” RAND Corporation (2016).  
https://www.rand.org/content/dam/rand/pubs/perspectives/PE100/PE198/RAND_PE198.pdf 
 

Contemporary Russian propaganda is distinct in that it is high-volume, comes from a variety of 
sources, makes little or no effort to maintain consistency or avoid contradiction, lacks 
commitment to conveying things that are or could be conceivably true, and that it is especially 
repetitive and continuous. Russian propaganda can reach audiences first, repetitively and in 
such high volumes from various sources using strategies which appeal to psychology (such as 
seeming to originate from groups the target audience is a member of) and successfully plant 
disinformation. Traditional counterpropaganda efforts of pointing out falsehoods may not be 
effective in convincing people after they have internalized disinformation; instead, audiences 
should be warned when they are initially exposed to misinformation, corrections should be 
repeated in high volumes, and alternative stories to explain the gaps from the false 
information should be disseminated. NATO should compete in the information dissemination 
space with true information and use technical means such as cyberspace operations and 
strictly enforcing social network terms of service agreements to counteract Russian 
propaganda efforts. 
 

Thomas, Timothy L. “Russia’s Reflexive Control Theory and the Military.” Journal of Slavic Military 
Studies 17:2 (2004).  FSLV17890.fm (rit.edu) 
 

This piece discusses how reflexive control is the attempt to control a subject’s decision making, 
or the exploitation of the “filter” through which information passes through during situation 
assessment, and has been used by Russia since the Soviet era; Russia considers the US Strategic 
Defense Initiative from the Cold War an example of reflexive control being used successfully 
against Russia, and evidence that information warfare can be more effective than kinetic 
weapons in conflict. Methods of reflexive control include camouflage, disinformation, 
encouragement, blackmail, compromising key officers, and exploiting commanders’ personal 
weaknesses as gleaned from biographical data, habits, and psychological deficiencies. Four 
overarching groups of reflexive control methods are: power pressure, which includes threats and 
shows of force; presenting false information, influencing decision-making algorithms, and 
altering decision-making time. Detailed informational security doctrine is a key deterrent 
defense against adversary use of reflective control against command and control systems. 

 
 
Panel 2: China’s approach to information confrontation 

• What are the main elements of China’s approach? 

• Does it conceive different roles in peacetime, crisis, and war? 

• How does it assess its competitive position vis-à-vis the US and its allies? 

• Has its approach evolved over the last decade?  Why?  Why not? 
 

https://www.rand.org/content/dam/rand/pubs/perspectives/PE100/PE198/RAND_PE198.pdf
https://www.rit.edu/~w-cmmc/literature/Thomas_2004.pdf
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Brady, Anne-Marie. “Magic Weapons: China's political influence activities under Xi Jinping.” Wilson 
Center (September 2017).  
https://www.wilsoncenter.org/sites/default/files/media/documents/article/magic_weapons.pdf 
 

Xi Jinping is acting on the Leninist “united front” concept to capitalize on every division, 
contention, and opportunity in adversary nations to promote the Chinese Communist Party 
(CCP) worldview. To harness Chinese diaspora worldwide, the CCP funds Chinese cultural 
centers, buys international Chinese-language media, keeps tabs on Chinese students abroad, 
and encourages pro-CCP Chinese diaspora to run for office and donate to pro-CCP foreign 
political parties in their countries of residence. Xi has implemented measures to use foreigners 
for CCP purposes, including using state-controlled businesses to acquire or partner with key 
foreign companies or universities to increase influence and conduct intellectual property theft 
or espionage, and appointing politically influential foreigners to high profile positions in 
Chinese companies. As its economy picked up speed over the last decade, China has used the 
Belt and Road Initiative to encourage countries to disregard ethical or political reservations on 
China and take economic deals for seemingly win-win infrastructure projects and trade zones; 
this seeks to create a China-dependent economic bloc. New Zealand is China’s model success 
in political influence; the New Zealand government is eager to reap economic benefits from 
China, while providing strategically desirable Antarctic access to China, serving as a money 
laundering hub, hesitating to criticize Chinese aggression globally, condoning close CCP 
supervision of ethnically Chinese New Zealanders, electing members of the Chinese 
intelligence apparatus to Parliament, and edging away from its multiple intelligence and 
military agreements with the West. 

 
Joske, Alex and Peter Mattis. “The Third Magic Weapon, Reforming China’s United Front.” War on the 
Rocks (June 2019). https://warontherocks.com/2019/06/the-third-magic-weapon-reforming-chinas-
united-front/ 
 

A key element of the CCP’s international influence efforts, labelled the united front, is to 
control non-party social groups to expand the CCP’s influence on narratives beyond China and 
consolidate power within China, especially with ethnic and religious minorities. The united 
front is the third of Mao Zedong’s “magic weapons” of the CCP, meant to accentuate internal 
party building and military strength. Xi Jinping has recently launched a major overhaul of the 
united front system in order to get this central element of the CCP’s “national rejuvenation” 
plan going with the increased funding, resources, and organizational reforms he allotted for it 
following corruption scandals with its leadership and a record of unsatisfactory performance 
due to overburdening and lack of buy-in within the party. Over the past decade, Xi has 
increased united front activity overseas and added new aspects of influence operations for the 
united front, including targeting young entrepreneurs, managing Chinese students studying 
overseas, controlling Chinese diaspora, and getting new representatives in the media. Chinese 
embassies and diplomatic missions have connected more saliently with united front local 
liaisons overseas since the reforms, in order to streamline the united front chain of command 
and better direct influence efforts. 
 

Lee, John and Lavina Lee. “‘Win Without Fighting:’ The Chinese Communist Party’s Political and 
Institutional Warfare Against the West.” Hudson Institute (2022). 
https://www.hudson.org/research/17811-win-without-fighting-the-chinese-communist-party-s-

https://www.wilsoncenter.org/sites/default/files/media/documents/article/magic_weapons.pdf
https://warontherocks.com/2019/06/the-third-magic-weapon-reforming-chinas-united-front/
https://warontherocks.com/2019/06/the-third-magic-weapon-reforming-chinas-united-front/
https://www.hudson.org/research/17811-win-without-fighting-the-chinese-communist-party-s-political-and-institutional-warfare-against-the-west
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political-and-institutional-warfare-against-the-west 
China is focused on melding hard and soft power to increase comprehensive national power 
(CNP), which would allow it to displace the West as the dominant global norm setter via what it 
views as an ongoing war against the US and its allies. China seeks to degrade US influence in 
Asia by compelling or enticing smaller regional states to set aside political reservations in favor 
of economic agreements (China’s strong suit), so those small states are more reliant on China 
in the medium/long term and less likely to ally with the United States. The CCP seeks to 
advertise that it is more willing to escalate issues in every sphere than its adversaries are, to 
normalize its coercive methods as accepted instruments in the international arena, and to play 
down the “slippery slope” concept regarding its aggression in specific instances, so the US and 
allies are likely to perceive a high cost of action and low cost of inaction against China. China 
benefits from Western strict distinction between war and peace. China enjoys a lack of 
accountability for its influence operations since there is no legally declared war, because China 
views non-kinetic warfare as legitimate and ongoing and it has set up a comprehensive 
infrastructure to wage it. 
 

Mattis, Peter. “China’s ‘Three Warfares’ in Perspective.” War on the Rocks (January 2018). 
https://warontherocks.com/2018/01/chinas-three-warfares-perspective/  
 

Chinese influence operations at a national level are best understood by looking at the CCP 
party center instead of focusing on the Peoples’ Liberation Army (PLA), because while the PLA 
employs the Three Warfares concept to garner political power for the CCP, the CCP has a 
sprawling arsenal of influence operations far beyond the PLA’s military scope. This includes 
investment in influencing Chinese diaspora overseas via international media outlets, 
indoctrinating domestic university students, and investments in foreign universities for 
exchanges that cast China in a favorable light. The PLA should not be viewed as a solely military 
apparatus, rather as an armed extension of the party; it uses information operations 
sometimes outside the scope of traditional militaries (newspapers, inflammatory 
propagandists, establishing cultural exchange centers overseas) as political warfare tools to 
increase perceived risk of engaging in war with China. The Three Warfares are: media, to 
mobilize domestic and international public opinion in favor of China; foreign decision making, 
which seeks to influence approaches to China and adversary morale; and legal, which builds 
legal justification for CCP actions in international bodies and using domestic policy to signal to 
outsiders. CCP prioritizes influence operations because ideas are a main threat to the integrity 
of the regime, because separatists challenge the image of CCP harmonious multiethnic society 
and places like Hong Kong and Taiwan challenge the narrative of all Chinese people united 
under the CCP. The CCP places a high value on winning the cost assessment in adversaries’ 
minds as well as the perception of domestic and international populaces in peacetime to 
improve China’s odds in wartime. 
 

Roberts, Dexter. “China’s Disinformation Strategy.” Atlantic Council (December 2020). 
https://www.atlanticcouncil.org/wp-content/uploads/2020/12/CHINA-ASI-Report-FINAL-1.pdf 

 
China is using social media increasingly to influence Chinese people separated from its grasp 
(Taiwan, Hong Kong, international diaspora) to accept a CCP-curated narrative on China and 
the rest of the world. The CCP is taking concerted steps to increase Chinese soft power and 
encourage international audiences to accept CCP ideology and worldview, so China may have 

https://www.hudson.org/research/17811-win-without-fighting-the-chinese-communist-party-s-political-and-institutional-warfare-against-the-west
https://warontherocks.com/2018/01/chinas-three-warfares-perspective/
https://www.atlanticcouncil.org/wp-content/uploads/2020/12/CHINA-ASI-Report-FINAL-1.pdf
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more influence in the international arena; at this point, it realizes it is not as successful as the 
West with soft power nor as concretely successful as Russia in its disinformation ventures. The 
CCP is using its influence tools to promote a unified China (including Tibet, Hong Kong, and 
Taiwan), showcase the downfalls of Western democracy, and rally domestic support as 
economic and demographic factors drag on its own progress. China is looking to evolve its 
approach by using AI to appeal to audiences in Taiwan, Hong Kong, and the US which remain 
unconvinced due to CCP propaganda efforts causing higher anti-CCP sentiments in these 
groups. China also plans to continue amplifying its use of its attractive market as an economic 
coercion tool. 
 
 

Panel 3: Case Study: the Ukraine War 

• Has Russia’s strategy worked well for it?  Has China’s? 

• Has either modified its approach in light of lessons learned? 

• Have the US and its allies been effective in countering their strategies? 

• What lessons should they learn? 
 

Agranovich, David and Nathaniel Gleicher. “Updates on our security work in Ukraine.” Meta (February 
2022).https://about.fb.com/news/2022/02/security-updates-ukraine/  
 

Using its “Coordinated Inauthentic Behavior” model that seeks to counter deceptive behavior 
rather than arbitrate the truth, Meta removed a network which was posting disinformation 
across various Western sites including Facebook, Instagram, and Twitter as well as Russian 
sites Odnoklassniki and VK posing as independent news sources, brands, and credible 
individuals (such as scientists). Known coordinated inauthentic behavior actor Ghostwriter was 
targeting Ukrainians in phishing and hacking attacks, especially public figures and military 
members. AI techniques known as generative adversarial networks (GAN) were used to 
generate profile pictures for fake accounts; GAN uses sets of real images to create new images 
which could have been from the data set, which means it can make images of nonexistent 
people indiscernible as fakes. Meta added extra security measures and reminders for people in 
Ukraine and Russia at risk of being targeted by disinformation campaigns and hackers, 
including locking profile photos from being downloaded to prevent their use in GAN or 
impersonation. 
 

Gamberini, Sarah. “Social Media Weaponization: The Biohazards of Russian Disinformation 
Campaigns.” National Defense University Joint Force Quarterly (2020). 
https://wmdcenter.ndu.edu/Portals/68/Documents/jfq/jfq-99/jfq-99_4-
13_Gamberini.pdf?ver=Yoes_BQSvex7rNRLXvI08Q%3d%3d  
 

Russia’s strategy of blurring the lines between war and peace have worked well for it, as it was 
able to use “little green men” and influence campaigns to gain control of Crimea and Eastern 
Ukraine in 2014 without inciting kinetic pushback from the West. Russia has been spreading 
disinformation about the United States for decades, including a 1980s campaign to spread 
rumors that the US military created the AIDS virus. This has continued to the present day, as 
Russia uses social media to accuse the United States of creating COVID-19 as a bioweapon. 
Russia’s spreading of disinformation on public health issues both exacerbates the COVID 
biothreat and reveals the United States’ trouble trying to contain a biothreat scenario, creating 

https://about.fb.com/news/2022/02/security-updates-ukraine/
https://wmdcenter.ndu.edu/Portals/68/Documents/jfq/jfq-99/jfq-99_4-13_Gamberini.pdf?ver=Yoes_BQSvex7rNRLXvI08Q%3d%3d
https://wmdcenter.ndu.edu/Portals/68/Documents/jfq/jfq-99/jfq-99_4-13_Gamberini.pdf?ver=Yoes_BQSvex7rNRLXvI08Q%3d%3d
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concerns Russia could use a biological weapon complimented with disinformation campaigns 
to hamper public health responses in the future. The United States and allies should present 
evidence of Russia’s uncouth behavior across domains and with information warfare to the UN 
Security Council, because even though Russia can keep any resolutions from passing, it is still a 
way to put an international spotlight on Russia’s behavior. 
 

“People’s Republic of China Efforts to Amplify the Kremlin’s Voice on Ukraine.” U.S. Department of State 
Global Engagement Center (May 2022). https://www.state.gov/disarming-disinformation/prc-efforts-
to-amplify-the-kremlins-voice-on-ukraine/   
 

China is engaging in one of its most aggressive disinformation campaigns since 2018 against 
the United States and Ukraine, claiming that the United States sponsored biological warfare 
labs in Ukraine. Chinese Communist Party mouthpieces are amplifying disinformation from 
Russian state media and officials, claiming that events like the Bucha massacre by Russia are 
fabricated or that the Kramatorsk bombing was done by Ukraine unto its own people. Russian 
media is also citing Chinese media to attempt to display their narrative as widely supported. 
Chinese state media is also heavily censoring information from Chinese dissenters as well as US 
and ally officials on Russian atrocities in Ukraine. Chinese “wolf warrior” diplomats are 
peddling Kremlin and anti-NATO influencer content, and at once emphasizing Chinese 
neutrality and Party messages against “politicization by all sides.” 
 

Takagi, Koichiro. “The Future of China’s Cognitive Warfare: Lessons from the War in Ukraine.” War on 
the Rocks (2022).https://warontherocks.com/2022/07/the-future-of-chinas-cognitive-warfare-lessons-
from-the-war-in-ukraine/  

 
Ukraine war is a battle over will and public opinion, which China is observing as it seeks to win 
contests without fighting via the influence of adversary cognition by technical and 
informational means. Ukraine war has shown that cognition alone will not win the war, and 
China may be drawing conclusions to rely less heavily on this factor for its future endeavors 
than Westerners may think. China’s new “Intelligentized” warfare strategy seeks to weaponize 
artificial intelligence via increased information processing capabilities, rapid decision making, 
swarming and cognitive warfare; China is considering such futuristic uses as making unmanned 
systems look like small animals to kill adversary leaders, and finding ways to directly cause 
brain damage or hallucinations in soldiers. Russia’s struggle in Ukraine is showing the high cost 
of directly invading a stubbornly resistant nation as well as the failure of cognitive and cyber-
attacks to provide a decisive edge in conflict, so China may consider using disinformation to 
erode the resolve and unity of Taiwanese society and intimidation via nuclear saber rattling or 
naval blockades to isolate Taiwan from its allies in conjunction with physical means. US and 
allies successfully got ahead of Russian efforts to control the narrative by spreading 
information about Russia’s preparations to invade Ukraine before it happened, as well as 
working with high-tech companies to proactively shut down disinformation campaigns online 
and provide accurate accounts of Russian atrocities to the international community, thus 
facilitating the flow of physical support to Ukraine. 
 

Volkova, Lidiia. “Russian Federation’s use of information campaigns and propaganda in and against 
Ukraine: international legal aspects of combating disinformation.” National University of Kyiv-Mohyla 
Academy (2022). 

https://www.state.gov/disarming-disinformation/prc-efforts-to-amplify-the-kremlins-voice-on-ukraine/
https://www.state.gov/disarming-disinformation/prc-efforts-to-amplify-the-kremlins-voice-on-ukraine/
https://warontherocks.com/2022/07/the-future-of-chinas-cognitive-warfare-lessons-from-the-war-in-ukraine/
https://warontherocks.com/2022/07/the-future-of-chinas-cognitive-warfare-lessons-from-the-war-in-ukraine/
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http://ekmair.ukma.edu.ua/bitstream/handle/123456789/23500/Volkova_Mahisterska_robota.pdf?s
equence=1 

 
The current war in Ukraine shows Russia’s modus operandi for information warfare leading up 
to and during a kinetic conflict. In the years leading up to the 2014 invasion of Crimea, Russia 
invested heavily in staging Russian children’s’ military-patriotic organizations in Crimea and 
creating Russian-Crimean influence programs for teachers, public officials, influential social 
figures, and librarians. A year before the invasion, Russia began hijacking Ukrainian and 
Crimean radio stations broadcasting Russian news instead. To prepare the domestic audience 
for war, Russia spread disinformation playing on ethnic lines, claiming Ukraine was an 
aggressive, Russophobic Nazi state seeking to commit genocide against Russians, and playing 
off of historically popular societal memories of defending the Soviet Union against Nazi 
incursion. Once the armed conflict began, Russia had plans to seize all TV and radio stations 
within the first hours of invasion, use electronic warfare to disable satellites, block all outside 
information from coming into Ukraine, and isolate captured regions from Ukrainian news to 
declare victory and achieve a fait accompli without having to fight through the entire country. 
The Ukrainian military has discovered manuals, propaganda leaflets, TVs, and newspapers to 
be distributed to occupied civilian populations in order to spread disinformation denying 
Russian war crimes and disparaging the Ukrainian military. Russian media and search engines 
are censoring information and pictures of Russian war crimes or claiming events like the Bucha 
massacre are staged by the Ukrainian military. 
 
 

Panel 4: Calibrating the Challenge to the US and its Allies 

• What are the main features of the challenge we now face? 

• What are the differences between disinformation and deterrence signaling? 

• What are the differences between disinformation and competition in the cognitive domain? 
 
Dawson, Jessica et al. “Pride of Place: Reconceptualizing Disinformation as the United States’ Greatest 
National Security Challenge.” National Defense University PRISM Vol. 9, No. 3 (November 2021).  
https://ndupress.ndu.edu/Media/News/News-Article-View/Article/2846749/pride-of-place-
reconceptualizing-disinformation-as-the-united-states-greatest-n/ 

 
Threats to a nation’s sense of shared reality are existential threats, and the United States has 
been under such an attack for decades. The January 6th insurrection shows that people’s trust 
in the rule of law and democratic institutions is seriously eroded, yet national security 
strategies from George W. Bush through the Biden Interim National Security Strategy have 
failed to either mention disinformation as a threat at all or prescribe actionable solutions to it. 
The threat is less the disinformation itself, and more the inability of the people to parse 
through it; America’s superior military can do little or nothing to combat this threat, so the 
solution must involve all of society. Americans have always benefitted from political debate, 
but recently Americans are identifying more with political parties than other foundational 
identities, and the 2020 election showed how this can cause deep tribalism and fracture 
societal shared reality. America’s culture wars are a deep cleavage ripe for exploitation by 
adversaries and disinformation. Technical responses must be improved and implemented, 
including addressing the issue of social media algorithms creating harmful echo chambers and 
further tribalizing society, and government-private sector partnerships are needed to increase 

http://ekmair.ukma.edu.ua/bitstream/handle/123456789/23500/Volkova_Mahisterska_robota.pdf?sequence=1
http://ekmair.ukma.edu.ua/bitstream/handle/123456789/23500/Volkova_Mahisterska_robota.pdf?sequence=1
https://ndupress.ndu.edu/Media/News/News-Article-View/Article/2846749/pride-of-place-reconceptualizing-disinformation-as-the-united-states-greatest-n/
https://ndupress.ndu.edu/Media/News/News-Article-View/Article/2846749/pride-of-place-reconceptualizing-disinformation-as-the-united-states-greatest-n/
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social media firm transparency on censorship and compliance with government oversight 
requests. Civic education in meaningful discourse and digital literacy education is necessary for 
children and teenagers throughout their school careers is necessary to raise a polity able to 
parse through the overwhelming amount of information available and better discern bias. 
 

Ford, Christopher. “International Security in Cyberspace: New Models for Reducing Risk.” Arms Control 
and International Security Papers (2020). 
http://pircenter.org/media/content/files/14/16151892480.pdf 
 

Russia’s influence operations focus on aggravating social and racial tensions, undermining 
public trust in authority, spreading disinformation, conducting hack-and-leak operations, and 
targeting elections; China seeks to control narratives relating to China by using legal, political 
and economic levers such as its attractive market as well as cyber-attacks to censor politically 
offensive information. In 2013 and 2015, a cyber declaration was established and approved by 
the United Nations member states to set voluntary norms for cyber behavior and establish that 
the Charter of the United Nations applied to cyberspace; Russia has since tried to backslide 
from its commitment to this agreement, but the rest of the international community must 
work to uphold the consensus. Given the quickly evolving nature of cyberspace, implementing 
arms control in the cyber domain is exceedingly difficult, and the United States has kept from 
imposing traditional arms control measures on cyber capabilities due to Russia and China 
promoting censorship under the guise of arms control to legitimize oppressive control over 
content on the Internet. Though attribution of disinformation and cyber attacks is popularly 
believed to be next to impossible, the United States is steadily improving its ability to trace 
these events, and has partnered with 20 other nations including the EU to share information 
and work together to hold states accountable (via sanctions and public shaming) when they act 
contrary to an established framework of responsible online activity. 
 

Grand, Camille et al. “Strategy of ‘Constrainment’ – Countering Russia’s Challenge to the Democratic 
Order.” Atlantic Council Centre for International Governance Innovation (2017). 
https://www.cigionline.org/sites/default/files/documents/AC_Russia_StrategyConstrainment_R7.pdf 
 

The United States and its allies face the conundrum of needing to adopt a cohesive, sustainable 
strategy to constrain Russia’s efforts to endanger the West and destabilize the rules-based 
democratic order, while at once preserving some means to cooperate with Russia on important 
global issues. Russia seeks to weaken the NATO alliance as a whole and its members 
individually via influence operations on a variety of fronts and by engaging in anti-Western 
information campaigns to make the international political environment hostile to democratic 
norms. Russia’s egregious violations suggest that while Putin remains in office, the West must 
take action to protect democratic states and the rules-based order as well as hold Russia 
accountable for its actions. The United States and its allies must adopt a values-based, long-
term strategy to wage a sophisticated and coordinated battle of narratives to counter Russian 
propaganda, with the goals of exposing disinformation as well as driving a persuasive narrative 
in defense of democratic values. When engaging with Russia, allies should adopt a principled 
engagement policy that does not allow for condoning Russian violations of fundamental 
norms, and instead identifies narrow channels of engagement on mutually beneficial issues 
with Russia with an eye on cost and benefit. 
 

http://pircenter.org/media/content/files/14/16151892480.pdf
https://www.cigionline.org/sites/default/files/documents/AC_Russia_StrategyConstrainment_R7.pdf
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Kerr, Jaclyn and Herbert Lin. “On Cyber-Enabled Information Warfare and Information Operations.” 
Oxford Handbook of Cyber Security (May 2019). delivery.php (ssrn.com). 
 

The United States is conventionally superior to all other countries but does not possess any 
advantage when it comes to countering cyber or information warfare, and is perhaps overly 
reliant on this conventional superiority; adversaries like Russia are much more evolved in the 
inclusion of asymmetric information operations in their doctrine than the US and its allies are. 
Democratic countries are particularly vulnerable to cyber and information attacks due to 
frequent regime change points, marked delineation between wartime and peacetime, freedom 
of speech, high connectivity and anonymity on the internet, and ease of access to information 
intrinsic to their societies. There are not yet any 100% effective ways to stop information 
warfare being waged in democratic countries; autocratic countries such as Russia can repress 
the population from publishing information deviant from the government narrative, but this 
option is not viable in a democratic society. Private companies can apply modest but 
moderately effective measures to fight misinformation, such as taking down suspicious 
accounts and adding pop-ups which address potentially misleading information at the moment 
of exposure. It is likely that vulnerabilities exploited by disinformation will always be a threat to 
societies with high reliance on and use of the internet, despite evolved cyber security 
measures. 

 
 

Panel 5: Taking Stock of US Responses 

• Looking back over the past decade or so, how has the US responded to this emerging 
challenge?   

• Has its approach evolved?  Has it learned the right lessons from its experience? 

• Has it been effective? If so, why?  If not, why not? 
 

Chertoff, Michael and Gorelick, Jamie. “Disinformation Safeguards and Best Practices Subcommittee 
Final Report.” Department of Homeland Security (2022).  22_0824_ope_hsac-disinformation-
subcommittee-final-report-08242022.pdf (dhs.gov) 
 

The Department of Homeland Security Advisory Council found that there is no need to create a 
separate Disinformation Governance Board, as the Department does not have a broad remit to 
address all disinformation nor to silence or sanction speech. Instead, the Department should 
speak publicly to inform the public on disinformation and bring disinformation to the attention 
of other government agencies or platforms for appropriate action, as only platforms can 
determine whether any action is appropriate. Additionally, the Department should review and 
enhance technical expertise to address future disinformation challenges, analyze 
disinformation tactics, and understand technology such as deepfakes and synthetic media. The 
Office of Intelligence and Analysis should field disinformation warnings from other intelligence 
agencies and furnish guidance on disinformation threats to the broader Department. In order 
to mitigate accusations of absent or untrustworthy authority, the Department should promote 
transparency, communicate consistently, speak clearly, and emphasize its adherence to central 
principles like the First Amendment to the public. 
 

Lin, Herbert. “On the Organization of the U.S. Government for Responding to Adversarial Information 
Warfare and Influence Operations.” Stanford Journal of Law and Policy for the Information Society Vol. 

https://deliverypdf.ssrn.com/delivery.php?ID=835027069103091088005080000106114010029012059080064045010093014077000092069089070073031034034120015014035094102001067080082004010046014046085093114030027112104102068034012028100009114126107064002126026066024009027015077118004122122001126096104023093065&EXT=pdf&INDEX=TRUE
https://www.dhs.gov/sites/default/files/2022-08/22_0824_ope_hsac-disinformation-subcommittee-final-report-08242022.pdf
https://www.dhs.gov/sites/default/files/2022-08/22_0824_ope_hsac-disinformation-subcommittee-final-report-08242022.pdf
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15 (2019): 1-43 https://cisac.fsi.stanford.edu/publication/organization-us-government-responding-
adversarial-information-warfare-and-influence 

 
The framing by US leaders of the 2016 Russian election interference as cyber warfare is 
erroneous; the main threat from the meddling was an influence operation and budgets, focus 
and authority should be directed at that problem. It is very difficult to determine which 
government entities are responsible for cyber security, and even more so to determine which 
entities should oversee dealing with information warfare and influence operations; allowing a 
government agency to decide what constitutes false or misleading statements designed to 
manipulate the political process is questionable. Cyber enabled influence operations are too 
harmful, voluminous, and viral to abide by the old concept of “the solution for bad speech is 
more speech,” and thus may create such a significantly different environment that it may 
warrant a change in constitutional interpretation of free speech. Private companies could 
legally take censoring actions as a part of their business models, ethics, or in response to 
incentives by the government in ways a public agency never could due to the constraints 
placed on it by the First Amendment. The First Amendment operates under the concept of a 
quality “information marketplace” existing within the polity, but this concept fails in the digital 
age information market due to its vulnerability to cyber information operations; a whole-
country approach is needed to examine what can be done to resolve the threat that capitalizes 
on freedom of speech without threatening the values that underpin the freedom. 
 

Starbird, Katie et al.  “Disinformation as Collaborative Work: Surfacing the Participatory Nature of 
Strategic Information Operations.” PACM on Human-Computer Interaction Vol. 3, Article 127 
(November 2019). Disinformation as Collaborative Work (acm.org) 

 
Information operations are more than something that simply happens to crowds of people, it is 
something that crowds of people do, and it is not limited to bots and hired trolls. Information 
operations are a combination of orchestrated actions by malicious actors and genuine 
participation by consumers. Social media firms are targeting inauthentic accounts spreading 
disinformation instead of the content itself due to sensitivities about being “arbiters of truth” 
and societal views on freedom of speech and political bias in censorship, but this approach fails 
to address the fact that a lot of the time real people are the ones spreading disinformation 
content and continuing to cause harm in this way even once the inauthentic accounts which 
began the disinformation thread are removed. Genuine activists and disinformation operators 
follow much of the same playbook when disseminating information, which further complicates 
the task of social media firms trying to censor disinformation; both target specific audiences, 
selectively forward news, muddle education and persuasion, and use emotional messages to 
increase engagement. Social scientists and journalists have a hard time proving any agent’s 
intent to deceive online and face repercussions when they make such claims, whereas political 
operatives can easily spread misleading content without repercussions. Social media has the 
perfect infrastructure for information operations because they were evolved to support 
advertisers by effectively targeting specific audiences and spreading content quickly, and they 
inherently muddle news information with entertainment. 
 
 

Panel 6: Taking Stock of Allied Responses  

https://cisac.fsi.stanford.edu/publication/organization-us-government-responding-adversarial-information-warfare-and-influence
https://cisac.fsi.stanford.edu/publication/organization-us-government-responding-adversarial-information-warfare-and-influence
https://dl.acm.org/doi/pdf/10.1145/3359229
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• Looking back over the past decade or so, how have US allies in Europe and Asia responded to 
this emerging challenge?  Have their approaches evolved?   

• Have they been effective? If so, why?  If not, why not? 

• What lessons should the US learn from their successes and failures? 
 
Keršanskas, Vytautas. “Hybrid CoE Paper 6: Deterring disinformation? Lessons from Lithuania’s 
countermeasures since 2014.” The European Center of Excellence for Countering Hybrid Threats 
(2021). 20210427_Hybrid-CoE-Paper-6_Deterring_disinformation_WEB.pdf (hybridcoe.fi) 
 

When Russia intensified disinformation efforts in Europe in 2014, Lithuania swiftly adopted 
resilience-building and cost-imposition countermeasures which significantly and tangibly 
decreased the volume and impact of Russian disinformation. On the governmental side, 
Lithuania took the following measures since 2014 to counter disinformation: banned or legally 
limited runtime of Russian TV broadcasts, boosted information space monitoring, empowered 
strategic communication bodies to build relationships between government and media to 
swiftly counter foreign disinformation campaigns, created strategic communication mechanism 
to increase information sharing and integrate communication across the entire government on 
security matters, and moved to international partnerships to strengthen multilateral European 
regulations against disinformation. The non-governmental private sector/civil society side was 
sometimes subsidized and always encouraged by the government, and it took the following 
measures: created a civil campaign (“Lithuanian elves”) of citizens tracking disinformation 
techniques and using existing disabling measures on social media. Set up an AI-platform 
(“Debunk.eu”) to serve as a trusted fake news debunking source for the public, increased 
academic research on the topic, started media literacy projects to educate targeted groups 
(youth, elderly, and minorities such as ethnic Russians), and enacted social media campaigns to 
encourage people to boycott Russian goods, harbor negative attitudes towards businesses with 
ads on known disinformation channels, and pursue one’s own narrative on targeted topics.  
This paper recommends that allied governments enhance legal regulation of the information 
space, move towards preventative strategic communication over reactive crisis 
communication, and support non-governmental initiatives against disinformation. 
 

Kuwahara, Kyoko. “Fighting Disinformation: Japan’s Unique Situation and the Future of Canada-Japan 
Cooperation.” Macdonald Laurier Institute Commentary (2021). https://macdonaldlaurier.ca/mli-
files/pdf/202110_Fighting_disinformation_Kyoko_COMMENTARY_FWeb.pdf.  
 

China’s influence operations in Japan have had less success than in other democracies due to a 
few highly-trusted native media outlets crowding foreign interference out of the information 
space, widespread skepticism toward the Chinese United Front among the populace, and a 
lower use of social media by political elites to communicate with the public. Despite this, Japan 
needs to develop a higher threat perception on disinformation and learn from other 
democracies with higher instances of disinformation, because Japan is a likely target for 
disinformation from China in the future or during a conflict over Taiwan. China is already 
attempting to sow ethnic discord in Japan by aggravating ethnic tensions and separatist 
sentiment among the Ryukyu people of the Okinawa region, with the goal of weakening Japan 
and moving toward US military withdrawal from its major bases in Okinawa. Canada has taken 
some steps to combat misinformation and disinformation such as implementing the 
educational Digital Democracy Project to increase public resilience, and as a result it enjoys 

https://www.hybridcoe.fi/wp-content/uploads/2021/04/20210427_Hybrid-CoE-Paper-6_Deterring_disinformation_WEB.pdf
https://macdonaldlaurier.ca/mli-files/pdf/202110_Fighting_disinformation_Kyoko_COMMENTARY_FWeb.pdf
https://macdonaldlaurier.ca/mli-files/pdf/202110_Fighting_disinformation_Kyoko_COMMENTARY_FWeb.pdf
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solid public trust in media and in election integrity relative to the United States. However, the 
majority of Canadians polled think the threat of disinformation and fake news is exaggerated, 
which could put Canada at risk for Russian and Chinese disinformation campaigns against it in 
the future. Disinformation has devolved beyond the point of resolution by unilateral action, so 
Japan and Canada should participate in international networks aiming to reduce disinformation 
and adjudicate on platform governance. 
 

Pappalardo, David. “’Win the War Before the War?’: A French Perspective on Cognitive Warfare.” War 
on the Rocks (August 2022). https://warontherocks.com/2022/08/win-the-war-before-the-war-a-
french-perspective-on-cognitive-warfare/  
 

War has always involved the mind, intelligence, psychology, and compelling opponents to fulfill 
one’s own will, so the framing of deception or targeting cognition as a new concept is 
inaccurate. The digital revolution expands the target set for manipulation via cognitive warfare 
from only leaders to entire populations, and rewards sensationalization. France has updated its 
strategic vision to include the concept of “competition-dispute-confrontation” which frames 
competition as a form of war before kinetic engagement, examples of which include strategic 
intimidation, cyber operations, and narrative warfare. The French defense apparatus is placing 
high emphasis on disinformation as a weapon which could successfully subvert an opponent 
via manipulated narratives without fighting and is considering the need to better educate and 
prepare its population to defend itself against cognitive attack. According to a French study, 
cognition warfare seeks to influence how people think, beyond information warfare which 
influences what people think; neuroscience is key to synergizing cutting edge technology (such 
as AI, big data analytics) with offensive cyber, information, and psychological warfare to 
achieve cognition warfare. Education and training on identifying cognitive biases and 
groupthink are important to preserving the integrity of command and control structures 
against cognitive warfare efforts made to target these shortcomings, as well as to adapt to the 
cognitive dimension of multidomain warfare. 
 

Vilmer, Jean-Baptiste Jeangene. “Hybrid CoE Research Report 2: Effective State Practices Against 
Disinformation: Four Country Case Studies.” The European Center of Excellence for Countering Hybrid 
Threats (2021). 
20210709_Hybrid_CoE_Research_Report_2_Effective_state_practices_against_disinformation_WEB.p
df (hybridcoe.fi) 
 

Based on successful state models from Sweden, Canada, Great Britain, and France, this report 
concludes that an effective state response against disinformation includes at least one state 
structure insulated from short-term partisan whims that is entirely dedicated to detecting and 
countering disinformation and a network for information sharing across government agencies, 
and which has a permanent or ad hoc system for coordinating with non-governmental experts. 
The report also recommends having at least one inter-agency task force working on election 
integrity, by consuming academic literature on election interference and designing awareness 
campaigns from the public. Governments should be prepared to invest in countering 
disinformation via funding research at think tanks and universities for decision makers and civil 
society to learn from, strengthening regional and local governments against disinformation, 
and setting up an intermediary non-governmental training center for journalists. Societal 
resilience should be increased by strengthening the credibility of the government and its 

https://warontherocks.com/2022/08/win-the-war-before-the-war-a-french-perspective-on-cognitive-warfare/
https://warontherocks.com/2022/08/win-the-war-before-the-war-a-french-perspective-on-cognitive-warfare/
https://www.hybridcoe.fi/wp-content/uploads/2021/07/20210709_Hybrid_CoE_Research_Report_2_Effective_state_practices_against_disinformation_WEB.pdf
https://www.hybridcoe.fi/wp-content/uploads/2021/07/20210709_Hybrid_CoE_Research_Report_2_Effective_state_practices_against_disinformation_WEB.pdf
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institutions, emphasizing the state’s commitment to freedom of the press by incorporating 
human rights experts into decisions on media regulation, developing media and digital literacy 
for people of all ages, and by publishing regular information on disinformation and national 
countermeasures on social media. Finally, states should develop international cooperation on 
this issue via existing forums (G7, EU, NATO Center of Excellence Riga, Hybrid Center of 
Excellence Helsinki, etc.) to capitalize on think-tank organized meetings and find ways to take 
offensive and capacity-building measures in strategically sensitive countries, examples of which 
include supporting local journalists and researchers, developing social media analysis tools, and 
regularly sending personnel abroad to learn from partners. 

 
 
Panel 7: Next Steps in Disarming Disinformation  

• What should the US and its allies do to become more effective at countering false narratives? 

• How can the information ecosystem be more effectively engaged?  Are new institutions 
needed? 

• What are the responsibilities of private sector actors? 

• What expectations should we have about future effectiveness? 
 

Breuer, Pablo and SJ Terp. “DISARM: A Framework for Analysis of Disinformation Campaigns,” DISARM 
Foundation. 2022 IEEE Conference on Cognitive and Computational Aspects of Situation Management 
(CogSIMA). https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=9830669 
 

Cognitive security is defined as the application of information security principles, practices, and 
tools to countering disinformation, and is a holistic approach to disinformation; a holistic 
approach must be taken in order to successfully contextualize the complex networks of actors, 
targets, and goals involved in disinformation. Cognitive security builds on cybersecurity 
strategy, in that defenders work backward from targets to find attackers which use social 
engineering at scale to attack humans and algorithms. DISARM created Cognitive Security 
Operations Centers to share information between centers in different countries and build 
frameworks for responding to disinformation networks. A “cyber killchain” was created to 
outline the steps that must be followed in the process of countering disinformation, including 
stages before attackers start damaging a network and stages after, centered around 
preventing such crises. Marketing strategies are dovetailed with the cyber killchain to map 
steps like market research, campaign design, and content production into an adversary’s plan 
to “sell” their disinformation to consumers, and seeing how a node in a social network may 
initially only be “infected” with disinformation but later evolve into an active “command” node 
perpetuating disinformation, much like people market products to their friends when they 
become convinced enough about them. Using incident-based methodology, DISARM looks at 
known disinformation to find the atomic actions that lead to them, how the actions combined 
to make larger events, and how individual instances combine to make broad disinformation 
campaigns.  
 

Cohen, Raphael et al. “Combating Foreign Disinformation on Social Media: Study overview and 
conclusions.” RAND (2021). https://www.rand.org/pubs/research_reports/RR4373z1.html 

 
The Department of State’s Global Engagement Center, which is responsible for countering 
disinformation, does not have enough political influence to lead a concerted effort to this end, 

https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=9830669
https://www.rand.org/pubs/research_reports/RR4373z1.html
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and the military’s efforts towards the same are ad hoc and divided by service branch. At best, 
US and allied efforts have had ambiguous results. The private sector’s biggest tech firms have 
tried to counter disinformation, but they remain mainly motivated by profit in that they will 
not censor too heavily so as to avoid alienating consumers; smaller yet still influential and 
foreign sites have yet to make efforts to combat disinformation at all, and they may be the 
most effective mediums for adversaries to target specific niches of people. Civil society groups 
(NGOs) have an important and underrated role to play in the fight against disinformation and 
should be leveraged toward this goal instead of government or military-wide bans on social 
networks. For example, the Ukrainian government was able to leverage talent from civil society 
organizations to put together an effective media team to fight Russian disinformation and 
spread the Ukrainian story before and during conflict. The US government should emphasize its 
commitment to freedom of speech while countering disinformation, publish a clear and 
actionable counter-disinformation strategy, expand its operations to include foreign social 
media sites, and leverage the private sector without outsourcing the counter disinformation 
fight entirely to it. 
 

Hassain, Jon. “Disinformation in Democracies: Improving Societal Resilience to Disinformation.” Riga 
NATO Strategic Communications Centre of Excellence (March 2022). Disinformation-in-Democracies-
DIGITAL.pdf (stratcomcoe.org) 
 

Using a variety of case studies from government and civil society initiatives across several 
NATO countries, this piece collates instances of successful policy and conceptual frameworks 
leading to strengthening of the public against disinformation via whole-of-society approaches, 
bottom-up targeting of niche audiences, and the effectiveness of civic activism towards media 
literacy. The results of the case study analysis emphasize that counter-disinformation efforts 
must connect many disciplines of expertise, such as Britain’s educational anti-fake news 
GoViral game requiring teamwork by the government, academics, creative agencies, and a 
disinformation think tank. Within the government, inter-agency collaboration is imperative; by 
Finland’s example, psychological resilience is given prominence and status in the eyes of the 
polity by its naming as a cornerstone to national security in published strategy documents, 
which supports a whole-of-society approach. The analysis also recommends that 
communication practitioner community develop viable methods to measure campaign 
impacts. Instead of a defensive framing of counter-disinformation and media literacy, 
initiatives should aim to ensure platforms are meeting their own communication objectives 
rather than focusing on “resistance” or “inoculation”. 
 

Maddox, JD et al. “Toward a Whole-of-Society Framework for Countering Disinformation.” Modern 
War Institute at West Point (May 2021). https://mwi.usma.edu/toward-a-whole-of-society-
framework-for-countering-disinformation/ 

 
The US government has a variety of different terms and definitions attempting to explain the 
information operations, which leads to confusion instead of clarification in the US effort to 
combat adversaries; chasing definitions is not effective, and the United States needs to take a 
whole-of-society approach in order to coordinate tools across the spectrum of public and 
private spheres towards combating disinformation and taking proactive measures against 
information operations. US distinction between military and diplomatic corps in information 
operations should be noticed but shouldn’t hinder cooperative action as technological 

https://stratcomcoe.org/pdfjs/?file=/publications/download/Disinformation-in-Democracies-DIGITAL.pdf?zoom=page-fit
https://stratcomcoe.org/pdfjs/?file=/publications/download/Disinformation-in-Democracies-DIGITAL.pdf?zoom=page-fit
https://mwi.usma.edu/toward-a-whole-of-society-framework-for-countering-disinformation/
https://mwi.usma.edu/toward-a-whole-of-society-framework-for-countering-disinformation/
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advancements and increasingly brazen adversaries increase risk in the information 
environment. This article’s proposed approach to societal efforts against information 
operations has four outcome-focused categories: communication, resilience, disruption, and 
regulation. No single agency or tactic is capable of countering information operations on its 
own, instead the United States must implement creative, collaborative, and coordinated 
activities by combining different spheres of society with disparate capabilities. Adversaries are 
quicker at leveraging control and adopting novel influence techniques due to their autocratic 
nature, but the United States must maintain its commitment to freedom of expression as it 
entertains regulation of media and other sensitive yet instrumental aspects of managing 
information operations. 
 

Roozenbeek, Jon and Van der Linden, Sander. “Inoculation Theory and Misinformation.” Riga NATO 
Strategic Communications Centre of Excellence (2021). Inoculation-theory-and-Misinformation-FINAL-
digital-ISBN-ebbe8.pdf (stratcomcoe.org) 
 

Fact-checking is not a foolproof solution to manipulative information online despite its 
increasing popularity, because false rumors spread faster and further than information that 
was fact-checked, people who have been exposed to misinformation may continue to rely on it 
even once it is debunked (continued influence effect), people do not like being fact checked 
and may spread even more slanted or toxic information in response to debunking attempts, 
and repeated exposure to misinformation increases is familiarity and can increase people’s 
belief in it even when they know that it is false (illusory truth effect). “Inoculating” audiences 
with facts or disclaimers about potential misinformation before or at the moment they are 
exposed to it is known as “prebunking” and has been shown to be more effective than post-
hoc attempts to convince people to change their minds about misinformation. Inoculation 
interventions like games, videos, and infographics are effective in giving audiences 
psychological resistance against persuasion, reduces willingness to share misinformation, and 
increases confidence about detecting misinformation on social media. This remains true across 
demographics like political leanings, age, and education level, which supports that inoculation 
is a useful tactic for populations at large. 

 
 
Panel 8: Next Steps in Countering Social and Political Manipulation  

• What should the US and its allies do to become more effective at countering social and political 
narratives? 

• How can the information ecosystem be more effectively engaged?  Are new institutions 
needed? 

• What are the responsibilities of private sector actors? 

• What expectations should we have about future effectiveness? 
 

Bateman, Jon. “U.S.-China Technological ‘Decoupling’: A Strategy and Policy Framework.” Carnegie 
Endowment for International Peace (April 2022). 
https://carnegieendowment.org/2022/04/25/limiting-chinese-influence-operations-pub-86923 
 

Banning social media platforms like WeChat and TikTok outright are not the answer to 
disinformation concerns except for the most serious risks, because there is no empirical 
evidence yet that platforms are able to sway Americans’ political views or meaningfully affect 

https://stratcomcoe.org/pdfjs/?file=/publications/download/Inoculation-theory-and-Misinformation-FINAL-digital-ISBN-ebbe8.pdf?zoom=page-fit
https://stratcomcoe.org/pdfjs/?file=/publications/download/Inoculation-theory-and-Misinformation-FINAL-digital-ISBN-ebbe8.pdf?zoom=page-fit
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election outcomes; furthermore, domestic players are the most effective proliferators of 
political disinformation, and they were effective on Western platforms like Facebook long 
before TikTok. The sheer size of major US platforms insulates them from social or political 
pressure to act against influence operations and destructive content in the absence of financial 
and political incentives to do so, but competition from a known Chinese platform like TikTok 
may provide an incentive for them to boost their reputations as secure platforms by taking 
action against disinformation. China has yet to engage in highly-dangerous influence 
campaigns such as directly meddling in an election, and instead mainly seeks to sway 
Americans’ views on China into a more favorable direction. The President should create an 
advisory panel of political scientists, influence operations researchers, and other experts to 
analyze the United States’ vulnerability to China’s influence operations on different aspects of 
elections, such as voter turnout or targeted digital campaigns. The US government should 
assess what weaknesses in American political and societal spheres would be targets for 
Chinese influence operations and seek to restore the US information ecosystem domestically. 
Large scale reform would be difficult due to the limited and poorly defined scope of the federal 
government’s role in combating disinformation and would require reforming the echo 
chambers created by the US TV and online media, social media engagement-driven business 
models, and political party dynamics. 
 

Cull, Nicholas J. “The Tightrope to Tomorrow: Reputational Security, Collective Vision and the Future 
of Public Diplomacy.” The Hague Journal of Diplomacy No. 14 (2019): 21-35. 
 

The future will see an increased emphasis on international collaboration to tackle transnational 
problems and increased use of technology in public diplomacy. Public policy must not be 
domestic propaganda with short-term goals instead of meaningful engagement with 
international partners, and credibility of media and government must be sought at all costs 
especially by empowering regional leaders, minorities, and other figures with higher credibility 
to their audience than the national government. Ukraine did not have enough reputational 
security in 2014 in that it was not understood by the global audience as sufficiently different 
from Russia nor sufficiently relevant in general to garner a protective response from 
international actors who could help when it was attacked, which is why future public 
diplomacy must reframe soft power as a new and critical category of reputational security 
upon which the survival of vulnerable nations hinges. To combat disinformation from Russia, 
NATO must do more than just expose disinformation: it must fight disinformation by engaging 
audiences under pressure from disinformation through established public diplomacy channels 
such as cultural exchanges, supporting indigenous media, and international broadcasting in 
order to strengthen their societies. NATO can also engage in information disarmament, which 
threatens retaliation across other mediums in order to halt disinformation; an example of this 
is the United States threatening the Soviet Union that it would stop scientific cooperation if 
disinformation claiming that AIDS was a US bioweapon didn’t stop. Victim narratives fueled 
some of the bloodiest disputes in the late 1990s because they keep communities apart and 
force attention unto themselves over other issues; this generation of public policy must 
communicate a unifying vision and diffuse victim narratives using resources previously devoted 
to countering violent extremism. 
 

Joske, Alex et al.  “The Influence Environment, A Survey of Chinese Language Media in Australia.” 
Australian Strategic Policy Institute International Cyber Policy Centre (2020).  http://ad-

http://ad-aspi.s3.amazonaws.com/2020-12/The%20influence%20environment.pdf
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aspi.s3.amazonaws.com/2020-12/The%20influence%20environment.pdf 
 

WeChat is a popular social media and news platform in China that is also used by Chinese 
expats to stay connected with their families still in China, and it is tightly censored and used for 
surveillance by the Chinese Communist Party. The Party’s influence operation on ethnically 
Chinese communities in Australia outpaces the Australian government’s efforts to combat it, as 
the government has yet to introduce transparency requirements to the Chinese-language 
media sector or restrict the Party’s ability to influence it. The Australian Chinese-language 
media scene has shifted over the past three decades from a diverse scape operated by Hong 
Kong and Taiwanese journalists often critical of the Chinese Communist Party, to one 
dominated by outlets funded by or friendly to the People’s Republic of China and the Party’s 
nationalistic narratives.  Australia should take steps to block foreign interference in Chinese-
language media and subsidize independent, professional media sources to protect free 
discourse in Chinese-Australian communities. Furthermore, Australia’s existing cyber security 
and media apparatus should hold WeChat to the same norms and standards set by platforms 
like Facebook to be allowed to operate in Australia, while encouraging other democracies to do 
the same. Existing legislation such as the Foreign Influence Transparency Scheme Act 2018 
should be amended and enforced to expose any issues with foreign ownership of media across 
all platforms and languages. 
 

Li, Belinda and Jona Parello-Plesner. “The Chinese Communist Party's Foreign Interference Operations: 
How the U.S. and Other Democracies Should Respond,” Hudson Institute (2018). 
https://www.hudson.org/research/14409-the-chinese-communist-party-s-foreign-interference-
operations-how-the-u-s-and-other-democracies-should-respond 
 

To counter CCP interference operations, the authors argue that the US government should 
create a government wide CCP interference and influence tracker and require it be reported 
annually to Congress. Further, the US government should partner with other democratic 
nations to counter CCP influence efforts by doing things like funding alternative media for 
Chinese diaspora. Private citizens and civil society groups should track and publicize funding 
and influence efforts by the CCP’s United Front and take a civil rights approach to protect 
Chinese Americans from interference. 
 

Paul, Christopher. “Understanding and Pursuing Information Advantage,” RAND Cyber Defense Review 
(2020): 109-123. https://www.rand.org/pubs/external_publications/EP68673.html 

 
The information environment is a new aspect of the joint fight in the US military and achieving 
the yet-undefined “informational advantage” is being emphasized by DoD leaders and 
documents as a top priority.  Such key documents as the National Defense Strategy and the 
Joint Concept for Operating in the Information Environment include descriptions of concepts, 
lines of effort, and other elements towards creating advantage, but fail to illustrate what a 
successful end goal looks like for the joint force, and the informational advantage is not 
mentioned at all in any doctrine. Current information on gaining “informational advantage” 
describe it as an end, when similar Army definitions and dictionary definitions of advantage 
describe advantage as more of a means to achieve some greater end; this is where the lack of 
formal definition to the term creates an issue, because the actual objective to be pursued over 
adversaries is unspecified. In order to better fight in the informational domain and its overlap 

http://ad-aspi.s3.amazonaws.com/2020-12/The%20influence%20environment.pdf
https://www.hudson.org/research/14409-the-chinese-communist-party-s-foreign-interference-operations-how-the-u-s-and-other-democracies-should-respond
https://www.hudson.org/research/14409-the-chinese-communist-party-s-foreign-interference-operations-how-the-u-s-and-other-democracies-should-respond
https://www.rand.org/pubs/external_publications/EP68673.html


20  

with other domains, the joint force needs to specify what its goals are relative to each 
adversary and in which specific domain of the information environment tactics will take place 
for each concrete goal. 
 

Ronfeldt, David and John Arquilla. “Whose Story Wins: Rise of the Noosphere, Noopolitik, and 
Information-Age Statecraft,” RAND (2020). https://www.rand.org/pubs/perspectives/PEA237-1.html  

 
The noosphere is defined as the collective consciousness of humanity via the internet and 
international organizations. Noopolitk refers to the use of soft power as a successor to 
realpolitik which references hard power; in the digital age, noopolitik is more prevalent than 
hard power, and US grand strategy must line up efforts to win the narrative battle against 
adversaries which will decide the global order in the coming years. The United States must 
rethink its information strategy and periodically update it in order to get off of its back foot 
after years of failing to act on or plan for information contests; this complacency has devolved 
into a real strategic disadvantage for the United States vis-à-vis its adversaries. The value of 
soft power came to light after the fall of the Soviet Union, when it brought down a superpower 
after years of hard power deterrence and confrontation; the US gleaned an erroneous view of 
soft power as something which could only be used in a positive way, and failed to notice the 
malicious uses its adversaries began to capitalize on. Adopting some concrete term to define 
the soft power competition phenomenon is a key first step to the United States getting the ball 
rolling on engaging its adversaries’ malicious behavior in this sphere. The US and its allies 
should adopt a principle of “guarded openness” in which they remain open, democratic 
societies but take measures to guard against the inherent vulnerabilities created by the 
openness, uphold the protection of global commons as a pivotal issue area, and create 
international special media forces to be dispatched into conflict zones to disseminate factual 
narratives to the international community. 
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